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Foreword

The rapid evolution of computers has brought technical devices as an
active weapon to criminals. Cybercriminals have enjoyed the pleasure of
being able to combine a large array of complex technologies to be
successful in their mission. Due to the complexity of the attack,

investigating a crime in the cyber world has become increasingly difficult to
do.

Computer forensics is the process of detecting hacking attacks and
properly extracting evidence to report the crime and conducting audits to
prevent the future attacks. It is used in different types of investigations like
crime and civil investigation, corporate litigation, cybercrime, etc. It plays a
vital role in the investigation and prosecution of cybercriminals. It refers to
a set of methodological procedures and techniques to identify, gather,
preserve, extract, interpret, document, and present evidence from
computing equipment so that the discovered evidence can be used during
a legal and/or administrative proceeding in a court of law. Evidence might
be sought in a wide range of computer crime or misuse, including but not
limited to theft of trade secrets, theft of or destruction of intellectual
property, and fraud.

Computer forensics enables the systematic and careful identification of
evidence in computer related crime and abuse cases. This may range from
tracing the tracks of a hacker through a client’s systems, to tracing the
originator of defamatory emails, to recovering signs of fraud.

Digital Forensics Essentials (DFE) program covers the fundamental concepts
of computer forensics. It equips students with the skills required to identify
an intruder’s footprints and to properly gather the necessary evidence to
prosecute in the court of law.

This program gives a holistic overview of the key components of computer
forensics. The course is designed for those interested in learning the
various fundamentals of computer forensics and aspire to pursue a career
in the computer forensics field.



About EC-Council

The International Council of Electronic Commerce Consultants, better
known as EC-Council, was founded in late 2001 to address the need for
well-educated and certified information security and e-business
practitioners. EC-Council is a global, member-based organization composed
of industry and subject matter experts working together to set the
standards and raise the bar in information security certification and
education.

EC-Council first developed the Certified Ethical Hacker (C|EH) program with
the goal of teaching the methodologies, tools, and techniques used by
hackers. Leveraging the collective knowledge of hundreds of subject-
matter experts, the CEH program has rapidly gained popularity around the
world and is now delivered in more than 145 countries by more than 950
authorized training centers. It is considered as the benchmark for many
government entities and major corporations around the globe.

EC-Council, through its impressive network of professionals and huge
industry following, has also developed a range of other leading programs in
information security and e-business. EC-Council certifications are viewed as
the essential certifications needed when standard configuration and
security policy courses fall short. Providing a true, hands-on, tactical
approach to security, individuals armed with the knowledge disseminated
by EC-Council programs are tightening security networks around the world
and beating hackers at their own game.

Other EC-Council Programs

Security Awareness: Certified Secure Computer User

The purpose of the CSCU training program is to provide
c s c Ustudents with the necessary knowledge and skills to
protect their information assets. This class will immerse
Certified | Secure Computer User Sty dents in an interactive learning environment where
they W|II acquire fundamental understanding of various computer and

network security threats such as identity theft, credit card fraud, online
banking phishing scams, viruses and backdoors, email hoaxes, sexual



predators and other online threats, loss of confidential information,
hacking attacks, and social engineering. More importantly, the skills learnt
from the class help students take the necessary steps to mitigate their
security exposure.

Network Defense: Certified Network Defender

| Students enrolled in the Certified Network Defender

c N D course will gain a detailed understanding of network
defense and develop their hands-on expertise to perform

Certified | Network Defender jny reg|-|ife network defense situations. They will gain the
depth of technical knowledge required to actively design a secure network
within your organization. This course provides a fundamental
understanding of the true nature of data transfer, network technologies,
and software technologies so that students may understand how networks

operate, how automation software behaves, and how to analyze networks
and their defense.

Students will learn how to protect, detect, and respond to the network
attacks as well as learning about network defense fundamentals, the
application of network security controls, protocols, perimeter appliances,
secure IDS, VPN, and firewall configuration. Students will also learn the
intricacies of network traffic signature, analysis, and vulnerability scanning,
which will help in designing improved network security policies and
successful incident response plans. These skills will help organizations
foster resiliency and operational continuity during attacks.

Ethical Hacking: Certified Ethical Hacker

"The Certified Ethical Hacker (CEH) credential is the most

trusted ethical hacking certification and accomplishment

c E H recommended by employers globally. It is the most
desired information security certification and represents

one of the fastest-growing cyber credentials required by
critical infrastructure and essential service providers. Since the

introduction of CEH in 2003, it is recognized as a standard within the
information security community. CEH continues to introduce the latest

Certified Ethical Hacker



hacking techniques and the most advanced hacking tools and exploits used
by hackers and information security professionals today. The Five Phases of
Ethical Hacking and the original core mission of CEH remain valid and
relevant today: “To beat a hacker, you need to think like a hacker.”

CEH provides an in-depth understanding of ethical hacking phases, various
attack vectors, and preventative countermeasures. It will teach you how
hackers think and act maliciously so that you will be better positioned to
set up your security infrastructure and defend future attacks.
Understanding system weaknesses and vulnerabilities help organizations
strengthen their system security controls to minimize the risk of an
incident.

CEH was built to incorporate a hands-on environment and systematic
process across every ethical hacking domain and methodology, giving you
the opportunity to work towards proving the required knowledge and skills
needed to perform the job of an ethical hacker. You will be exposed to an
entirely different posture towards the responsibilities and measures
required to be secure.

Penetration Testing: Certified Penetration Testing Professional

CPENT certification requires you to demonstrate the

application of advanced penetration testing

c PE N T techniques such as advanced Windows attacks, 10T
Gertfied | Penctraion: Testing Pofessionsl - gystems  attacks, advanced binaries exploitation,
exploits writing, bypassing a filtered network,

Operational Technology (OT) pen testing, accessing hidden networks with

pivoting and double pivoting, privilege escalation, and evading defense
mechanisms.

EC-Council’'s CPENT standardizes the knowledge base for penetration
testing professionals by incorporating best practices followed by
experienced experts in the field. The objective of the CPENT is to ensure
that each professional follows a strict code of ethics, is exposed to the best
practices in the domain of penetration testing and aware of all the
compliance requirements required by the industry.



Unlike a normal security certification, the CPENT credential provides an
assurance that security professionals possess skills to analyze the security
posture of a network exhaustively and recommend corrective measures
authoritatively. For many years EC-Council has been certifying IT Security
Professionals around the globe to ensure these professionals are proficient
in network security defense mechanisms. EC-Council’s credentials vouch
for their professionalism and expertise thereby making these professionals
more sought after by organizations and consulting firms globally.

Computer Forensics: Computer Hacking Forensic Investigator

C |

Computer

" Computer Hacking Forensic Investigator (CHFI) is a

H FI comprehensive course covering major forensic

_ i investigation scenarios. It enables students to acquire

wvistiGator  crucial hands-on experience with various forensic

investigation techniques. Students learn how to utilize

standard forensic tools to successfully carry out a computer forensic

investigation, preparing them to better aid in the prosecution of
perpetrators.

EC-Council’s CHFI certifies individuals in the specific security discipline of
computer forensics from a vendor-neutral perspective. The CHFI
certification bolsters the applied knowledge of law enforcement personnel,
system administrators, security officers, defense and military personnel,
legal professionals, bankers, security professionals, and anyone who is
concerned about the integrity of network infrastructures.

Incident Handling: EC-Council Certified Incident Handler
" EC-Council’s Certified Incident Handler (E|CIH)

I
E c I H program has
been designed and developed in collaboration

EC-Council ICertIerd Incident Handler with

cybersecurity and incident handling and
response practitioners across the globe. It is a comprehensive specialist-
level program
that imparts knowledge and skills that organizations need to effectively



handle post breach consequences by reducing the impact of the incident,
from both a financial and a reputational perspective.

E|CIH is a method-driven program that uses a holistic approach to cover
vast concepts concerning organizational incident handling and response
from preparing and planning the incident handling response process to
recovering organizational assets after a security incident. These concepts
are essential for handling and responding to security incidents to protect
organizations from future threats or attacks.

Management' Certified Chief Information Security Officer
The Certified Chief Information Security Officer (CCISO)

c CISOprogram was developed by EC-Council to fill a
knowledge gap in the information security industry.

el " e Most - information  security certifications focus on
specific tools or practitioner capabilities. When the CCISO program was
developed, no certification existed to recognize the knowledge, skills, and
aptitudes required for an experienced information security professional to
perform the duties of a CISO effectively and competently. In fact, at that
time, many questions existed about what a CISO really was and the value
this role adds to an organization.

The CCISO Body of Knowledge helps to define the role of the CISO and
clearly outline the contributions this person makes in an organization. EC-
Council enhances this information through training opportunities
conducted as instructor-led or self-study modules to ensure candidates
have a complete understanding of the role. EC-Council evaluates the
knowledge of CCISO candidates with a rigorous exam that tests their
competence across five domains with which a seasoned security leader
should be familiar.

Application Security: Certified Application Security Engineer

The Certified Application Security Engineer (CASE) credential is developed
in partnership with large application and software development experts
globally. The CASE credential tests the critical security skills and knowledge
required throughout a typical software development life cycle (SDLC),



focusing on the importance of the
Yy JAVA

implementation of secure
c A s E c A S E methodologies and practices in
Cortics | appiction s e Conied | Amtesion sy i 0 Jgy”s insecure operating
environment.

The CASE certified training program is developed concurrently to prepare
software professionals with the necessary capabilities that are expected by
employers and academia globally. It is designed to be a hands-on,
comprehensive application security course that will help software
professionals create secure applications. The training program
encompasses security activities involved in all phases of the Software
Development Lifecycle (SDLC): planning, creating, testing, and deploying an
application.

Unlike other application security trainings, CASE goes beyond just the
guidelines on secure coding practices and includes secure requirement
gathering, robust application design, and handling security issues in post
development phases of application development. This makes CASE one of
the most comprehensive certifications on the market today. It is desired by
software application engineers, analysts, testers globally, and respected by
hiring authorities.

Incident Handling: Certified Threat Intelligence Analyst

Certified Threat Intelligence Analyst (C|TIA) is designed
and developed in collaboration with cybersecurity and
c T I A threat intelligence experts across the globe to help
Cartfed | Threm meligence Ay OFgANizations identify and mitigate business risks by
converting unknown internal and external threats into

known threats. It is a comprehensive, specialist-level program that teaches
a structured approach for building effective threat intelligence.

In the ever-changing threat landscape, C|TIA is an essential Threat
Intelligence training program for those who deal with cyber threats on a
daily basis. Organizations today demand a professional-level cybersecurity
threat intelligence analyst who can extract the intelligence from data by
implementing various advanced strategies. Such professional-level Threat



Intelligence training programs can only be achieved when the core of the
curricula maps with and is compliant to government and industry
published threat intelligence frameworks.

Incident Handling: Certified SOC Analyst
» The Certified SOC Analyst (CSA) program is the first step

I
to joining a security operations center (SOC). It is
c s A engineered for current and aspiring Tier | and Tier Il SOC
analysts to achieve proficiency in performing entry-level

Certified SOC  Analyst : H i
erified | " and intermediate-level operations.

CSA is a training and credentialing program that helps the candidate
acquire trending and in-demand technical skills through instruction by
some of the most experienced trainers in the industry. The program
focuses on creating new career opportunities through extensive,
meticulous knowledge with enhanced level capabilities for dynamically
contributing to a SOC team. Being an intense 3-day program, it thoroughly
covers the fundamentals of SOC operations, before relaying the knowledge
of log management and correlation, SIEM deployment, advanced incident
detection, and incident response. Additionally, the candidate will learn to
manage various SOC processes and collaborate with CSIRT at the time of
need.
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Digital Forensics Essentials

Module 01

Computer Forensics Fundamentals




Module Objectives

o Understandingthe Fundamentalsof Computer
Forensics

o Understanding Different Types of Cybercrimes

o Overview of Indicators of Compromise (loCs)

o Overview of Different Types of Digital Evidence and Rules
of Evidence

o Understanding Forensic Readiness Planningand Business
Continuity

o Understandingthe Roles and Responsibilities of a Forensic
Investigator

o Understandingthe Legal Compliancein Computer Forensics

Module Objectives

This module discusses the role of computer forensics in today’s world.
Computer forensics plays a vital role in the investigation and prosecution of
cybercriminals.

The process includes the acquisition, inspection, and reporting of
information stored across computers and networks in relation to a civil or
criminal incident. Forensic investigators are trained professionals who
extract, analyze/investigate, and report crimes that either target
technology or use it as a tool to commit a crime.

This module also discusses the fundamentals of digital evidence as well as
the laws and rules that investigators must adhere to during digital evidence
collection. The discussion covers forensic readiness planning, business
continuity, and the roles and responsibilities of a forensic investigator.

At the end of this module, you will be able to do the following:
= Understand the fundamentals of computer forensics
= Understand different types of cybercrime

= Understand different types of digital evidence and rules of evidence



Understand various laws and rules to be considered during digital
evidence collection

Understand forensic readiness planning and business continuity
Identify the roles and responsibilities of a forensic investigator

Understand legal compliance in computer forensics



Module Flow

o Understand Forensic O

Readiness

Identify the Roles and Understand Legal

Responsibilities ofa Compliance in
Understand Digital Forensic Investigator Computer Forensics
Evidence

Understand the

Fundamentals of “ ]
Computer Forensics -

Understand the Fundamentals of Computer Forensics

Computer forensics plays a key role in tracking, investigating, and
prosecuting cybercriminals. This section introduces computer forensics and
its objectives. It also elaborates on why and when various enterprises may
need to conduct a computer forensic investigation.



Understanding
Computer Forensics

i3 -

Computer forensics refer to a set of methodological procedures and techniques that
help identify, gather, preserve, extract, interpret, document, and present evidence from
computing equipment, such that any discovered evidence is acceptable during a legal
and/or administrative proceeding

Understanding Computer Forensics

Computer forensics is a part of digital forensics that deals with crimes
committed across computing devices such as networks, computers, and
digital storage media. It refers to a set of methodological procedures and
techniques to identify, gather, preserve, extract, interpret, document, and
present evidence from computing equipment such that the discovered
evidence is acceptable during a legal and/or administrative proceeding in a
court of law.

In summary, computer forensics deals with the process of finding
admissible evidence related to a digital crime to find the perpetrators and
initiate legal action against them.



Identify, gather, and Gather evidence of cyber g Al
: : : . . of malicious activity on the
preserve the evidence ‘ crimes in a forensically g »
) victim and assess the intent
of a cybercrime sound manner

Minimize the tangible Protect the organization Supportthe prosecution of
and intangiblelosses to from similarincidentsin the perpetrator of an
the organization the future incident

Objectives of

Computer Forensics

Estimate the potentialimpact

of the perpetrator

Objectives of Computer Forensics

It is essential to use computer forensics for the following:

Identify, gather, and preserve the evidence of a cybercrime

Identify and gather evidence of cybercrimes in a forensically sound
manner

Track and prosecute the perpetrators in a court of law

Interpret, document, and present the evidence such that it is
admissible during prosecution

Estimate the potential impact of malicious activity on the victim and
assess the intent of the perpetrator

Find vulnerabilities and security loopholes that help attackers

Understand the techniques and methods used by attackers to avert
prosecution and overcome them

Recover deleted files, hidden files, and temporary data that can be
used as evidence

Perform incident response (IR) to prevent further loss of intellectual
property, finances, and reputation during an attack



Know the laws of various regions and areas, as digital crimes are
widespread and remote

Know the process of handling multiple platforms, data types, and
operating systems

Learn to identify and use the appropriate tools for forensic
investigations

Prepare for incidents in advance to ensure the integrity and
continuity of network infrastructure

Offer ample protection to data resources and ensure regulatory
compliance

Protect the organization from similar incidents in the future

Help counteract online crimes such as abuse, bullying, and
reputation damage

Minimize the tangible and intangible losses to an organization or an
individual

Support the prosecution of the perpetrator of a cybercrime



Need for Computer Forensics

01 03

To ensure the overallintegrity and
continued existence of IT systems
and network infrastructure within

the organizations

To efficiently track down
perpetratorsfrom different
parts of the world

04

02 | To protect the organization’s

To extract, process, and interpret %V financial r.esourcesand
valuabletime

the factual evidence such that it
proves the attacker’sactions in
court

Need for Computer Forensics

An exponential increase in the number of cybercrimes and civil litigations
involving large organizations has emphasized the need for computer
forensics. It has become a necessity for organizations to employ the service
of a computer forensics agency or to hire a computer forensics expert to
solve cases involving the use of computers and related technologies. The
staggering financial losses caused by cybercrimes have also contributed to
renewed interest in computer forensics.

Computer forensics plays an important role in tracking cybercriminals. The
main role of computer forensics is as follows:

= Ensure the overall integrity and the continued existence of an
organization’s computer system and network infrastructure

= Help the organization capture important information if their
computer systems or networks are compromised. Forensic evidence
also helps prosecute the perpetrator of a cybercrime, if caught.

= Extract, process, and interpret the actual evidence so that it proves
the attacker’s actions and their guilt or innocence in court

= Efficiently track down perpetrators/terrorists from different parts of
the world. Terrorists who use the Internet as a communication




medium can be tracked down, and their plans can be discovered. IP
addresses are vital to finding the geographical location of the
terrorists.

Save the organization’s money and valuable time. Many managers
allocate a large portion of their IT budget for computer and network
security.

Track complex cases such as ransomware attacks, denial-of-service
attacks and email spamming, etc.



When Do You Use
Computer Forensics?

@ Prepare for incidents by securing and strengthening the defense mechanism as well as
closing the loopholesin security

. (‘f y ' @ Identify the actions needed for incidentresponse
« @ Act against copyright and intellectual property theft/misuse
® Estimate and minimize the damage to resources in a corporate setup

@ Set a security parameter and formulate security norms for ensuring forensic readiness

When Do You Use Computer Forensics?

Computer forensics is required when a computer-based crime occurs, and
as mentioned earlier, such crimes are increasing worldwide. Organizations
need to employ the services of a computer forensics agency or hire a
computer forensics expert to solve crimes that involve computers and
related technologies. The staggering financial losses caused by cybercrimes
have also contributed to a renewed interest in computer forensics.

Computer forensics can be helpful against all types of security and criminal
incidents that involve computer systems and related technologies. Most
organizations seek the help of computer forensics for the following:

= Prepare for incidents by securing and strengthening the defense
mechanism as well as closing the loopholes in security

= Gaining knowledge of the regulations related to cyber laws and
comply with them

= Report incidents involving a breach of cybersecurity
= |dentify the actions needed for incident response

= Act against copyright and intellectual property theft/misuse



Settle disputes among employees or between the employer and
employees

Estimate and minimize the damage to resources in a corporate setup

Set a security parameter and formulate security norms for ensuring
forensic readiness



Types of Cybercrimes

Cybercrime is defined as any illegal act involving
a computing device, network, its systems, or its
applications

Cybercrime can be categorized into two
types based on the line of attack

Internal/Insider Attack

O Itis an attack performed on a corporate a
network or on a single computer by an
entrusted person (insider) who has

authorized access to the network

External Attack

This type of attack occurs when an
attacker from outside the organization
tries to gain unauthorized access to its
computing systems or informational

assets
Such insiders can be former or current

employees, business partners, or
contractors

These attackers exploit security
loopholes or use social engineering
techniques to infiltrate the network

Types of Cybercrimes

Cybercrime refers to “any illegal act that involves a computer, its systems,
or its applications.” Once investigators start investigating a crime scene,
they must remember that cybercrimes are mostly intentional in nature.
The type of cybercrime committed depends on the tools of the crime and
its target.

The tools of the crime refer to various hacking tools used to commit the
crime. They include the computer or workstation used for the crime and
the associated software and hardware. When possible, forensic
investigators usually take the available tools into custody to use them as
evidence.

The target of the crime refers to the victim, which can be a corporate
organization, website, consulting agency, or a government body. Targets
can also mean a virtual environment that can act as digital evidence
because of an incident that occurred on it. A system becomes the target for
reasons such as stealing, modifying, or destroying data; unauthorized
access; a Denial-of-Service attack; or a Man-in-the-Middle attack. Based on
the line of attack, cybercrimes can be classified as internal/insider attacks
and external attacks.



= Internal/Insider attacks

These attacks originate from people within the organization such as
disgruntled employees, current or terminated employees, business
associates, contractors, and/or undertrained staff. These insiders
have legitimate access to computer systems and the organization’s
data and use such access negatively to harm the organization. As
they occur within the organizational network and utilize authorized
access, insider attacks can be quite difficult to detect. Examples of
internal attacks include espionage, theft of intellectual property,
manipulation of records, and Trojan horse attack.

= External attacks

External attacks refer to attacks that originate from outside sources.
Such attacks occur when the information security policies and
procedures are inadequate. Attackers from outside the organization
attempt to gain unauthorized access to the organization's computing
systems, network, or informational assets. External attacks are often
performed by cybercriminals and hackers who target protected
corporate information by either exploiting security vulnerabilities or
using other social engineering techniques. Examples of external
attacks include SQL attack, brute-force cracking, identity theft,
phishing/spoofing, denial of service attack, cyber defamation etc.

Cybercriminals can launch external attacks on any corporate network
with various goals and objectives. They might manipulate or destroy
confidential information, sabotage systems, steal credentials of
trusted users, or demand ransoms. This can severely disrupt business
continuity, tarnish the market reputation of the organization, and
cause loss of data and financial resources.



Examples of Cybercrimes
ifiz Espionage ji%jﬁ Phishing/Spoofing
2 Intellectual Property Theft 8 Privilege Escalation Attacks
. Data Manipulation . Denial of Service Attack
4 Trojan Horse Attack 10 Cyber Defamation
5 Structured Query Language Attack 11 Cyberterrorism
6 Brute-force Attack 1 2 Cyberwarfare

Examples of Cybercrimes

= Espionage: Corporate espionage is a central threat to organizations
because competitors often attempt to secure sensitive data through
open-source intelligence gathering. Through this approach,
competitors can launch similar products in the market, alter prices,
and generally undermine the market position of a target
organization.

= Intellectual property theft: It is the process of stealing trade secrets,
copyrights, or patent rights of an asset or a material belonging to
individuals or entities. The stolen property is generally handed over
to rivals or other competitors, resulting in huge losses to the
organization that developed or owned it.

= Data manipulation: It is a malicious activity in which attackers
modify, change, or alter valuable digital content or sensitive data
during transmission, instead of directly stealing the data from the
company. Data-manipulation attacks can lead to the loss of trust and
integrity.

= Trojan horse attack: A computer Trojan is an apparently harmless
program or data containing malicious or harmful code, which can



later gain control and cause damage such as damage to the file
allocation table on the hard disk. Attackers use computer Trojans to
trick the victim into performing a predefined action. Trojans are
activated upon users’ specific predefined actions such as the
unintentional installation of malicious software and clicking on a
malicious link. Upon activation, Trojans can grant attackers
unrestricted access to all the data stored on the compromised
information system, potentially causing severe damage.

Structured query language attack: SQL injection/attack is a
technique used to take advantage of unsanitized input vulnerabilities
to pass SQL commands through a web application for execution by a
backend database. In this technique, the attacker injects malicious
SQL queries into a user input form either to gain unauthorized access
to a database or to retrieve information directly from the database.

Brute-force attack: It is the process of using a software tool or script
to guess the login credentials or keys or discover hidden applications
or webpages through a trial-and-error method. A brute-force attack
is performed by attempting all possible combinations of usernames
and passwords to determine valid credentials.

Phishing/spoofing: Phishing is a technique in which an attacker
sends an email or provides a link falsely claiming to be from a
legitimate site to acquire a user’s personal or account information.

Privilege escalation attacks: Privileges are security roles assigned to
users of specific programs, features, OSes, functions, files, codes, etc.
to limit access based on the user type. If a user is assigned higher
privileges, they can modify or interact with more restricted parts of
the system or application than less privileged users. Attackers initially
gain system access with low privilege and then attempt to gain higher
privileges to perform activities restricted from less privileged users.

Denial-of-service (DoS) attack: A DoS attack is an attack on a
computer or network that reduces, restricts, or prevents access to
system resources for legitimate users. In a DoS attack, attackers flood
a victim’s system with nonlegitimate service requests or traffic to
overload its resources and shut down the system, leading to the



unavailability of the victim’s website or at least significantly reducing
the victim’s system or network performance.

Cyber defamation: It an offensive activity wherein a computer or
device connected to the web is employed as a tool or source point to
damage the reputation of an organization or individual. Sending
defamatory emails or posting defamatory statements on social media
can damage the reputation of the target organization or entity to a
great extent.

Cyberterrorism: It involves the use of the Internet or web resources
for threatening, intimidating, or performing violent activities to gain
ideological or political advantages over individuals or groups. It can
be performed using computer worms, viruses, malicious scripts, or
malicious tools with a personal agenda.

Cyberwarfare: Libicki defines cyber warfare as the use of information
systems against the virtual personas of individuals or groups. It is the
broadest of all types of information warfare. It includes information
terrorism, semantic attacks (similar to hacker warfare, but instead of
harming a system, it takes over the system while maintaining the
perception that it is operating correctly), and simula-warfare (war
simulated by, for example, acquiring weapons for mere
demonstration rather than actual use).



Impact of
Cybercrimes at the

o -

rganizational - A ; :
o ga MELOTR 01 Loss of confidentiality, integrity and availability of information
Leve]' stored in organizational systems

[ 02 Theft of sensitive data

03 Sudden disruption of business activities

04 Loss of customer and stakeholder trust

05 Substantial reputational damage

06 Huge financial losses

07 Penalties arising from the failure to comply with regulations

Impact of Cybercrimes at the Organizational Level

Most businesses are reliant on the Internet and digital economy today,
which has also led to their phenomenal growth on a global scale. However,
such complete digitalization of business processes also poses new
cybersecurity risks and threats. New methods of cyberattacks and
inadequate cybersecurity protocols have resulted in massive data breaches
in organizations in recent times. The major consequences of cybercrimes in
organizations include theft of sensitive information, disruption of normal
business operations, and substantial reputational damage. These breaches
further lead to the loss of confidentiality, integrity, and availability of
information stored in organizational systems as well as the loss of customer
and stakeholder trust.

The nature of cybercrime is evolving with malicious insider attacks and
increased phishing attempts with maximum organizational impact. With
the growing number of security breaches, the cost associated with the
mitigation of cyberattacks is also rising.

With such an ever-expanding threat landscape, organizations need to take
appropriate measures for the investigation, containment, and eradication
of cyber threats. They must also make targeted investments to strengthen



their IT security framework in compliance with the relevant policies,
standards, and regulations.
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Understand Digital Evidence

Digital evidence refers to probative information stored on or transmitted
through an electronic device. Digital evidence should be acquired and
examined in a forensically sound manner while investigating cybercrimes.
This section outlines the fundamentals of digital evidence and discusses
the various rules and standards pertaining to digital evidence collection.



Introduction to Digital
Evidence

Digital evidence is defined as “any information of
probative value that is either stored or transmitted

in a digital form”

N Digital evidence is circumstantial and fragile in nature,
[ which makes it difficult for a forensic investigatorto trace
~ criminal activities

According to Locard's Exchange Principle, “anyone or
anything, entering a crime scene takes something of the
scene with them, and leaves something of themselves

behind when they leave”

Introduction to Digital Evidence

Digital devices used in cyberattacks and other security breaches may store
some data about the session, such as login user, time, type of connection,
and IP addresses, which can offer evidence for prosecuting the attacker.
Digital evidence includes all such information that is either stored or
transmitted in digital form and has probative value, thus helping
investigators find the perpetrator.

Digital evidence can be found across computing devices, servers, routers,
etc. It is revealed during forensics investigation while examining digital
storage media, monitoring the network traffic, or making duplicate copies
of digital data. Investigators should take utmost care while gathering and
extracting the digital evidence as such evidence is fragile. This makes it
difficult for a forensic investigator to trace criminal activities. Investigators
should be trained and skilled to extract, handle, and analyze such fragile
evidence.

According to Locard's Exchange Principle, “anyone or anything entering a
crime scene takes something of the scene with them and leaves something
of themselves behind when they leave.” For example, if information from a
victim’s computer is stored on the server or system itself at the time of the
crime, the investigator can easily obtain this information by examining log



files, Internet browsing history, and so on. Similarly, if an individual sends
an intimidating message via an Internet-based e-mail service such as
Hotmail, Gmail, or Yahoo Mail, both the victim and the actor’s systems may
store files, links, and other information that forensic investigators can
extract and analyze.



Types of Digital Evidence

© &

Volatile Data A Non-volatile Data
U Datathatare lost as soon as the U Permanentdata stored on
device is powered off; examples secondary storage devices such

include system time, logged-on
user(s), open files, network
information, process information,
process-to-port mapping, process
memory, clipboard contents,
service/driver information,
command history, etc.

as hard disks and memory cards;
examplesinclude hidden files,
slack space, swap file, index.dat
files, unallocated clusters,
unused partitions, hidden
partitions, registry settings,
event logs, etc.
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Types of Digital Evidence

Cybercriminals directly depend on technology and digital devices to engage
with the targeted system or network. Therefore, most of the evidence is
present on the devices used by an attacker to connect to a network or the
computing devices of the victim. Digital evidence can be any type of file
stored on a device including a text file, image, document, executable file,
and application data. Most such evidence is located in the storage media of
the devices. Based on the storage style and lifespan, digital evidence is
categorized into two types: volatile data and non-volatile data.

= Volatile data: This refers to the temporary information on a digital
device that requires a constant power supply and is deleted if the
power supply is interrupted. For example, the Random-Access
Memory stores the most volatile data and discards it when the
device is switched off. Important volatile data include system time,
logged-on user(s), open files, network information, process
information, process-to-port mapping, process memory, clipboard
contents, service/driver information, command history, etc.

= Non-volatile data: This refers to the permanent data stored on
secondary storage devices, such as hard disks and memory cards.
Non-volatile data do not depend on the power supply and remain



intact even when the device is switched off. Examples include hidden
files, slack space, swap file, index.dat files, unallocated clusters,
unused partitions, hidden partitions, registry settings, and event logs.



Roles of Digital Evidence

O Examples of cases where digital evidence may assist the forensic investigator in the prosecution or

defense of a suspect:

Identity theft Malicious attacks on Information Unauthorized Theft of commercial
the computer systems leakage transmission of secrets
themselves information
Use/abuse of the Production of Unauthorized Abuse of systems  Email communication
Internet falsedocuments  encryption/ password between suspects/
and accounts protection of conspirators
documents

Roles of Digital Evidence

Examples of cases where digital evidence may assist the forensic
investigator in the prosecution or defense of a suspect:

1. Identity theft

. Malicious attacks on the computer systems themselves
. Information leakage

. Unauthorized transmission of information

. Theft of commercial secrets

. Use/abuse of the Internet

. Production of false documents and accounts

. Unauthorized encryption/ password protection of documents

O 00 N O L W N

. Abuse of systems

=
o

. Email communication between suspects/conspirators



Sources of Potential Evidence

User-Created Files

Address books
Database files

Media (images, graphics,
audio, video, etc.) files
Documents (text,

spreadsheet,
presentation, etc.) files

Internet bookmarks,
favorites, etc.

Computer-Created

User-Protected Files :
Files

= Compressed files = Backupfiles

= Misnamed files " Logfiles
= Configurationfiles

= E ted fil
neryptedtiles = Printer spool files

= Password-protected files = Cookies

*  Hidden files * Swapfiles
= Systemfiles
" Stesanosraphy = History files

Temporary files

Sources of Potential
Evidence (Cont’d)

A

Device
Hard Drive
Thumb Drive
Memory Card
Smart Card
Dongle

Biometric Scanner
Answering Machine

Digital Camera/Surveillance
cameras

Random Access Memory
(RAM) and Volatile storage

"text/" href="my.c

Location of Potential Evidence
<head>

<link rel="1(
<style>_|dai
h {

Text, picture, video, multimedia, database, and computer program files
Text, graphics, image, and picture files

Event logs, chat logs, text files, image files, picture files, and internet browsing history

Evidence is found by recognizing or authenticating the information of the card and the user,
through the level of access, configurations, permissions, and in the device itself

Voice recordings such as deleted messages, last called number, memo, phone numbers,
and tapes

Images, removable cartridges, video, sound, time and date stamp, etc.

Evidence is located and can be acquired from the main memory of the computer

-~ 1. T - o L ==




Sources of Potential
Evidence (Cont’d)

Address book, appointment calendars or information, documents, email,

Handheld Devi
andheldBevices handwriting, password, phone book, text messages, and voice messages

Local Area Network
(LAN) Card/ Network MAC (Media Access Control) address
Interface Card (NIC)

For routers, evidence is found in the configurationfiles
Routers, Modem, Hubs,

e G For hubs, switches, and modems evidence is found on the devices

themselves

Network Cables and

On the devices themselves
Connectors

Server Computer system

Evidence is found through usage logs, time and date information, and

Printer 5 R S : =
network identity information, ink cartridges, and time and date stamp

Internet of Things and Evidence can be acquired in the form of GPS, audio and video recordings,
wearables cloud storage sensors, etc.

Sources of Potential Evidence
(Cont’d)

Device Location of Potential Evidence

Removable
Storage
Device and Media

Storage device and media such as tape, CD, DVD, and Blu-ray contain the evidence
in the devices themselves

Scanner Evidence is found by looking at the marks on the glass of the scanner

Evidence is found through names, phone numbers, caller identification

Telephones X . . . A 3 :
information, appointment information, electronic mail and pages, etc.

Copiers Documents, user usage logs, time and date stamps, etc.
Credit Card Evidence is found through card expiration date, user’s address, credit card
Skimmers numbers, user’s name, etc.

Evidence is found through address book, notes, appointment calendars, phone

Digital Watches N
numbers, email, etc.

Facsimile (Fax) Evidence is found through documents, phone numbers, film cartridge, send or
Machines receive logs

Global Positioning  Evidence is found through previous destinations, way points, routes, travel logs,
Systems (GPS) etc.

Sources of Potential Evidence

Investigators can collect digital evidence from multiple sources. Apart from
stand-alone computing systems, digital evidence can be acquired from
storage, peripheral and network and handheld devices that are found on
the crime scene. Once identified, these potential sources of evidence
should be acquired in a forensically sound manner to preserve their



integrity. Investigators should use valid and reliable forensic tools and
techniques while acquiring digital evidence to prevent data alterations.

Below are listed some sources of potential evidence that record user
activities and can provide useful information during forensic investigation:

= User-Created Files

(0]

(0]

(¢]

(¢]

(¢]

Address books

Database files

Media (images, graphics, audio, video, etc.) files
Documents (text, spreadsheet, presentation, etc.) files

Internet bookmarks, favorites, etc.

= User-Protected Files

o

(¢]

(¢]

o

(¢]

o

Compressed files
Misnamed files
Encrypted files
Password-protected files
Hidden files
Steganography

= Computer-Created Files

(0]

(0]

(0]

Backup files

Log files
Configuration files
Printer spool files
Cookies

Swap files

System files
History files

Temporary files




Device Location of Potential Evidence

Hard Drive Text, p|ctu.re, video, multimedia, database, and computer
program files

Thumb Drive Text, graphics, image, and picture files

Memory Card Fvent logs, chajc Iogsf, text files, image files, picture files, and
internet browsing history

Smart Card
Evidence is found by recognizing or authenticating the

Dongle information of the card and the user, through the level of

Biometric Scanner

access, configurations, permissions, and in the device itself

Answering Machine

Voice recordings such as deleted messages, last called number,
memo, phone numbers, and tapes

Digital Camera/Surveillance
cameras

Images, removable cartridges, video, sound, time and date
stamp, etc.

Random Access Memory
(RAM) and Volatile storage

Evidence is located and can be acquired from the main memory
of the computer

Handheld Devices

Address book, appointment calendars or information,
documents, email, handwriting, password, phone book, text
messages, and voice messages

Local Area Network (LAN)
Card/ Network Interface Card
(NIC)

MAC (Media Access Control) address

Routers, Modem, Hubs, and
Switches

For routers, evidence is found in the configuration files

For hubs, switches, and modems evidence is found on the
devices themselves

Network Cables and

On the devices themselves

Connectors
Server Computer system
Evidence is found through usage logs, time and date
Printer information, and network identity information, ink cartridges,

and time and date stamp

Internet of Things and
wearables

Evidence can be acquired in the form of GPS, audio and video
recordings, cloud storage sensors, etc.




Removable Storage
Device and Media

Storage device and media such as tape, CD, DVD, and Blu-ray
contain the evidence in the devices themselves

Evidence is found by looking at the marks on the glass of the

Scanner
scanner
Evidence is found through names, phone numbers, caller
Telephones identification information, appointment information, electronic
mail, and pages, etc.
Copiers Documents, user usage logs, time, and date stamps, etc.

Credit Card Skimmers

Evidence is found through card expiration date, user’s address,
credit card numbers, user’s name, etc.

Digital Watches

Evidence is found through address book, notes, appointment
calendars, phone numbers, email, etc.

Facsimile (Fax) Machines

Evidence is found through documents, phone numbers, film
cartridge, send or receive logs

Global Positioning Systems
(GPS)

Evidence is found through previous destinations, way points,
routes, travel logs, etc.

Table 1.1: Sources of potential evidence




Rules of Evidence

O Digital evidence collection must be governed by five basic rules
that make it admissiblein a court of law:

Understandable

Evidence must be clear and understandable to the judges

Admissible

Evidence must be related to the fact being proved

Authentic

Evidence must be real and appropriately related to the incident

Reliable

There must be no doubt about the authenticity or veracity of the evidence

I Complete
The evidence must prove the attacker’s actions or his/her innocence

Rules of Evidence

Prior to commencing the investigation, the investigator must understand
the rules of evidence. The submission of evidence in a legal proceeding,
particularly in cybercrime cases, can pose major challenges. Specific
knowledge is required to collect, preserve, and transport the evidence
because the evidence obtained from a cybercrime case might differ from
traditional forms of evidence. Often, evidence associated with cybercrimes
is in the digital form.

Before the legal proceeding, the evidence to be presented in court must
comply with five basic rules of evidence.

1. Understandable: Investigators and prosecutors must present the
evidence in a clear and comprehensible manner to the members of
the jury. They must explain the facts clearly and obtain expert
opinion to confirm the investigation process.

2. Admissible: Investigators need to present evidence in an admissible
manner, which means that it should be relevant to the case, act in
support of the client presenting it, and be well-communicated and
non-prejudiced



3. Authentic: Given that digital evidence can be easily manipulated, its
ownership needs to be clarified. Therefore, investigators must
provide supporting documents regarding the authenticity of the
evidence with details such as the source of the evidence and its
relevance to the case. If necessary, they must also furnish details
such as the author of the evidence or path of transmission.

4. Reliable: Forensic investigators should extract and handle the
evidence while maintaining a record of the tasks performed during
the process to prove that the evidence is dependable. Forensic
investigations must be conducted only on copies of the evidence
because working on the original evidence may manipulate it and
make it inadmissible in the court.

5. Complete: The evidence must be complete, which means that it
must either prove or disprove the consensual fact in the litigation. If
the evidence fails to do so, the court is liable to dismiss the case,
citing a lack of integral evidence.



Best Evidence Rule

It states that the court only allows the original
evidence of a document, photograph, or
recording at the trial rather than a copy.
However, the duplicate can be accepted as
evidence, provided the court finds the party’s
reasons for submitting the duplicate to be
genuine.

( The principle underlying the best
* | evidence rule is that the original
. evidence is considered as the best
N evidence

Best Evidence Rule

The best evidence rule states that the court only allows the original
evidence of a document, photograph, or recording at the trial and not a
copy. However, the duplicate may be accepted as evidence, provided the
court finds the party’s reasons for submitting the duplicate to be genuine.

For example, if the evidence is destroyed, lost, or inaccessible due to some
reason (such as the original being destroyed or being in possession of a
third party), the court will be willing to accept a copy of the evidence if a
witness can testify and confirm that the submitted copy is in fact an actual
copy of the evidence.

The best evidence rule also states that the best or highest form of evidence
available to any party must be presented in a court of law. If a live or
original testimony form of the evidence is available, the court will not
admit duplicate copies of that testimony as evidence




Federal Rules of Evidence (United States)

These rules shall be construed to secure fairness in administration, elimination of unjustifiable expense
and delay, and promotion of growth and development of the law of evidence to the end that the truth
may be ascertained and proceedings justly determined

https.//www.rulesofevidence.org

Federal Rules of Evidence (United States)
Source: https.//www.rulesofevidence.org
Rule 101: Scope

“These rules apply to proceedings in United States courts. The specific
courts and proceedings to which the rules apply, along with exceptions, are
set out in Rule 1101.”

Rule 102: Purpose

“These rules should be construed so as to administer every proceeding
fairly, eliminate unjustifiable expense and delay, and promote the
development of evidence law, to the end of ascertaining the truth and
securing a just determination.”

Rule 103: Rulings on Evidence
a. Preserving a claim of error

“A party may claim error in a ruling to admit or exclude evidence only
if the error affects a substantial right of the party and:

1. if the ruling admits evidence, a party, on the record:

i. timely objects or moves to strike; and



ii. states the specific ground, unless it was apparent from the
context; or

2. if the ruling excludes evidence, a party informs the court of its
substance by an offer of proof, unless the substance was apparent
from the context

. Not needing to renew an objection or offer of proof

Once the court rules definitively on the record — either before or at
trial — a party need not renew an objection or offer of proof to
preserve a claim of error for appeal

. Court’s statement about the ruling; directing an offer of proof

The court may make any statement about the character or form of
the evidence, the objection made, and the ruling. The court may
direct that an offer of proof be made in question-and-answer form

. Preventing the jury from hearing inadmissible evidence

To the extent practicable, the court must conduct a jury trial so that
inadmissible evidence is not suggested to the jury by any means

. Taking Notice of Plain Error

A court may take notice of a plain error affecting a substantial right,
even if the claim of error was not properly preserved”



Scientific Working Group on Digital Evidence (SWGDE)

Principle 1 Standards and Criterial.l
= |n order to ensure that the digital evidence is = All agencies that seize and/or examine digital
collected, preserved, examined, or transferred evidence must maintainan appropriate SOP
in a manner safeguarding the accuracy and document. All elements of an agency's policies
reliability of the evidence, law enforcement and procedures concerning digital evidence
and forensic organizations must establish and must be clearly set forth in this SOP document,
maintain an effective quality system which must be issued under the agency's

management authority.
? D
Standards and Criterial.2 Standards and Criterial.3

= Agency management must review the SOPs on an = Procedures used must be generally accepted in
annual basis to ensure their continued suitability the field or supported by data gathered and
and effectiveness recorded in a scientific manner

https/fwww.swgde.org

Scientific Working Group on Digital Evidence
(SWGDE) (Cont’d)

O Q Standards and Criterial.4

The agency must maintain written copies of appropriatetechnical procedures

Standards and Criterial.5 v
The agency must use hardware and softwarethat are appropriateand |

effective for the seizure or examination procedure h\ ‘
Standards and Criterial.6
e @ All activity relatingto the seizure, storage, examination, or transfer of the digital evidence must be

recorded in writing and be available for review and testimony

Standards and Criterial.Z
e Any action that has the potential to alter, damage, or destroy any aspect of the original evidence must be

performed by qualified persons in a forensically sound manner

https/fwww.swgde.org

- -
Scientific Working Group on Digital Evidence (SWGDE)

Source: https://www.swgde.org

Principle 1

“In order to ensure that digital evidence is collected, preserved, examined,
or transferred in a manner that safeguards the accuracy and reliability of



the evidence, law enforcement and forensic organizations must establish
and maintain an effective quality system.”

Standard Operating Procedures (SOPs)

“Standard Operating Procedures (SOPs) are documented quality-control
guidelines that must be supported by proper case records and broadly
accepted procedures, equipment, and materials.”

Implementation of SOPs allows you to operate company-compliant policies
and plans. It is important that no modifications are made to SOPs before
implementation to achieve the desired outputs. However, if any
modifications are required, they must be communicated before starting an
investigation.

Standards and Criteria 1.1

All agencies that seize and/or examine digital evidence must maintain an
appropriate SOP document. All elements of an agency’s policies and
procedures concerning digital evidence must be clearly set forth in this SOP
document, which must be issued under the agency’s management
authority.

Discussion: The use of SOPs is fundamental to both law enforcement and
forensic science. Guidelines that are consistent with scientific and legal
principles are essential to the acceptance of results and conclusions by
courts and other agencies. The development and implementation of these
SOPs must be under an agency’s management authority.

Standards and Criteria 1.2

Agency management must review the SOPs on an annual basis to ensure
their continued suitability and effectiveness.

Discussion: Rapid technological changes are the hallmark of digital
evidence, wherein the types, formats, and methods for seizing and
examining digital evidence change quickly. To ensure that personnel,
training, equipment, and procedures continue to be appropriate and
effective, the management must review and update SOP documents
annually.

Standards and Criteria 1.3



Procedures used must be generally accepted in the field or supported by
data gathered and recorded scientifically.

Discussion: As a variety of scientific procedures may validly be applied to a
given problem, standards and criteria for assessing procedures need to be
flexible. The validity of a procedure may be established by demonstrating
the accuracy and reliability of specific techniques. In the digital evidence
area, peer review of SOPs by other agencies may be useful.

Standards and Criteria 1.4

The agency must maintain written copies of appropriate technical
procedures.

Discussion: Procedures should set forth their purpose and appropriate
application. Required elements such as hardware and software must be
listed, and the proper steps for successful use should be listed or discussed.
Any limitations in the use of the procedure or the use or interpretation of
the results should be established. Personnel who use these procedures
must be familiar with them and have them available for reference.

Standards and Criteria 1.5

The agency must use hardware and software that are appropriate and
effective for the seizure or examination procedure.

Discussion: Although many acceptable procedures may be used to perform
a task, considerable variation among cases requires that personnel have
the flexibility to exercise judgment in selecting a method appropriate to
the problem.

Hardware used in the seizure and/or examination of digital evidence
should be in good operating condition and be tested to ensure that it
operates correctly. The software must be tested to ensure that it produces
reliable results for use in seizure and/or examination purposes.

Standards and Criteria 1.6

All activity related to the seizure, storage, examination, or transfer of
digital evidence must be recorded in writing and be available for review
and testimony.



Discussion: In general, documentation to support conclusions must be
such that, in the absence of the originator, another competent person can
evaluate what was done, interpret the data, and arrive at the same
conclusions as the originator.

The requirement for evidence reliability necessitates a chain of custody for
all items of evidence. Chain-of-custody documentation must be maintained
for all digital evidence. Case notes and records of observations must be
permanent. Handwritten notes and observations must be in ink, not pencil,
although pencil (including color) may be appropriate for diagrams or
making tracings. Any corrections to notes must be made by an initialed,
single strikeout; nothing in the handwritten information should be
obliterated or erased. Notes and records should be authenticated by
handwritten signatures, initials, digital signatures, or other marking
systems.

Standards and Criteria 1.7

Any action that has the potential to alter, damage, or destroy any aspect of
original evidence must be performed by qualified persons in a forensically
sound manner.

Discussion: As outlined in the preceding standards and criteria, evidence
has value only if it can be shown to be accurate, reliable, and controlled. A
quality forensic program consists of properly trained personnel and
appropriate equipment, software, and procedures to collectively ensure
these attributes.



The Association of Chief Police Officers
(ACPO) Principles of Digital Evidence

Principle 1: No action taken by law enforcement agencies or their agents should
change data held on a computer or storage media which may subsequently be relied
upon in court

Principle 2: In exceptional circumstances, where a person finds it necessary
to access original data held on a computer or on storage media, that person
must be competent to do so and be able to explain his/her actions and the
impact of those actions on the evidence, in the court

Principle 3: An audit trail or other record of all processes applied to computer based
electronic evidence should be created and preserved. An independent third party
should be able to examine those processes and achieve the same result.

Principle 4: The person in charge of the investigation (the case officer) has overall
responsibility for ensuring that the law and these principlesare adhered to

https://www.college.police.uk 48

The Association of Chief Police Officers (ACPO) Principles of
Digital Evidence

Source: https://www.college.police.uk
= Principle 1

“No action taken by law enforcement agencies, persons employed
within those agencies or their agents should change data, which may
subsequently be relied upon in court.

= Principle 2

In circumstances where a person finds it necessary to access original
data held on a computer, that person must be competent to do so
and be able to give evidence explaining the relevance and the
implications of their actions.

= Principle 3

An audit trail or other record of all processes applied to digital
evidence should be created and preserved. An independent third
party should be able to examine those processes and achieve the
same result.

= Principle 4



The person in charge of the investigation has overall responsibility for
ensuring that the law and these principles are adhered to.”
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Understand Forensic Readiness

Concepts such as forensic readiness and incident response play a very
important part in an organization’s ability to handle a security incident
when it occurs. This section defines forensic readiness and discusses the
integral relationship between forensic readiness and business continuity.



Forensic Readiness

[ Forensic readiness refers to an organization’s ability to optimally use digital evidence in a limited
period of time and with minimal investigation costs

I——

Benefits:

"
= Fast and efficient investigation with minimal disruption to the business N
\ H
= Provides security from cybercrimes such as intellectual property theft, fraud, or extortion A \d
= Offers structured storage of evidence that reduces the cost and time of an investigation ~ w

= |mproves law enforcement interface

= Helps the organization use the digital evidence in its own defense

Forensic Readiness

Forensic readiness refers to an organization’s ability to optimally use digital
evidence in a limited time and with minimal investigation costs. It includes
technical and non-technical actions that maximize an organization’s
competence in using digital evidence.

Forensic readiness includes the establishment of specific incident response
procedures and designated trained personnel to handle the procedures in
case of a breach.

Such a state of readiness, along with an enforceable security policy, helps
the organization mitigate the risk of insider threat from employees and
prepare pre-emptive measures.

A forensically trained and well-prepared incident response team ensures
an appropriate reaction against any mishap and handles the evidence in
compliance with the relevant legal procedures for its potential use in a
court of law.

An incident response team that is forensically ready offers an
organization the following benefits:

= |t eases evidence gathering to act in the company’s defense in case
of a lawsuit



It enables the use of comprehensive evidence collection to act as a
deterrent to insider threats and to process all important pieces of
evidence without fail

It helps the organization conduct a fast and efficient investigation in
the event of a major incident and take the required actions with
minimal disruption to day-to-day business activities

It facilitates a well-designed, fixed, and structured approach toward
the storage of evidence to reduce investigation expenses and time
considerably and to simultaneously preserve the all-important chain
of custody

It establishes a structured approach toward the storage of all digital
information, which not only reduces the cost of any court-ordered
disclosure or regulatory/legal need to disclose data but also fulfills
requirements under federal law (e.g., as a response to a request for
discovery under the Federal Rules of Civil Procedure)

It extends the protection offered by an information security policy to
cover the broader threats of cybercrime, such as intellectual
property thefts, fraud, or extortion

It demonstrates due diligence and good corporate governance of the
company’s information assets, as measured by the “Reasonable
Man” standard

It ensures that the investigation meets all regulatory requirements.

It can improve upon and make the interface to law enforcement
easier

It improves the prospects of successful legal action.
It can provide evidence to resolve commercial or privacy disputes.

It can support employee sanctions up to and including termination
based on digital evidence (e.g., to prove a violation of an acceptable-
use policy)

It prevents attackers from covering their tracks

It limits the cost of regulatory or legal requirements for disclosure of
data



= |t helps avert similar attacks in the future



Forensic Readiness and Business Continuity

1 Forensic readiness helps maintain business continuity by allowing quick and easy identification of the
’ : impacted components and replacing them to continue the services and business

Forensic readiness allows businesses to: Lack of forensic readiness may result in:

O Quickly determine the incidents U Loss of clients due to damage to the
organization’sreputation

O Collectlegallysound evidence and analyze it

to identify attackers O System downtime

O Minimize the required resources
Data manipulation, deletion, and theft
O Quickly recover from damage with less

downtime O Inabilityto collect legally sound evidence
O Gather evidence to claim insurance

U Legally prosecute the perpetratorsand claim

damages .“-

Forensic Readiness and Business Continuity

Incidents can impact and damage web servers, applications, systems,
accounts, and networks critical for providing services to clients and
customers, thus disrupting business. Forensic readiness helps maintain
business continuity by enabling the quick and easy identification of the
impacted components and making it possible to replace them such that
services and business can continue uninterrupted. It consists of technical
and non-technical actions that maximize an organization’s capability to use
digital evidence.

Forensic readiness allows businesses to:
= Quickly determine the incidents
= Understand relevant information
= Collect legally sound evidence and analyze it to identify attackers
= Minimize the required resources
= Eliminate the threat of repeated incidents
= Quickly recover from damage with less downtime

= Gather the evidence required to claim insurance



= Legally prosecute the perpetrators and claim damages

Lack of forensic readiness results in the following:

Loss of clients due to damage to the organization’s reputation

System downtime

Data manipulation, deletion, and theft

Inability to collect legally sound evidence



Forensics Readiness Planning

. . ; . —0
[ Forensic readiness planning refers to a set of processes to be followed to achieve and C=
maintain forensics readiness

Identify if the incident requires full

Identify the potential evidence
required for an incident or formal investigation

2 Determine the sources of evidence

Define a policy that determinesthe
pathway to legally extract electronic

evidence with minimal disruption

Create a process for documenting
the procedure

Establish a legal advisory board to
guide the investigation process

Keep an incident response team ready
to review the incident and preserve
the evidence

Forensic Readiness Planning

Establish a policy to handle and store
4 the acquired evidence in a secure
manner

Forensics readiness planning refers to a set of processes to be followed for
achieving forensics readiness. The following steps describe the key
activities in forensic readiness planning.

1. Identify the potential evidence required for an incident

Define the purpose of evidence collection and gather information to
determine evidence sources that can help deal with the crime and
design the best methods of collection. Produce an evidence
requirement statement in collaboration with the people responsible
for managing the business risk and those running and monitoring
information systems. Possible evidence files include IT audit and
device logs, network logs, and system data.

2. Determine the sources of evidence

Forensic readiness should include knowledge of all the sources of
potential evidence present. Determine what currently happens to
the potential evidence data and its impact on the business while
retrieving the information.

3. Define a policy that determines the pathway to legally extract
electronic evidence with minimal disruption



Devise a strategy to ensure the collection of evidence from all
relevant sources and to ensure its preservation in a legally sound
manner, while causing minimal disruption to the work.

. Establish a policy for securely handling and storing the collected
evidence

Secure the collected evidence such that it is available for retrieval in
the future. Define a policy for the safe storage and management of
potential evidence and define security measures to protect the
legitimacy of the data and evidence integrity whenever someone
tries to access, use, move, or store additional digital information. In
the parlance of investigators, this is the process of continuity of
evidence in the United Kingdom and chain of custody in the United
States. Document who held and who had access to the evidence.

. Identify if the incident requires full or formal investigation

There are different types of incidents. Estimate the event and
evaluate it to check if it requires a full or formal investigation or can
be neglected based on its impact on the business. Escalate an
incident only if it has a major impact on business continuity. Be
prepared to justify any escalation to a full or formal investigation as
escalation consumes resources as well as time.

. Create a process for documenting the procedure

A documentation process is necessary for both answering questions
and supporting the answers. Documenting the complete process also
helps recheck the process if it yields false results.

It also provides a backup for future reference and will help present
the evidence in a court of law.

. Establish a legal advisory board to guide the investigation process

All investigation processes should adopt a legal stance, and the
organization should seek legal advice before taking any action
pertaining to the incident. This is because some incidents may
damage the company’s reputation. Form a legal advisory board
consisting of experienced personnel who understand the company’s



stance and can provide sound advice on the strength of the case and
suggest further action.

The legal advisory board will help the organization do the following:
o Manage any threats arising from the incident
o File the incident legally and ensure proper prosecution

o Understand the legal and regulatory constraints and suggest
necessary action

o Handle processes such as reputation protection and public
relations issues

o Design legal agreements with partners, customers, investors, and
employees

o |nvestigate the company’s commercial and civil disputes

. Keep an incident response team ready to review the incident and
preserve the evidence

Incident management requires a strong and well-qualified team.
Organizations need to build a Computer Incident Response Team
(CIRT) team with members who have the appropriate training for
fulfilling their roles.

It is also necessary to ensure that the members of this team are
competent enough to perform any role related to the review of any
security incident and preservation of evidence.
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Identify the Roles and Responsibilities of a Forensic
Investigator

By using their skills and experience, a computer forensic investigator helps
organizations and law enforcement agencies identify, investigate, and
prosecute the perpetrators of cybercrimes.

Upon arrival on the scene, the investigator inspects the suspect's
systems/devices, extracts and acquires data of evidentiary value, and
analyzes it with the right forensic tools to determine the root cause of the
security incident.

This section highlights the key responsibilities of a forensics investigator
and outlines the attributes of a good computer forensics investigator.



Need for a Forensic Investigator

incident
Management

Cybercrime Sound Evidence Incident Handling
Investigation Handling and Response
Forensic investigators, by virtue If a technically inexperienced Forensic investigators help
of their skills and experience, person examines the evidence, it organizations maintain forensics
help organizations and law might become inadmissible in a readiness and implement
enforcement agencies court of law effectiveincident handling and
investigate and prosecute the response

perpetrators of cybercrimes

Need for a Forensic Investigator

= Cybercrime Investigation

Forensic investigators, by virtue of their skills and experience, help
organizations and law enforcement agencies investigate and
prosecute the perpetrators of cybercrimes

= Sound Evidence Handling

If a technically inexperienced person examines the evidence, it might
become inadmissible in a court of law

= Incident Handling and Response

Forensic investigators help organizations maintain forensics readiness
and implement effective incident handling and response
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Roles and Responsibilities of a Forensics Investigator

A forensic investigator performs the following tasks:

Determines the extent of any

Analyzes the evidence data found
damage done during the crime ¥

Recoversdata of investigative
value from computing devices
involvedin crimes

Prepares the analysisreport

Updates the organizationabout

@ various attack methods and data
recovery techniques, and maintains
a record of them

Creates an image of the original
evidence without tampering with
it to maintain its integrity

Addresses the issue in a court of law
and attempts to win the case by
testifying in court

Guides the officials carrying out E]
the investigation

Roles and Responsibilities of a Forensics Investigator

A forensic investigator performs the following tasks:

Evaluates the damages of a security breach

Identifies and recovers data required for investigation
Extracts the evidence in a forensically sound manner
Ensures appropriate handling of the evidence

Acts as a guide to the investigation team

Creates reports and documents about the investigation for
presenting in a court of law

Reconstructs the damaged storage devices and uncovers the
information hidden on the computer

Updates the organization about various methods of attack and data
recovery techniques, and maintains a regularly updated record of
them (by determining and using the relevant documentation
method)

Addresses the issue in a court of law and attempts to win the case by
testifying in court






What Makes a Good Computer Forensics Investigator?

Interviewing skills to gather extensive information about the case from
the client or victim, witnesses, and suspects

Excellent writing skills to detail findings in the report

Strong analytical skills to find the evidence and link it to the suspect

@0

Excellent communication skills to explain their findings to the audience

Remains updated about new methodologies and forensic technology

Well-versed in more than one computer platform (including Windows,
Macintosh, and Linux)

Knowledge of various technologies, hardware, and software

Develops and maintains contact with computing, networking, and
investigating professionals

©0

Has knowledge of the laws relevant to the case

What Makes a Good Computer Forensics Investigator?

Forensic investigators should be familiar with the current Linux, Macintosh,
and Windows platforms. They should also develop and maintain contacts
with computing, networking, and investigating professionals. These
contacts may be able to help them overcome any difficulties during an
investigation.

= Interviewing skills to gather extensive information about the case
from the client or victim, witnesses, and suspects

= Researching skills to know the background and activities pertaining
to the client or victim, witnesses, and suspects

= Maintains perfect accuracy of the tests performed and their records
= Patience and willingness to work long hours

= Excellent writing skills to detail findings in the report

= Strong analytical skills to find the evidence and link it to the suspect

= Excellent communication skills to explain their findings to the
audience

= Remains updated about new methodologies and forensic technology



Well-versed in more than one computer platform (including
Windows, Macintosh, and Linux)

Knowledge of various technologies, hardware, and software

Develops and maintains contact with computing, networking, and
investigating professionals

Honest, ethical, and law abiding
Has knowledge of the laws relevant to the case

Ability to control emotions when dealing with issues that induce
anger

Multi-discipline expertise related to both criminal and civil cases
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Understand Legal Compliance in Computer Forensics

Computer forensic investigations must be conducted according to
organizational policies and as per the applicable laws and regulations of
the local jurisdiction. Legal compliance in computer forensics ensures that
any digital evidence collected and analyzed is admissible in a court of law.

This section outlines certain important laws/regulations and standards
from across countries/regions that might influence the forensic
investigation procedure.



Computer Forensics

and Legal Compliance

Electronic Communications

U Legal compliance in computer . Gramm-Leach-Bliley Act (GLBA) Privacy Act

forensics ensures that any
evidence that is collected and
analyzed is admissible in a court
of law

Federal Information Security
Modernization Act of 2014
(FISMA)

General Data Protection
Regulation (GDPR)

O Compliance with certain
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i i and Accountability Act of
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forensic investigation and

analysis, some of which are as
follows: Paymfant Card Industry Data
Security Standard (PCI DSS)

Computer Forensics and Legal Compliance

Data Protection Act 2018

Sarbanes-Oxley Act (SOX)
of 2002

Forensic investigators must be aware of the legal implications of their
activities. Investigators should comply with the security policies of the
organization where the incident has occurred and take actions in
accordance with the applicable state and federal laws. Legal compliance
ensures that any evidence that is collected and analyzed is admissible in a
court of law.

This section discusses some regulations and standards that the forensic
investigator must be aware of while performing forensic analysis.

Gramm-Leach-Bliley Act (GLBA)
Source: https://www.ftc.gov

Enacted in 1999, Gramm Leach Bliley Act (GLBA) requires financial
institutions and companies that offer consumers financial products or
services such as loans, financial or investment advice, or insurance to
explain their information-sharing practices to their customers and to
safeguard sensitive data. The objective of the GLBA is to ease the transfer
of financial information between institutions and banks while making the
rights of the individual through security requirements more specific.



The provisions of the GLBA limit when a “financial institution” may disclose
a consumer’s “non-public personal information” to non-affiliated third
parties. The law covers a broad range of financial institutions, including
many companies that are not traditionally considered to be financial
institutions because they engage in certain “financial activities.” Under the
Privacy Rule, only an institution that is “significantly engaged” in financial
activities is considered a financial institution.

Financial institutions should notify their customers about their
information-sharing practices and tell consumers of their right to “opt-out”
if they do not want their information to be shared with certain non-
affiliated third parties. Additionally, any entity that receives consumer
financial information from a financial institution may be restricted in its
reuse and re-disclosure of that information. It helps address incidents of
unauthorized access to sensitive customer information maintained by the
financial institution in @ manner that could result in “substantial harm or
inconvenience to any customer.”

Federal Information Security Modernization Act of 2014 (FISMA)
Source: https://csrc.nist.gov

FISMA was introduced as an amendment to the Federal Information
Security Management Act of 2002, which was implemented to provide a
framework for federal information systems to have more effective
information security controls in place. FISMA 2014 made several
modifications to the existing articles of FISMA 2002 in order to modernize
the security practices followed by federal agencies to address evolving
security concerns. These changes resulted in less overall reporting,
strengthened the use of continuous monitoring in systems, increased focus
on the agencies for compliance, and encouraged reporting that is more
focused on the issues caused by security incidents.

FISMA 2014 required the Office of Management and Budget (OMB) to
amend/revise A-130 to eliminate inefficient and wasteful reporting and
reflect changes in law and advances in technology. Specific to security and
privacy, the updated A-130 emphasizes their roles in the Federal
information lifecycle and represents a shift from viewing security and
privacy requirements as compliance exercises to crucial elements of a



comprehensive, strategic, and continuous risk-based program at federal
agencies.

Health Insurance Portability and Accountability Act of 1996 (HIPAA)
Source: https.//www.hhs.gov

The HIPAA Privacy Rule provides federal protections for individually
identifiable health information held by covered entities and their business
associates and offers patients an array of rights with respect to such
information. The Privacy Rule also permits the disclosure of health
information needed for patient care and other important purposes. The
HIPAA Security Rule specifies a series of administrative, physical, and
technical safeguards for covered entities and their business associates to
use to assure the confidentiality, integrity, and availability of electronic
protected health information.

The Office of Civil Rights implemented HIPAA’s Administrative
Simplification Statute and Rules, as discussed below:

= Electronic Transaction and Code Sets Standards

Transactions are electronic exchanges involving the transfer of
information between two parties for specific purposes. HIPAA names
certain types of organizations as covered entities, including health
plans, healthcare clearinghouses, and certain healthcare providers. In
the HIPAA regulations, the Secretary of Health and Human Services
(HHS) adopted certain standard transactions for Electronic Data
Interchange (EDI) of healthcare data.

= Privacy Rule

The HIPAA Privacy Rule establishes national standards to protect
individuals’ medical records and other personal health information
and applies to health plans, healthcare clearinghouses, and those
healthcare providers who conduct certain healthcare transactions
electronically. The Rule requires appropriate safeguards to protect
the privacy of personal health information and sets limits and
conditions on the uses and disclosures of such information without
patient authorization. The Rule also gives patients’ rights over their



health information, including rights to examine and obtain a copy of
their health records, and to request corrections.

= Security Rule

The HIPAA Security Rule establishes national standards to protect
individuals’ electronic personal health information that is created,
received, used, or maintained by a covered entity. The Security Rule
requires appropriate administrative, physical, and technical
safeguards to ensure the confidentiality, integrity, and security of
electronic protected health information.

= Employer Identifier Standard

The Health Insurance Portability and Accountability Act of 1996
(HIPAA) requires employers to have standard national numbers that
identify them on standard transactions.

= National Provider Identifier Standard

The National Provider Identifier (NPI) is a HIPAA Administrative
Simplification Standard. The NPI is a unique identification number for
covered healthcare providers. Covered healthcare providers and all
health plans and healthcare clearinghouses must use NPIs in the
administrative and financial transactions adopted under HIPAA. The
NPI is a ten-position, intelligence-free numeric identifier (ten-digit
number). This means that the numbers do not carry other
information about healthcare providers, such as the state in which
they live or their medical specialty.

= Enforcement Rule

The HIPAA Enforcement Rule contains provisions relating to
compliance and investigations, the imposition of civil money
penalties for violations of the HIPAA Administrative Simplification
Rules, and procedures for hearings.

Payment Card Industry Data Security Standard (PCI DSS)
Source: https://www.nist.gov

The PCI DSS is a proprietary information security standard for organizations
that handle cardholder information for the major debit, credit, prepaid, e-



purse, ATM, and POS cards. PCI DSS applies to organizations that “store,
process, or transmit cardholder data” for credit cards. One of its
requirements is to “track...all access to network resources and cardholder
data.”

The Electronic Communications Privacy Act
Source: https://it.ojp.gov

The Electronic Communications Privacy Act and the Stored Wire Electronic
Communications Act are commonly referred together as the Electronic
Communications Privacy Act (ECPA) of 1986, which comes under 18 U.S.C.
§§ 2510-2523. The ECPA updated the Federal Wiretap Act of 1968,
which addressed the interception of conversations using “hard” telephone
lines but did not apply to the interception of computer and other digital
and electronic communications. The ECPA, as amended, protects wire, oral,
and electronic communications, while such communications are being
made, are in transit, and stored on computers. The Act applies to email,
telephone conversations, and data stored electronically.

ECPA has three titles, which are discussed below:
n Title |

Often referred to as the Wiretap Act, Title | prohibits the intentional,
actual, or attempted interception, use, disclosure, or "procure[ment]
[of] any other person to intercept or endeavor to intercept any wire,
oral, or electronic communication." Title | also prohibits the use of
illegally obtained communications as evidence.

Exception: Title | provides exceptions for operators and service
providers for uses “in the normal course of his employment while
engaged in any activity which is a necessary incident to the rendition
of his service" and for "persons authorized by law to intercept wire,
oral, or electronic communications or to conduct electronic
surveillance, as defined in section 101 of the Foreign Intelligence
Surveillance Act (FISA) of 1978." It provides procedures for federal,
State, and other government officers to obtain judicial authorization
for intercepting such communications and also regulates the use and
disclosure of information obtained through authorized wiretapping.



= Title Il

Also called the Stored Communications Act (SCA), Title Il protects the
privacy of the contents of files stored by service providers and of
records held about the subscriber by service providers, such as
subscriber name, billing records, or IP addresses.

= Title NI

Title 1ll addresses pen register and trap and trace devices and
requires government entities to obtain a court order authorizing the
installation and use of a pen register (a device that captures the
dialed numbers and related information to which outgoing calls or
communications are made by the subject) and/or a trap and trace (a
device that captures the numbers and related information from
which incoming calls and communications coming to the subject
have originated).

General Data Protection Regulation (GDPR)
Source: https://qgdpr.eu

The EU GDPR replaced the Data Protection Directive 95/46/EC and was
designed to harmonize data privacy laws across Europe, to protect and
empower all EU citizens’ data privacy, and to reshape the way
organizations across the region approach data privacy.

Article 32: Technical and organizational measures need to provide the
following:

= The pseudonymization and encryption of personal data

= The ability to ensure ongoing confidentiality, integrity, availability,
and resilience of processing systems and services

= The ability to restore the availability and access to personal data in a
timely manner in the event of a physical or technical incident

= A process for regularly testing, assessing, and evaluating the
effectiveness of technical and organizational measures for ensuring
the security of the processing.

Article 33(1):



“In the case of a personal data breach, the controller shall without undue
delay and, where feasible, not later than 72 hours after having become
aware of it, notify the personal data breach to the supervisory authority
competent in accordance with Article 55, unless the personal data breach
is unlikely to result in a risk to the rights and freedoms of natural persons.
Where the notification to the supervisory authority is not made within 72
hours, it shall be accompanied by reasons for the delay.”

Data Protection Act of 2018
Source: http://www.legislation.gov.uk

The DPA 2018 sets out the framework for data protection law in the UK. It
updates and replaces the Data Protection Act 1998 and came into effect on
25 May 2018. It was amended on 01 January 2021 by regulations under the
European Union (Withdrawal) Act 2018, to reflect the UK'’s status outside
the EU.

The DPA is an act to make provision for the regulation of the processing of
information relating to individuals; to make provision in connection with
the Information Commissioner’s functions under certain regulations
relating to information; to make provision for a direct marketing code of
practice; and for connected purposes.

The DPA also sets out separate data protection rules for law enforcement
authorities, extends data protection to some other areas such as national
security and defense, and sets out the Information Commissioner’s
functions and powers.

Protection of personal data

1. The DPA protects individuals with regard to the processing of
personal data, in particular by:

a. Requiring personal data to be processed lawfully and fairly, on the
basis of the data subject’s consent or another specified basis,

b. Conferring rights on the data subject to obtain information about
the processing of personal data and to require inaccurate personal
data to be rectified, and



c. Conferring functions on the Commissioner, giving the holder of
that office responsibility for monitoring, and enforcing their
provisions.

2. When carrying out functions under the GDPR, the applied GDPR and
this Act, the Commissioner must have regard to the importance of
securing an appropriate level of protection for personal data, taking
account of the interests of data subjects, controllers and others and
matters of general public interest.

Sarbanes-Oxley Act (SOX) of 2002
Source: https.//www.sec.gov

The Sarbanes-Oxley Act of 2002 (SOX) is an act passed by the U.S. Congress
in 2002 to protect investors from the possibility of fraudulent accounting
activities by corporations. Although SOX applies primarily to financial and
accounting practices, it also encompasses the information technology (IT)
functions that support these practices. SOX can be supported by reviewing
logs regularly to look for signs of security violations, including exploitation,
as well as retaining logs and records of log reviews for future review by
auditors.



Other Laws Relevant to Computer Forensics

United States Foreign Intelligence Surveillance Act https://www.fas.org
Protect America Act of 2007 https://www.congress.gov
Privacy Actof 1974 https://www.justice.gov
National Information Infrastructure Protection Act of 1996 https://www.congress.gov
Computer Security Act of 1987 https://www.congress.gov
Freedom of Information Act (FOIA) https://www.foia.gov
United Kingdom Regulation of Investigatory Powers Act 2000 https://www.legislation.gov.au
il Cybercrime Act 2001 https://www.legislation.gov.au
Information Privacy Act 2014 https://www.findandconnect.gov.au
India Information Technology Act http://www.dot.gov.in

Section 202a. Data Espionage, Section 303a. Alteration of Data, Section 303b. Computer

Germany http://www.cybercrimelaw.net

Sabotage
Italy Penal Code Article 615 ter http://www.cybercrimelaw.net
Canada Canadian Criminal Code Section 342.1 https://laws-lois.justice.gc.ca
Singapore Computer Misuse Act https://sso.agc.gov.sg
Belgium Computer Hacking http://www.cybercrimelaw.net
Brazil Unauthorized modification or alteration of the information system https://www.domstol.no
Philippines Data Privacy Act of 2012 https://www.privacy.gov.ph
Hong Kong Cap. 486 Personal Data (Privacy) Ordinance https://www.pcpd.org.hk

Other Laws Relevant to Computer Forensics

The table below lists the important laws of different countries that might
influence the computer forensics investigation process.

Foreign Intelligence .

Surveillance Act https://www.fas.org

Protect America Act of 2007 https://www.congress.gov

Privacy Act of 1974 https://www.justice.gov
United National Information
States Infrastructure Protection Act https://www.congress.gov

of 1996

Computer Security Act of https://www.congress.gov

1987

Freedom of Information Act .

(FOIA) https://www.foia.gov
United i i

Regulation of Investigatory https://www.legislation.gov.au
Kingdom Powers Act 2000

. Cybercrime Act 2001 https://www.legislation.gov.au

Australia —— ‘

Information Privacy Act 2014 | https://www.findandconnect.gov.au
India Information Technology Act http://www.dot.gov.in




Germany Section 202a. Data Espionage, | http://www.cybercrimelaw.net
Section 303a. Alteration of
Data, Section 303b. Computer
Sabotage

Italy Penal Code Article 615 ter http://www.cybercrimelaw.net
Canadian Criminal Code L

Canada Section 342.1 https://laws-lois.justice.gc.ca

Singapore Computer Misuse Act https://sso.agc.gov.sg

Belgium Computer Hacking http://www.cybercrimelaw.net
Unauthorized modification or

Brazil alteration of the information https://www.domstol.no
system

Philippines Data Privacy Act of 2012 https://www.privacy.gov.ph
Cap. 486 Personal Data

Hong Kong P https://www.pcpd.org.hk

(Privacy) Ordinance

Table 1.2: Laws relevant to computer forensics




Module Summary

This module has discussed the fundamentals of computer
forensics

It has covered various types of digital evidence and rules of
evidence

It also discussed in detail on various laws and rules to be
considered during digital evidence collection

This module also discussed the forensic readiness planning
and business continuity

It has also discussed the roles and responsibilities of
a forensic investigator

Finally, this module ended with a detailed discussion on
legal compliancein computer forensics

In the next module, we will discuss in detail on computer
forensics investigation process

Module Summary

This module discussed the fundamentals of computer forensics. It covered
various types of digital evidence and rules of evidence. It also discussed in
detail various laws and rules to be considered during digital evidence
collection. Furthermore, this module discussed forensic readiness planning
and business continuity. Moreover, it explained the roles and
responsibilities of a forensic investigator. Finally, this module presented a
detailed discussion on legal compliance in computer forensics.

In the next module, we will discuss in detail the computer forensics
investigation process.
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Computer Forensics Investigation
Process




Module Objectives

Understanding the Forensic Investigation
Process and its Importance

Understanding the Pre-investigation Phase

Understanding the Investigation Phase

o Understanding the Post-investigation Phase

Module Objectives

One of the goals of performing a forensic investigation process is to have a
better understanding of an incident by identifying and analyzing the
evidence thereof. This module describes the different stages involved in the
complete computer forensic investigation process and highlights the role of
expert witnesses in solving a cybercrime case. It also outlines the
importance of formal investigation reports presented in a court of law
during a trial.

At the end of this module, you will be able to:

Understand the forensic investigation process and its importance

Understand the pre-investigation phase

Understand the investigation phase

Understand the post-investigation phase



Module Flow

Forensic Investigation
Process - Pre-investigation
Phase

Forensic Investigation
Process - Investigation
Phase

Understand the Forensic
Investigation Process and
its Importance

Forensic Investigation
Process - Post-investigation
Phase

Understand the Forensic Investigation Process and its
Importance

This section presents an overview of the forensic investigation process and
outlines the need to follow a well-documented and thorough investigation
process.



Forensic Investigation
Process

A methodological approach to investigate, seize, and analyze
digital evidence and then manage the case from the time of
search and seizure to reporting the investigation result

Forensic Investigation Process

The computer forensics investigation process includes a methodological
approach to investigate, seize, and analyze digital evidence and then
manage the case from the time of search and seizure to reporting the
investigation result.



Importance of the Forensic
Investigation Process

As digital evidence is fragile in nature, following strict

guidelines and thorough forensic investigation process
that ensures the integrity of evidence is critical to
prove a case in the court of law

The forensics investigation process to be
followed should comply with local laws and
established precedents. Any breach/deviation
may jeopardize the complete investigation.

The investigators must follow a repeatable and well-

documented set of steps such that every iteration of 4 - ' g e
analysis provides the same findings; else, the findings ‘_ l il ‘I' ‘ L‘ ‘ | “ q Ik‘ " ‘.“
of the investigation can be invalidated during the cross BR - S'l ' A

rysl (i 4

ER mn
examination ina court of law | B |

Importance of the Forensic Investigation Process

The rapid increase in cybercrimes, ranging from theft of intellectual
property to cyber terrorism, along with litigations involving large
organizations, has made computer forensics investigation necessary. The
process has also led to the development of various laws and standards that
define cybercrimes, digital evidence, search and seizure methodology,
evidence recovery, and investigation processes. The investigators must
follow a forensics investigation process that complies with local laws and
established standards; any deviation/breach may jeopardize the complete
investigation. As digital evidence is fragile, following strict guidelines and a
proper and thorough forensic investigation process that ensures the
integrity of evidence is critical to proving a case in a court of law.

The investigators must follow a repeatable and well-documented set of
steps such that every iteration of the analysis yields the same findings;
otherwise, the findings of the investigation can be invalidated during cross-
examination in a court of law. The investigators should adopt standard
computer forensics processes; this way, the jury can replicate the process
whenever required.



Phases Involved in the Forensics Investigation Process

O @

Pre-investigation Investigation Post-investigation
Phase Phase Phase

O Deals with tasks to be O The main phase of the O Includes documentation of all
performed prior to the computer forensics actions undertaken and all
commencement of the actual investigation process findings uncovered during the
investigation investigation

U Involves setting up a computer U Involves acquisition, . ) ]
forensics lab, building a preservation, and analysis of Ensures that the report is easily

explicable to the target

forensics workstation, evidentiary data to identify the ; ! )
developing an investigation source of the crime and the audience and that it provides
toolkit, setting up an culprit behind it adequate and acceptable

investigationteam, getting evidence

approval from the relevant
authority, etc.

Phases Involved in the Forensics Investigation Process

Discussed below are the different phases of the computer forensics
investigation process.

= Pre-investigation Phase

This phase involves all the tasks performed prior to the
commencement of the actual investigation. It involves setting up a
computer forensics lab, building a forensics workstation, developing
an investigation toolkit, building an investigation team, gaining
approval from the relevant authority, etc.

This phase also includes steps such as planning the process, defining
mission goals, and securing the case perimeter and involved devices.

= Investigation Phase

Considered to be the main phase of computer forensics investigation,
the investigation phase involves the acquisition, preservation, and
analysis of evidentiary data to identify the crime source and culprit.
This phase involves implementing technical knowledge to locate the
evidence and examine, document, and preserve the findings as well
as the evidence. Trained professionals perform all the tasks involved
in this phase to ensure the quality and integrity of the findings.



= Post-investigation Phase

This phase involves the reporting and documenting of all actions
undertaken and the findings obtained during the course of the
investigation. It ensures that the target audience can easily
understand the report and that it provides adequate and acceptable
evidence. Every jurisdiction has set standards for reporting findings
and evidence; the report should comply with all such standards as
well as be legally sound and acceptable in a court of law.



Module Flow

Forensic Investigation Forensic Investigation

Process - Pre-investigation
Phase

Process - Investigation
Phase

Understand the Forensic
Investigation Process and
its Importance

Forensic Investigation
Process - Post-investigation
Phase

Forensic Investigation Process - Pre-investigation
Phase

The pre-investigation phase involves all the tasks performed prior to the
commencement of the actual investigation. This phase includes steps such
as planning the process, defining mission goals, and getting approval from
relevant authority.

This section discusses all the steps that, together, form the pre-investigation
phase.



Setting Up a Computer Forensics Lab

/\iv. A Computer Forensics Lab (CFL) is a location that houses instruments, software and hardware tools, and forensic
m workstations required for conducting a computer-based investigation with regard to the collected evidence
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Setting Up a Computer Forensics Lab

A computer forensics lab (CFL) is a designated location for conducting a
computer-based investigation of the collected evidence in order to solve the
case and find the culprit. The lab houses the instruments, software and
hardware tools, and the forensic workstations required to perform
investigation of all types.

1. Planning and budgeting considerations

o Types of Investigations: Choose the types of crimes for the lab to
investigate based on the crime statistics of the previous year and
the expected trend such as criminal, civil, and corporate. If the
investigation is for a corporation, then decide if it will be only
internal or both internal and external. This will help in the
estimation of the number of expected cases and allocation of
physical resources as well as the budget.

o Number of Investigators/Examiners: The number of investigators
needed depends on the forensic case. Hiring trained and certified
professionals is important for performing proper investigations.

o Equipment Requirement: The forensics lab should have both
forensic and non-forensic workstations for investigative purposes. A



safe locker large enough to store equipment required for the
forensic investigation should be available in the lab. This will help
categorize the equipment stored on the rack and help the
investigator locate the necessary equipment during the
investigation. Safe lockers are also a means to keep equipment safe
and protect them from wear and tear, dust, and other foreign
particles that may hamper performance. Keep the unused
equipment on storage shelves away from the main working area to
keep the lab clean and tidy.

o Software Requirement: Ensure the use of licensed versions of all
software required for the forensic investigation at any time during
the investigation. Demo versions of forensic software are not
preferable, as they offer limited functionality. Having licensed
versions also helps investigators during a trial. Use a demo version if
and only if it provides full functionality.

2. Physical and structural design considerations

o Lab Size: Determining the size of the forensic lab depends largely
on the budget and type of cases to be handled.

o Access to Essential Services: There should be easy access to all the
essential services of the lab, including emergency services such as
the fire department and other emergency vehicles. It must also
have access to shipping and receiving without compromising the
physical security of the lab.

o Space Estimation for Work Area and Evidence Storage: The lab
must be large. There must be sufficient space to place all the
equipment in the lab such as workstations and evidence storage.

o Heating, Ventilation, and Air-Conditioning: The environment in the
lab such as the humidity, airflow, ventilation, and room
temperature also plays an important factor. There must be a high
exchange rate of air in the lab in order to maintain fresh air inside
the room and prevent unwanted odors in the lab. There must be
proper cooling systems installed in the lab to overcome the heat
that workstations generate.

3. Work area considerations
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Workstation Requirement: A small-sized forensic lab generally has
two workstations and one ordinary workstation with Internet
connectivity. However, the requirement of forensics workstations
varies according to the types and complexity of cases and processes
handled in the lab.

Ambience: Investigators spend long hours in a forensics lab. Hence,
it is of utmost importance that the ambience of the lab is
comfortable.

Internet, Network, and Communication Line: Install a dedicated
Integrated Services Digital Network (ISDN) for network and voice
communications. A dedicated network is preferred for the forensic
computer, as it requires continuous access to the Internet and other
resources on the network. Dial-up Internet access must be available
for the workstations in the laboratory.

Lighting Systems and Emergency Power: The lab should have
emergency power and protection for all equipment from power
fluctuations. Lighting systems should be arranged to increase the
productivity of the investigators. Adjust lighting to avoid glare and
keep the monitors at an angle of 90 degrees from the windows.

. Physical security considerations

The level of physical security required for a forensics lab depends
on the nature of investigations performed in the lab

Maintain a log register at the entrance of the lab to record visitor
data such as the address and name of the visitor with date, time,
and the purpose of the visit, as well as name of the contact person.
Provide visitors with passes to distinguish them from the lab staff
and maintain an electronic sign-in log for them.

Install an intrusion alarm system in the lab to provide an additional
layer of protection and deploy guards around the premises

Keep the lab under surveillance by placing closed-circuit cameras in
the lab and around its premises

Place fire extinguishers within and outside the lab and provide
training to the lab personnel and guards on how to use them, in



case of a fire

o Shield workstations from transmitting electromagnetic signals,
which is common with electronic equipment. The solution is to
shield emissions through a process the US Department of Defense
has named TEMPEST. To prevent eavesdropping, TEMPEST labs use
sheets of good metallic conductors such as copper for lining the
walls, ceilings, and floor. Insulate the power cables to prevent
radiation and add filters to the telephones within the lab.

5. Human resource considerations

o The overall success of a computer forensics laboratory mainly relies
on experience gathering, knowledge sharing, ongoing education,
and investment in human resources development

o Estimate the number of personnel required to deal with the case
based on its nature and the skills they should have to complete the
tasks

o Interview the appropriate candidates and recruit them legally.
Ensure they have certification pertaining to their job roles.

o In the case of a computer forensics laboratory, key job roles include
lab cybercrime investigator, lab director, forensic technician, and
forensic analyst

6. Forensic lab licensing

o Forensics labs should be licensed by the concerned authorities to
indicate trustworthiness

o The authorities provide these licenses after reviewing the lab and
the facilities it has for performing investigations

o Some such licenses include the American Society of Crime
Laboratory Directors (ASCLD)/LAB accreditation and the ISO/IEC
17025 accreditation



Building the Investigation
Team

U Keep the team small to protect the confidentiality of the investigation and to guard againstinformation leaks
O Identify team members and assign them responsibilities
O Ensure that every team member has the necessary clearance and authorization to conduct assigned tasks

O Assign one team member as the technical lead for the investigation

People Involved in an Investigation Team

| Photographer

Photographs the crime scene and the evidence gathered
| Incident Responder Responsible for the measures to be taken when an incident occurs
Incident Analyzer Analyzes the incidents based on their occurrence

Evidence Examiner/Investigator Examines the evidence acquired and sorts the useful evidence

Evidence Documenter Dacuments all the evidence and the phases presentin the investigation process

Evidence Manager Manages the evidence in such a way that it is admissiblein the court of law

¥
Evidence Witness Offers a formal opinionin the form of a testimony in the court of law

_7 Attorney Provides legal advice

Building the Investigation Team

The investigation team plays a major role in solving a case. The team is
responsible for evaluating the crime, evidence, and criminals. Every team
member should be assigned a few specific tasks (roles and responsibilities)
that let the team analyze the incident easily. The guidelines for building the
investigation team are as follows:

= |dentify the team members and assign them responsibilities
= Appoint a person as the technical lead for the investigation

= Keep the investigation team as small as possible to achieve
confidentiality and avoid information leaks

= Provide each team member with the necessary clearance and
authorization to complete the assigned tasks

= Enlist help from a trusted external investigation team, if required

To find the appropriate evidence from a variety of computing systems and
electronic devices, the following people may be involved:

= Photographer: The photographer photographs the crime scene and
the evidence gathered. They should have an authentic certification.



This person is responsible for shooting all the evidence found at the
crime scene, which records the key evidence in the forensics process.

Incident Responder: The incident responder is responsible for the
measures taken when an incident occurs. This individual is
responsible for securing the incident area and collecting the evidence
that is present at the crime scene. They should disconnect the system
from other systems to stop the spread of the incident to other
systems.

Incident Analyzer: The incident analyzer analyzes the incidents based
on the occurrence. They examine the incident as per its type, how it
affects the systems, the different threats and vulnerabilities
associated with it, etc.

Evidence Examiner/Investigator: The evidence examiner examines
the evidence acquired and sorts it based on usefulness and relevance
into a hierarchy that indicates the priority of the evidence.

Evidence Documenter: The evidence documenter documents all the
evidence and the phases present in the investigation process. They
gather information from all the people involved in the forensics
process and document it in an orderly fashion, from incident
occurrence to the end of the investigation. The documents should
contain complete information about the forensics process.

Evidence Manager: The evidence manager manages the evidence.
They have all the information about the evidence, for example,
evidence name, evidence type, time, and source of evidence. They
manage and maintain a record of the evidence such that it is
admissible in the court of law.

Expert Witness: The expert witness offers a formal opinion as a
testimony in a court of law. Expert witnesses help authenticate the
facts and other witnesses in complex cases. They also assist in cross-
examining witnesses and evidence, as various factors may influence a
normal witness.

Attorney: The attorney gives legal advice about how to conduct the
investigation and address the legal issues involved in the forensic
investigation process.






Understanding the Hardware and Software Requirements
of a Forensic Lab

L Adigital forensic lab should have all the necessary hardware and software tools to support the investigation process,
starting from searching and seizing the evidence to reporting the outcome of the analysis

Hardware Software

» Two or more forensic workstations with good 0OSes

processing power and RAM Data discovery tools

Specialized cables Password-cracking tools

Write-blockers and drive duplicators Acquisition tools

Archive and Restore devices Data analyzers

Media sterilization systems Data recovery tools

¥ ¥V VvV ¥

Other equipment that allow forensic software

File viewers (Image and graphics)
tools to work

File type conversion tools
Security and Utilities software

Computer forensic software tools such as
Wireshark, Access Data’s FTK etc.

Understanding the Hardware and Software Requirements of a
Forensic Lab

» Computer Forensic hardware toolkit, such as
Paraben's First Responder Bundle, DeepSpar
Disk Imager, FRED forensic workstation etc.

Y ¥V ¥ ¥V ¥ ¥ ¥V ¥V ¥ Y

A digital forensic lab should have all the necessary hardware and software
tools to support the investigation process, starting from searching and
seizing the evidence to reporting the outcome of the analysis. Familiarity
with the investigation toolkit makes the entire process quicker and more
efficient. A sophisticated investigation toolkit that includes both hardware
and software can reduce the incident impact by stopping the incident from
spreading to other systems. This will minimize the organization’s damage
and aid the investigation process as well.

Hardware

= Two or more forensic workstations with good processing power and
RAM

» Specialized cables

= Write-blockers

= Drive duplicators

= Archive and Restore devices

= Media sterilization systems



= Other equipment that allows forensic software tools to work

= Computer Forensic hardware toolkit, such as Paraben's First
Responder Bundle, DeepSpar Disk Imager, FRED forensic workstation
etc.

Software
= OSes
= Data discovery tools
= Password-cracking tools
= Acquisition tools
= Data analyzers
= Data recovery tools
= File viewers (Image and graphics)
= File type conversion tools
= Security and Utilities software

= Computer forensic software tools such as Wireshark, Access Data’s
FTK, etc.



Module Flow

Forensic Investigation
Process - Pre-investigation
Phase

Forensic Investigation
Process - Investigation
Phase

Understand the Forensic
Investigation Process and
its Importance

Forensic Investigation
» Process - Post-investigation
Phase

Forensic Investigation Process - Investigation Phase

After obtaining the required permissions and having assessed the case
prerequisites, the investigator is ready to investigate the incident. The
investigation phase and post investigation phase include various stages and
processes that need careful and systematic execution to obtain better
results. Each step in this phase is equally crucial for the acceptance of the
evidence in a court of law and prosecution of the perpetrators.

This section discusses in detail all the stages, starting from the
documentation of the electronic crime scene to the analysis of evidential
data, which are crucial in the investigation phase.
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Figure 2.1: Computer forensics investigation methodology



Documenting the
Electronic Crime Scene Q

[ Documentation of the electronic crime scene is
necessary to maintain a record of all the forensic
investigation processes performed to identify,
extract, analyze, and preserve the evidence

Points to remember when
documenting the crime scene

= Document the physical crime scene, noting the position of the
system and other equipment, if any

® Document details of any related or difficult-to-find electronic
components

= Record the state of computer systems, digital storage media,
and electronic devices, including their power status

Documenting the Electronic Crime Scene

Documentation of the electronic crime scene is necessary to maintain a
record of all the forensic investigation processes applied to identify, extract,
analyze, and preserve the evidence. The details should include the location
of the crime, status of the system, connected network devices, storage
media, smartphones, mobile phones, PDAs, Internet, and network access.

The document will help trace the serial numbers or other identifiers of the
procured devices. Documenting also includes taking photographs, videos,
notes, and sketches of the scene in order to recreate it later. The
investigator needs to document the processes and activities running on the
display screens.

The crime scene documentation should contain comprehensive details of
the investigation.

Points to consider while documenting the electronic crime scene are as
follows:

= Documentation of the electronic crime scene is a continuous process
during the investigation that makes a permanent record of the scene

= |t is essential to properly note down the site and state of computers,
digital storage media, and other electronic devices



Document the physical crime scene, noting the position of the system
and other equipment, if any

Document details of any related, difficult-to-find electronic
components

Record the state of the computer system, digital storage media,
electronic devices, and predictable evidence, including the power
status of the computer

Take a photograph of the computer monitor’s screen and note down
what you see on the screen



Search and Seizure

1 Planning the search and seizure
v Seeking consent
v Obtaining witness signatures

v Obtaining warrant for search and

selzure U Securing and evaluating

v" Collectingincident information the crime scene

t t s
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O Initial search of the U Seizing evidence at crime scene
scene v Dealing with powered-on computers
‘e 2 Dealing with powered-off computers

Dealing with networked computers

Operating System shutdown procedure
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Dealing with mobiles and other handheld devices

Search and Seizure

The investigators should have in-depth knowledge of all the devices that
could have played a part in transmitting the attack data to the victim device.
They should be able to search for all the involved devices and seize them in
a lawful manner for the acquisition and analysis of the evidential data.

The following diagram depicts the search and seizure process flow:

Q Planning the search and seizure
¥ Seeking consent
¥ Obtaining witness signatures
¥ Obtaining warrant for search and

seizure

1 Securing and evaluating
¥ Collecting incident information the crime scene

! i
] ] ”

2 Initial search of the 3 Seizing evidence at crime scene
scene

¥ Dealing with powered-on computers
Dealing with powered-off computers
Dealing with networked computers

Operating System shutdown procedure

S

Dealing with mohiles and other handheld devices

Figure 2.2: Search and seizure process flow diagram



Planning the Search and Seizure

A search and seizure plan should contain the following details:

Description of the incident Creating a chain of custody document

Case name or title of the incident Details of equipment to be seized

Location of the incident Search and seizure type (overt/covert)

Applicable jurisdiction and relevant legislation Approval from local management

Determining the extent of authority to search Health and safety precautions

N 4 z
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Planning the Search and Seizure
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The investigators need to design a strategic process to conduct the search
and seizure activity. This will help them distribute tasks among the team
members to complete the seizure and allow the team to use time and tools
in a well-defined manner.

The search and seizure plan should include the following details:
= Description, title, and location of the incident
= Applicable jurisdiction, relevant legislation, and organizational policy
= Determining the extent of authority to search
= Creating a chain of custody document

= Details of equipment to be seized, such as structure type and size,
location (all in one place, spread across the building or floors), type of
device and model number, power status, network status and type of
network, backups (if any), last time and date, location of backup and if
it is necessary to take the server down and the business impact of this
action

= Search and seizure type (overt/covert)

= Approval from the local management



= Health and safety precautions, such as all forensic teams wearing
protective latex gloves for all searching and seizing operations onsite
to protect the staff and preserving any fingerprints that may come
handy in the future

The investigating team cannot jump into the action immediately after
chalking out a plan for search and seizure; they must follow a specific
protocol and perform some legal formalities that include obtaining warrant,
collecting information about the incident, and seeking authorization and
consent.



Evidence Preservation

Evidence preservation refers to the proper handling and
documentation of evidence to ensure that it is free from
any contamination

Any physical and/or digital evidence seized should be
isolated, secured, transported and preserved to protect
its true state

receiver need to provide information about the date and
time of transfer in the chain of custody record

The procedures used to protectthe evidence and document
it while collecting and shipping are as follows:

@ At the time of evidence transfer, both the sender and the

= The logbook of the project
= Atag to uniquely identify any evidence

= Achain of custody record

Evidence Preservation

Understanding the importance of preserving evidence is important because
forensic evidence is fragile in nature and can be easily tampered with. It is
essential to safeguard the integrity of the evidence to render it acceptable
in a court of law.

The handling and preservation of evidence are some of the most significant
aspects of digital forensic investigation. Investigators should take all
necessary steps to ensure that the evidence remains in its true state, exactly
as it was found at the crime scene.

At the time of evidence transfer, both the sender and the receiver need to
provide information about the date and time of transfer in the chain of
custody record.

The following are required to protect the evidence and document it while
collecting and shipping:

= The logbook of the project to record observations related to the
evidence

= A tag to uniquely identify any evidence

= A chain of custody record




Data Acquisition

Forensic data acquisition is a process of imaging or collecting
information from various media in accordance with certain
standards for analyzingits forensic value

Investigators can then forensically processand
examine the collected data to extract information
relevantto any particular case or incident while
protecting the integrity of the data

improperacquisition may alterdata in evidence media,

. It is one of the most critical steps of digital forensics as
and render it inadmissiblein the court of law

data, and the complete process should be auditable and

@ Investigatorsshould be able to verify the accuracy of acquired
acceptableto the court

Data Acquisition

During the investigation of digital devices, all the evidence may be present
in the form of data. Therefore, the investigators should have expertise in
acquiring the data stored across various devices in different forms.

Data acquisition is the use of established methods to extract Electronically
Stored Information (ESI) from a suspect computer or storage media in order
to gain insight into a crime or an incident. Forensic data acquisition is a
process of imaging or collecting information from various media in
accordance with certain standards in order to analyze its forensic value.
Investigators can then forensically process and examine the collected data
to extract information relevant to any particular case or incident while
protecting the integrity of the data. It is one of the most critical steps of
digital forensics as any improper acquisition may alter data in evidence
media and render it inadmissible in the court of law.

Forensic investigators should be able to verify the accuracy of acquired
data, and the complete process should be acceptable and reproducible in
the court.

Before acquiring the data, the investigator needs to ensure that their
storage device is forensically clean and then initiate write protection to
secure and protect original evidence.







Analysis

O This phase includes the following:
= Analysis of the file’s content, date
[ Data analysis techniques depend and time of file creation and
on the scope of the case or the modification, users associated with
. b B file creation, access and file
. client’s requirements R 2
[ Data analysis refers to the process modification, and physical storage
of examining, identifying, Iocation.of the file
separating, converting, and = Timeline generation
_mOdeImg_ data to isolate useful = Identification of the root cause of
information the incident
(]
Data Analysis

Data analysis refers to the process of examining, identifying, separating,
converting, and modeling data to isolate useful information. In the forensic
investigation, data analysis helps in gathering and examining data to find its
relevance with the incident in order to submit the findings to an authority
for conclusions and decision-making.

Investigators must thoroughly analyze the acquired data to draw
conclusions related to the case. Here, data analysis techniques depend on
the scope of the case or client’s requirements and the type of evidence.

This phase includes the following:
= Analyzing the file content for data usage
= Analyzing the date and time of file creation and modification

» Finding the users associated with file creation, access, and file
modification

= Determining the physical storage location of the file
= Timeline generation

= |dentifying the root cause of the incident



Identify and categorize data in order of relevance to the case, such that the
most relevant data serve as the most important evidence to the case.
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Investigators can relate the evidential data to the case details for understanding how the complete
incident took place and determining the future actions such as the following:

Determine the possibility of exploring 4" Gather additional information Consider the relevance of
other investigative procedures to gather =°0 related to the case (e.g., aliases, components that are out of the
additional evidence (e.g., checking host W email accounts, ISP used, names, scope of investigation; for

data and examining network service logs network configuration, system example, equipment such as
for any information of evidentiary value, logs, and passwords) by laminators, check paper,
collecting case-specific evidence from interviewing the respective scanners, and printers in case of
social media, identifying remote storage individuals any fraud

locations etc.)

Case Analysis

Case analysis is the process of relating the obtained evidential data to the
case in order to understand how the complete incident took place. In this
phase, the investigator assesses the impact of the incident on the
organization, reasons and source of the incident, steps required to tackle
the incident, the investigating team required to handle the case,
investigative procedures, and possible outcome of the forensic process.
Case analysis is important to implement a proper plan in handling the case
and achieving the desired results. Case analysis might help the investigators
in determining future actions, such as the following:

» Check if there is a possibility to follow other investigative methods to,
for instance, identify a remote storage location, examine network
service logs for any information of evidentiary value, collect case-
specific evidence from social media, identifying remote storage
locations etc.)

= Gather additional information related to the case (e.g., aliases, email
accounts, ISP used, names, network configuration, system logs, and
passwords) by interviewing the respective individuals.

= |dentify the relevance of various network elements to the crime scene
such as credit cards, check papers, scanners, and cameras



= Consider the relevance of peripheral components to the investigation;
for instance, in forgery or fraud cases, consider non-computer
equipment such as laminators, check paper, scanners, printers, and
digital cameras
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Forensic Investigation Process - Post-investigation
Phase

The responsibility of the investigators does not end with finding and
analyzing the evidence data. They should also be able to explain how they
arrived at the conclusion to the prosecutors, attorneys, and judges. The
post-investigation phase involves the reporting and documentation of all
the actions undertaken and the findings during the course of an
investigation and the procedure of testifying as an expert witness in the
court.

This section provides guidelines on how to write an investigation report and
testify as an expert witness.



Identification decide whether it is appropriate to the investigation

° Following are the procedures for gathering and organizing the v/
required documentation: I.l'llll

Gathering and Organizing Information

0 Documentationin each phase should be identified to

and should be organized in specific categories

Procedures

Gather all notes from different phases of the investigation process

Identify the facts to be included in the report for supporting the
conclusions
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List all the evidence to submit with the report
List the conclusions that need to be in the report

Organize and classify the information gathered to create a concise

and accurate report

Gathering and Organizing Information

= |dentification

Documentation in each phase should be identified to decide whether
it is appropriate to the investigation and should be organized in
specific categories

= Procedures

Following are the procedures for gathering and organizing the
required documentation:

(¢]
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Gather all notes from different phases of the investigation process

Identify the facts to be included in the report for supporting the
conclusions

List all the evidence to submit with the report
List the conclusions that need to be in the report

Organize and classify the information gathered to create a concise
and accurate report



Writing the Investigation Report

Report writing is a crucial stagein the outcome of the investigation

The report should be clear, concise, and written for the appropriate audience

Important aspects of a good report:
It should accurately define the details of an incident
It should convey all necessary informationin a concise manner
It should be technicallysound and understandable to the target audience
It should be structured in a logical manner so that information can be easily located

It should be able to withstand legal inspection
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It should adhere to local laws to be admissible in court
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Writing the Investigation Report

Report writing is a crucial stage in the forensic investigation process, as it
summarizes the whole investigation into a readable report to be presented
in a court of law. Based on the accuracy and certainty of this report, the
court will prosecute the suspects. The report should be clear, concise, and
written for the appropriate audience. The report should be in the local
language if necessary and devoid of any jargon. It should include only the
data related to the case and the evidence. Every statement should have a
supporting document or evidence.

The report should also give a detailed account of the incidents by
emphasizing the discrepancies in the statements of the witnesses. It should
be a well-written document that focuses on the circumstances of the
incident, statements of the witnesses, photographs of the crime scene,
reference materials leading to the evidence, schematic drawings of the
computer system, and the network forensic analysis report. The conclusions
of the investigation report should be based on facts and not the opinions of
the investigators. An investigator should draft the documentation by
considering that the defense team will also scrutinize it.

Aspects of a good investigation report include the following:

= |t should accurately define the details of an incident.



It should convey all necessary information in a concise manner.

It should be technically sound and understandable to the target
audience.

It should be structured in a logical manner so that information can be
easily located.

It should be created in a timely manner.
It should be able to withstand legal inspection.

It should include conclusions that can be completely reproduced by a
third-party.

It should try to answer questions raised during a judicial trial.

It should provide valid conclusions, opinions, and recommendations
supported by figures and facts.

It should adhere to local laws to be admissible in court.
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E> A forensics investigation report template contains the following:

U Executive summary
v Casenumber
¥ Names and Social Security Numbers of authors, investigators, and examiners
¥ Purpose of investigation
v Significant findings
¥" Signature analysis
U Investigation objectives
O Details of the incident
¥" Date and time the incident allegedly occurred
¥" Date and time the incident was reported to the agency’s personnel
¥ Details of the person or persons reporting the incident
U Investigation process
v Date and time the investigation was assigned
v" Allotted investigators

¥" Nature of the claim and information provided to the investigators

0 Evidence information O Relevant findings

¥" Location of the evidence O Supporting Files
¥ List of the collected evidence v REGER " d di

achments and appendices
¥" Tools involved in collecting the evidence ¥ Full path of the important files

v Preservation of the evidence 7 Biert eviesisandopmnion

1 Evaluation and analysis Process . .

4 U Other supporting details
¥ Initial evaluation of the evidence
v Attacker’s methodology
v Investigative techniques "
v User’s applications and Internet
v Analysis of the computer evidence activity
(Tools involved)
v" Recommendations

Forensics Investigation Report Template

An Investigative Report Template is a set of predefined styles allowing
investigators to add different sections of a report such as the case number,
names and social security numbers of the authors, objectives of the
investigation, details of the incident, executive summary, investigation
process, list of findings, and tools used.




Every investigative report starts with a unique case number, followed by
names as well as the social security number of the authors, investigators,
and the examiners involved in the investigation. The report covers all the
details of the incident that are updated with the daily progress in the
investigative process. It includes every detail of the evidence such as
location, list of the collected evidence, tools used in the investigation, and
the process of extracting and preserving the evidence.

It should also record the evaluation and analysis procedure starting from
the initial evaluation of the evidence to the techniques used in the
investigation, including the analysis of electronic/digital evidence with the
relevant files, supporting documents like attachments and appendices, and
the path of the files. The report should also include reviews by experts with
supporting details on the attacker’s intention, appliances used, Internet
activity, and recommendations.

O Executive summary O Evidence information
v Case number v Location of the evidence
¥v" Names and Social Security Numbers of authors, v List of the collected evidence

investigators, and examiners . . . .
8 ’ v" Tools involved in collecting the evidence

¥ Purpose of investigation
v Preservation of the evidence
v Significant findings

. . 0 Evaluation and analysis Process
v Signature analysis

¥ Initial evaluati f the evid
O Investigation objectives nitial evaluation of the evidence
O Details of the incident

v Date and time the incident allegedly occurred

¥ Investigative techniques
¥ Analysis of the computer evidence (Tools involved)

v Date and time the incident was reported to the QO Relevant fmdm.gs

agency's personnel O Supporting Files

v Details of the person or persons reporting the

v Attachments and appendices
incident i )
v" Full path of the important files

O Investigation process
g P v Expert reviews and opinion

¥ Date and time the investigation was assigned

O Other supporting details

v Allotted investigators

: . . . v ' I
¥ Nature of the claim and information provided to the Attacker’s methodology
investigators v" User's applications and Internet activity

v Recommendations

Figure 2.3: Forensics investigation report template



Testifying as an Expert Witness

il Presenting digital evidence in the court requires knowledge of new, specialized, evolving, and
sometimes complex technology

Familiarize the expert witness with the usual proceduresthat are
followed during a trial

Things that
take place
in the court

I The attorney introduces the expert witness

room

The opposing counsel may try to discredit the expert witness

I The attorneyleads the expert witness through the evidence

O ® 0 O

I Later, itis followed by the opposing counsel’s cross-examination i

Testifying as an Expert Witness

As the attorney, prosecutors, and other panels present in a court of law may
be unaware of the technical knowledge of the crime, evidence, and losses,
the investigators should approach authorized personnel who could appear
in the court as an expert witness to affirm the accuracy of the process and
the data.

An expert witness must consider certain factors while testifying in the court.
They should gather sufficient information on standard procedures during a
trial and must never query their attorney in this regard. Before the expert
witness testifies in court, the attorney first introduces them to the court
with  high regard and discloses the expert’'s credentials and
accomplishments to establish credibility with the jury. However, the
opposing counsel may try to challenge or question the expert’s reputation
by further revealing the expert’s past failures relevant to the case, if any.

The attorney leads the expert witness through the evidence and explains
the latter’s role concerning the evidence such that it is comprehensible to
the jury, audience, and the opposing counsel. A cross-examination by the
opposing counsel follows, who then questions the expert witness on their
description of the evidence and the methods they followed while collecting
and analyzing the evidence.







Module Summary

This module has discussed the forensic investigation
process and its importance

It has covered various activities involved in the
pre-investigation phase

It also discussed in detail on activities performed
in the investigation phase

Finally, this module ended with a detailed discussion
on the post-investigation phase activities

In the next module, we will discuss in detail on
understanding hard disks and file systems

. A
Module Summary

This module discussed the forensic investigation process and its
importance. It covered the various activities involved in the pre-
investigation phase and discussed in detail the activities performed in the
investigation phase. Finally, this module presented a detailed discussion on
the post-investigation phase activities.

In the next module, we will discuss in detail hard disks and file systems.
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Module Objectives

Understanding Different Types of Storage Drives and their Characteristics

Understanding the Logical Structure of a Disk

Understanding the Booting Process of Windows, Linux, and Mac Operating Systems 0
Qverview of various File Systems of Windows, Linux, and Mac Operating Systems @

Analyzing File Systems using Autopsy and The Sleuth Kit

Module Objectives

Storage devices such as Hard Disk Drives (HDDs) and Solid-State Drives
(SSDs) are an important source of information during forensic investigation.
The investigator should locate and protect the data collected from storage
devices as evidence. Therefore, it is necessary for the investigator to have
knowledge on the structure and behavior of storage devices. The file system
is also important as the storage and distribution of the data in a device is
dependent on the file system used.

At the end of this module, you will be able to:

Describe different types of storage drives and their characteristics
Explain the logical structure of a disk

Understand the booting process of Windows, Linux, and Mac
operating systems (OSes)

Understand various file systems of Windows, Linux, and Mac OSes

Examine file systems using Autopsy and The Sleuth Kit



Module Flow
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Operating Systems

Describe Different Types of Disk Drives and their
Characteristics

HDDs and SSDs store digital data in computers. HDDs record data
magnetically on a rotating spinning platter and contains moving parts;

hence, it is prone to physical damage. SSDs use NAND flash memory chips
to store data and do not contain moving parts.



[ HDD is a non-volatile digital data storage device that records

UndeISta‘ndlng ° data magnetically on a metallic platter
a

Hard Disk
Dri The read/write performance of an HDD is directly proportional
rive to the RPM (revolutions per minute) of the drive platter

Actuator
Actuator Axis
Actuator Arm

SCSI (Small Computer System Interface)

Connec tor
Understanding Hard Disk Drive

An HDD is a non-volatile, digital data storage device used in a computer
system. A hard disk stores data using a method similar to that used in a file
cabinet. The user, when needed, can access the data and programs. When
the computer needs stored programs or data, the system copies the data
from the HDD to a temporary location. When the user or system makes
changes to a file, the computer saves the file by replacing the older file with
the new file. The HDD records data magnetically onto the hard disk.

The HDD consists of spinning platters, and its read/write speeds depend on
the revolutions per minute (RPM) of those platters. The faster the platter
spins, the higher will be the read/write performance of the HDD.

HDDs are susceptible to physical damage because they contain moving
parts. In the long term, the moving parts wear out, damaging the drive.
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Figure 3.1: Structure of a hard disk drive
HDDs differ in terms of various measurements such as the following:
= Capacity
Interface used
Speed in RPM

Seek time

Access time

Transfer time



Understanding Hard Disk
Drive: Tracks

Tracks are the concentric circles on platters where
all the information is stored

The drive head can access these circular rings in
one position at a time

Tracks are numbered for identification purposes

Read/write is performed by rolling headers from
the inner to outermost part of the disk

Understanding Hard Disk Drive: Tracks

Platters have two surfaces, each of which is divided into concentric circles
called tracks. Tracks store all the information on a hard disk, and the tracks
on a platter partition hold large chunks of data. A modern hard disk
contains tens of thousands of tracks on each platter. Rolling heads read and
write data from the innermost to outermost part of the disk. This kind of
data arrangement enables easy access to any part of the disk, which is why
hard disks have the moniker “random-access storage devices.”

Each track contains numerous smaller units called sectors, and all platters in
an HDD have the same track density. The track density refers to the
compactness of the track circles; it should be maximized so that a unit area
on the surface of the platter can hold maximum number of bits. The track
density thus also determines the storage capacity of a hard disk.



Understanding Hard Disk Drive: Track Numbering

Track numbering on a hard disk begins at 0 from the outer
edge and moves towards the center. The number of tracks
on a hard disk depends on the size of the disk ﬁi;f$

The read/write heads on both surfaces of a platter are
tightly packed and locked together on an assembly of
head arms

Head 0

Head 1
Head 2
The arms move in and out together to physically locate

all heads at the same track number
Head 3

Head 4

Therefore, a track location is often referred by a cylinder

number rather than a track number Head§

A cylinder is a group of all tracks that start at the same head
position on the disk

Understanding Hard Disk Drive: Track Numbering

Track numbering on a hard disk begins at 0 from the outer edge and
moves towards the center. The number of tracks on a hard disk
depends on the size of the disk

The read/write heads on both surfaces of a platter are tightly packed
and locked together on an assembly of head arms

The arms move in and out together to physically locate all heads at
the same track number

Therefore, a track location is often referred by a cylinder number
rather than a track number

A cylinder is a group of all tracks that start at the same head position
on the disk
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Figure 3.2: Track numbering



Understanding Hard Disk
Drive: Sector

A sector is the smallest physical storage unit on
the disk platter

Each sector holds data of fixed size: 512 bytes for
HDDs, 2048 bytes for CD-ROMs and DVD-ROM:s.
Latest HDDs use 4096-byte (4KB) sectors.

Each disk sector is labelled using the factory track-
positioning data

The optimal method of storing a file on a disk is in
a contiguous series

For example, if the file size is 600 bytes, two 512-bytes
sectors are allocated for the file

Understanding Hard Disk Drive: Sector

Tracks contain smaller divisions called sectors, which are the smallest
physical storage units on a hard-disk platter. A sector is a mathematical term
denoting a pie-shaped or angular part of a circle, and it is enclosed by the
perimeter of the circle and two radii.

Each sector normally stores 512 bytes of data for HDDs and 2048 bytes for
CD-ROMs and DVD-ROMs; the latest HDDs use sectors of 4096 bytes (4 KB),
with additional bytes utilized for internal drive control, information that aids
data storage, and error detection and correction. All the sectors between
two concentric circles form a track. Tracks combine to form the surface of a
disk platter.

The contents of a sector are as follows.

= ID information: This part contains the sector number and location,
which identify sectors on the disk. It also contains status information
on the sector.

= Synchronization fields: The drive controller drives the read process
using these fields

= Data: This part is the information stored on the sector




= Error correction coding (ECC): This code ensures the integrity of the
data

= Gaps: These are spaces used to provide time for the controller to
continue the read process

These elements constitute sector overhead. It is an important determinant
of the time taken for accessing data. As the hard disk uses bits for disk or
data management, the overhead size must be minimized to maximize
efficiency. A file on a disk stores data in a contiguous series for optimal
space usage, while the system allocates sectors for the file according to its
size. If the size of a file is 600 bytes, then the system allocates two sectors,
each of 512 bytes. The track number and sector number refer to the
address of any data on the hard disk.



Understanding Hard Disk Drive:

Sector Addressing

Cylinders, heads, and sectors (CHS) determine the
address of the individual sectors on the disk

When a disk is formatted, it is divided into tracks and
sectors

For example, the formatted disk might contain 50 tracks,
each of which is divided into 10 sectors

Track and sector numbers are used by the OS and disk drive
to identify the stored information

Understanding Hard Disk Drive: Sector Addressing

Cylinders, heads, and sectors (CHS) determine the address of the
individual sectors on the disk

When a disk is formatted, it is divided into tracks and sectors

For example, the formatted disk might contain 50 tracks, each of
which is divided into 10 sectors

Track and sector numbers are used by the OS and disk drive to
identify the stored information



Understanding Hard Disk Drive: |
4K Sectors

O New hard drives use 4096-byte (4 KB or 4K) advanced format sectors

O Generation-one Advanced Format, also called as 4K sector technology, efficiently uses
the storage surface media of a disk by merging eight 512-byte sectors into a single
sector of 4096 bytes

ECC- Error Correction Coding

ECCA0x 10bit
symbols =50 bytes

. ! |
T . Format Efficiency Improvement ﬁ
|

_ |
_Dm

ECC

Understanding Hard Disk Drive: 4K Sectors

New hard drives use advanced-format sectors of 4096 bytes (4 KB or 4K).
This format uses the storage surface media of a disk efficiently by merging
eight 512-byte sectors into a single sector (4096 bytes). The structure of a
4K sector maintains the design elements of 512-byte sectors, with the
beginning and error correction coding (ECC) areas represented by the
identification and synchronization characters, respectively. The 4K sector
technology removes redundant header areas between sectors.

groseaseas 3y GOP ECC- Error Correction Coding
D Syme

i D Address Mark

N One 512 Byte Sector
ECC 40w 10 bit
symbals = 50 bytes
_/

One 4K Byte S Format Efficiency Improvement




Figure 3.3: 4K sector layout



Data Density on a Hard Disk

Datais recorded onto a hard disk using a method called zoned bit recording (also known as
a multiple zone recording)

In this technique, tracks are combined together into zones depending on their distance from

the center of the disk

Each zone is assigned a number of sectors per track

Types of data densities on a hard disk:

© <> ¥
Track Density Arxeal Density Bit Density

Itis defined as the It is defined as the It is the bits per unit
space between tracks number of bits per length of track
on a disk square inch on a platter

y____ e
Data Density on a Hard Disk

Hard disks store data using the zoned bit recording method, which is also
known as multiple zone recording. In this technique, tracks form a collection
of zones depending on their distance from the disk center, and outer tracks
have more sectors than inner tracks. This allows the drive to store more bits
in each outer track than in the innermost zone, which helps achieve a high
total data capacity.

The following are some terms related to the data density on a hard disk:

= Track density: This term refers to the space required by a particular
number of tracks on a disk. Disks with a greater track density can
store more information and offer better performance.

= Areal density: This term refers to the number of bits per square inch
on a platter, and it represents the amount of data a hard disk can
hold.

= Bit density: This term refers to the number of bits a unit length of
track can accommodate.



CHS (Cylinder-Head-Sector) Data Addressing and Disk
Capacity Calculation

The CHS addressing method addresses each physical block
. of data on a hard disk by specifying the cylinder (radius),
head (platter side), and sector (angular position)

,

Example of Disk Capacity Calculation:

A disk drive has 16,384 cylinders, 80 heads, and 63 sectors per track. J
Assume - a sector has 512 bytes. What is the capacity of such a disk? ",

Answer /
f" >

Total Size of the Disk = No. of Cylinders * No. of Heads * No. of Sectors

per Track * 512 bytes per Sector ‘

Total Size of the Disk = (16,384 cylinders) * (80 heads) * (63 sectors / = ;.

track) * (512 bytes / sector)
= 42,278,584,320 bytes

CHS (Cylinder-Head-Sector) Data Addressing and Disk
Capacity Calculation

Hard-disk data addressing is the technique of assigning addresses to
physical blocks of data on HDDs.

CHS (Cylinder-Head-Sector)

The Cylinder—Head—Sector (CHS) process identifies individual sectors on a
hard disk according to their positions in a track, and the head and cylinder
numbers determine these tracks. It associates information on the hard drive
by specifications such as the head (platter side), cylinder (radius), and sector
(angular position).

Example of Disk Capacity Calculation: A disk drive has 16,384 cylinders, 80
heads, and 63 sectors per track. Assume - a sector has 512 bytes. What is
the capacity of such a disk?

Answer

Total Size of the Disk = No. of Cylinders * No. of Heads * No. of Sectors per
Track * 512 bytes per Sector

Total Size of the Disk = (16,384 cylinders) * (80 heads) * (63 sectors / track)
* (512 bytes / sector)



=42,278,584,320 bytes



Measuring the
Hard Disk

Performance @28
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O Datais stored on the hard disk in the form of files

O When a running program requests a file, the hard disk recovers the byte content
of the file and sends the bytes to the CPU, one at a time, for further processing

Hard disk performance is measured by these factors:
H
an\ Seektime: Itis the amount of time

@ Data rate: It is a ratio of the number of
N bytes per second that the hard disk sends required to send the first byte of the

to the CPU i file to the CPU, when it requests the file

Measuring the Hard Disk Performance

Data is stored on the hard disk in the form of files. When a running program
requests a file, the hard disk recovers the byte content of the file and sends
the bytes to the CPU, one at a time, for further processing. Measuring hard
disk drive performance includes calculation of its two characteristics
including the access time and data transfer rate.

Access time

Access time refers to the time taken by a drive to initiate data transfer. This
time depends on the mechanical nature of rotating disks and moving heads.
The following are the main components added to obtain the access time:

= Seek time: This is the time required for a hard-disk controller to find a
particular piece of data. When reading or writing data, the disk heads
move to the correct position through the process of seeking. The time
taken to move read or write disc heads from one point to another on
the disk is the seek time. The seek time is generally between 10 and
20 ms, with the common desktop hard disks having a seek time of
approximately 9 ms.

= Rotational latency: This refers to the rotational delay in the chosen
disk sector to rotate under read or write disk-drive heads. The average



disk rotational latency is half the time taken by the disk to complete
one revolution. The term is applicable only to rotating storage devices
such as HDDs and floppy drives but not tape drives.

Data transfer rate: The data transfer rate of a drive is expressed by
the internal rate, which is the rate of data transfer between the disk
surface and drive controller, as well as the external rate, which is the
rate of data transfer between the drive controller and host system.
The host transfer rate or data transfer rate is the speed at which the
host computer can transfer data from the Integrated Drive Electronics
(IDE)/Enhanced IDE (EIDE) or Small Computer System Interface (SCSI)
to the CPU.

o The data transfer rates at inner zone ranges from 44.2 MB/s to 74.5
MB/s

o The data transfer rate at outer zone ranges from 74.0 MB/s to 111.4
MB/s



Understanding Solid-State Drive (SSD)

1 SSDis a non-volatile storage device that uses NAND flash memory chips to store digital data

] SSDs are faster than HDDs as they have no moving parts, and the read/write performance depends on data connection of the drive

NAND Flash Memory

o Itis the main data storage unit made
up of floatinggate transistors which
retain the charge state even without
power

9 Controller

It is a processor that acts as a bridge between
the flash memory components and the computer
(host) by executing firmware-level software

DRAM
Itis a volatile memory that provides faster read/write

performance

Host Interface
An SSD connects to the host machine using an interface. The commonly used

SSD interfaces are SATA, PCle, SCSI, etc.

SSDPCB——

Understanding Solid-State Drive (SSD)

An SSD is an electronic data storage device that implements solid-state
memory technology to store data in a manner similar to an HDD. In
electronics, the term “solid state” refers to an electronic circuit built entirely
with semiconductors. SSDs use the following two types of memory.

= NAND-based SSDs: These SSDs use solid-state  NAND memory
microchips to store data. NAND memory is non-volatile in nature and
retains memory even without power. Therefore, the data in these
microchips are in a non-volatile state and do not need any moving
parts. NAND memory was developed primarily to reduce the cost per
bit of data storage. However, it is still more expensive than optical
memory and HDDs. NAND-based memory is widely used today in
mobile devices, digital cameras, MP3 players, etc. It allows only a
finite number of writes over the device lifetime.

= Volatile RAM-based SSDs: SSDs based on volatile memory such as
dynamic RAM (DRAM) are used when applications require fast data
access. These SSDs include either an internal chargeable battery or an
external AC/DC adapter, as well as backup storage. Data resides in the
DRAM during data access and is stored in the backup storage in case
of a power failure.



Advantages of SSD

The three major advantages of SSD over magnetic hard drives are as
follows:

= Faster data access
= Lower power usage

= Higher reliability

Figure 3.4: Structure of SSD

Components of SSD

1. NAND flash memory—It uses non-volatile storage technology to store
data and consists of floating gate transistors that do not require
power to retain data

2. Controller—It is an embedded processor that acts as a bridge
between the flash memory components and the system by executing
firmware-level software

3. DRAM—It is a volatile memory and requires power to retain data.
DRAM is included in an SSD to increase its read/write performance.

4. Host interface—Based on performance requirements, various host
interfaces are used in SSDs. Commonly used SSD host interfaces
include Serial Advanced Technology Attachment (SATA), Peripheral
Component Interconnect Express (PCle), and SCSI.



Disk Interfaces

ATA/PATA (IDE/EIDE) Serial ATA/ SATA (AHCI) Serial Attached SCSI
ATA !Ad“"*d TE"_""U'DEY .Aﬁachment) is the Itis an advancement of ATA and uses serial SAS (Serial Attached SCSI) is the successor and
official ANSI (American National Standards signaling, unlike IDE’s parallel signaling an advanced alternative to parallel SCSlin
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Disk Interfaces

A storage drive connects to a PC using an interface. There are various types
of interfaces, including IDE, SATA, PCle, and SCSI.

= ATA/PATA (IDE/EIDE)

IDE is a standard electronic interface used between a computer
motherboard’s data paths or bus and the computer’s storage devices,
such as HDDs, SSDs, and CD-ROM/DVD drives. The IBM PC Industry
Standard Architecture (ISA) 16-bit bus standard is the base for the IDE
interface, which offers connectivity in computers that use other bus
standards. The official IDE of the American National Standards
Institute (ANSI) is the Advanced Technology Attachment (ATA).



Figure 3.5: ATA/PATA (IDE/EIDE)

= Parallel ATA

Parallel ATA (PATA), based on parallel signaling technology, offers a
controller on the disk drive itself and thereby eliminates the need for
a separate adaptor card. PATA standards only allow cable lengths up
to 46 cm (18 in).

PATA has the following features:
o Relatively inexpensive
o Easy to configure
o Allows look-ahead caching
= Enhanced Integrated Drive Electronics (EIDE)

Most computers sold today use an enhanced version of IDE called
Enhanced Integrated Drive Electronics (EIDE). IDE drives connect with
PCs using an IDE host adapter card. The IDE controller in modern
computers is a built-in feature on the motherboard. EIDE is an
extension to the IDE interface that supports the ATA-2 and ATA Packet
Interface (ATAPI) standards. The motherboard contains two types of
EIDE sockets. A socket connects two drives, namely 80 wire cables for
fast hard drives and a 40-pin ribbon cable for CD-ROMs/DVD-ROM:s.
Enhanced or Expanded IDE is a standard electronic interface
connecting a computer’s motherboard to its storage drives. EIDE can
address a hard disk larger than 528 Mbytes, allows quick access to the
hard drive, and provides support for direct memory access (DMA) and



additional drives such as tape devices and CD-ROM drives. When
updating a computer system with a larger hard drive, the EIDE
controller is inserted in the system card slot. The EIDE accesses drives
larger than 528 Mbytes by using a 28-bit Logical Block Address (LBA)
to indicate the actual head, sector, and cylinder locations of the disk
data. The 28-bit LBA provides sufficient information to identify unique
sectors in a storage device with a capacity of 8.4 GB.

Serial ATA

Serial ATA (SATA) offers a point-to-point channel between the
motherboard and drive. The cables in SATA are shorter in length than
those in PATA. It uses four-wire shielded cables of up to 1 m in length.
SATA cables are more flexible, thinner, and lighter than the ribbon
cables required for conventional PATA hard drives.

SATA has the following features:

o High operation speed

o Easy to connect to storage devices
o Easy to configure

o Transfers data at a rate of 1.5 Gbps (SATA revision 1.0) and 6 Gbps
(SATA revision 3)

Drive and motherboard connectivity through a SATA point-to-point
channel are based on serial signaling technology. This technology
enables data transfer at a rate of approximately 1.5 Gbps in a half-
duplex channel mode.

Figure 3.6: Serial ATA



= SCSI

SCSl is a set of ANSI standard electronic interfaces that allow personal
computers to communicate with peripheral hardware such as disk
drives, tape drives, CD-ROM drives, printers, and scanners. Adopted
by Apple Computer, Inc. and still used in the Macintosh, the present
sets of SCSIs are parallel interfaces. SCSI ports continue to be available
as a built-in feature in various PCs today and are supported by all
major OSes. In addition to providing faster data rates, SCSI is more
flexible than earlier parallel data transfer interfaces. SCSI allows up to
7 or 15 devices (depending on the bus width) to be connected to a
single SCSI port in a daisy-chain fashion. This allows one circuit board
or card to accommodate all the peripherals, rather than having a
separate card for each device, making it an ideal interface for use with
portable and notebook computers. A single host adapter, in the form
of a PC card, can serve as a SCSI interface for a laptop, freeing up the
parallel and serial ports for use with an external modem and printer
while additionally allowing the usage of other devices.

Specifications of SCSI standards:

. . Maximum
Maximum Cable Maximum

Technology Name Length (meters) | Speed (MBps) Number of

8 P P Devices
SCSI-1 6 5 8
SCSI-2 6 5-10 8orl6
Fast SCSI-2 3 10-20 8
Wide SCSI-2 3 20 16
Fast Wide SCSI-2 3 20 16
Ultra SCSI-3, 8-Bit 1.5 20 8
Eilttra SCSI-3, 16- 15 40 16




Ultra-2 SCSI 12 40 8
Wide Ultra-2 SCSI 12 80 16
Ultra-3

(Ultra160/m) 12 160 16
ScCsli

Table 3.1: SCSI Standards

A
\.\

¥

Figure 3.7: SCSI
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= Serial Attached SCSI

Serial Attached SCSI (SAS) is a point-to-point serial protocol that
handles data flow among computer storage devices such as HDDs and
tape drives. It is the successor to Parallel SCSI and uses the standard
SCSI command set.

SAS is chosen over SCSI because of its flexibility and other beneficial
features, as explained below:

o While the latest parallel SCSI standard can support a maximum of
only 16 devices, SAS makes use of expanders and can support up to
65,535 devices

o SAS is free from issues such as termination and clock skew

o As SAS is a point-to-point technology, it is not affected by resource
contention issues, which were common in parallel SCSI

o SAS drives prove better performance, scalability, and reliability in
storage applications than SCSI drives, and they can operate in



environments where SCSI drives cannot

N

Figure 3.8: Serial Attached SCSI
= PCle SSD

A PCle SSD is a high-speed serial expansion card that integrates flash
directly into the motherboard. These devices connect to the host
machine through its own serial link by eliminating the need to share a
bus, reducing latency, and enhancing the data transfer speeds
between a server and storage. The speed of data transfer is
determined by the number of PCle lanes per SSD. PCle 5.0 was
launched on May 29, 2019 and has a bandwidth of 32 GT/s (~128
GB/s), making it ideal for applications such as artificial intelligence,
machine learning, gaming, visual computing, storage, and networking.



Figure 3.9: PCle SSD

= SSD Storage Protocol: NVMe SSD

Non-Volatile Memory Express (NVMe) is a storage protocol developed
for NAND flash memory and high-performance SSDs that use PCle
card slot technology. With its parallel queuing system, NVMe
overcomes the limitations of SATA and other SSD storage options. It
can handle heavier workloads, reduce latency, and offer better queue
support than SATA/Advanced Host Controller Interface (AHCI) SSDs,
significantly boosting performance and mitigating CPU bottlenecks.
Currently, NVMe supports three form factors: add-in PCle cards, M.2
SSDs, and 2.5-inch U.2 SSDs.
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Explain the Logical Structure of a Disk

The data stored in a computer are organized in the form of files/directories
according to the tree structure stored on the hard drive. The logical
structure of a hard disk is compatible with the OS installed on it. The hard
disk needs the logical structure to understand the hard drive and resolve
any disk-related problems. The master boot record (MBR) is the first sector
on the hard drive, and it contains boot loaders and partition tables accessed
by the OS.



Logical Structure of Disks

The logical structure of a hard disk is the file systemand
software utilized to control access to the storage on the
disk

..'"2.'-'-; A DL A
Lerpls -—---------‘&L‘ﬂ-ﬂ?i A A hard disk’s logical structure has a significant influence
g Ladddbiaiidan ! r on the performance, consistency, expandability, and
/ - compatibility of the storage subsystem of the hard disk

Different OSes have different file systems and use various
methods of arranging and controlling access to data on
the hard disk

Logical Structure of Disks

A hard disk’s logical structure mainly depends on the file systems used and
the software, such as OS. These factors control and define the process of
data access on the hard disk. OSes use different types of file systems, and
those file systems use various other types of controlling and accessing
mechanisms for data on the hard disk. OSes organize the same hard disk in
many different ways. The logical structure of the hard disk directly
influences the consistency, performance, compatibility, and expandability of
the storage subsystems of the hard disk.




Clusters

A cluster is the smallestlogical storage unit on a hard disk

It is a set of sectors within a disk ranging from cluster number 2 to 32 or more,
depending on the formatting scheme in use

The file system divides the storage on a disk volume into discreet chunks . _—
of data for efficient disk usage and performance. These chunks are called
clusters

The process by which files are allocatedto clusters is called allocation;
therefore, clusters are also known as allocation units
’ . I

In the File Allocation Table (FAT) file system, the clusters linked with a file keep
track of file data in the hard disk’s file allocation table

Clusters

Clusters are the smallest accessible storage units on a hard disk. File
systems divide the volume of data stored on the disk into discreet chunks of
data for optimal performance and efficient disk usage. Clusters are formed
by combining sectors to ease the process of handling files. Also called
allocation units, clusters are sets of tracks and sectors ranging from cluster
number 2 to 32 or higher, depending on the formatting scheme. File
allocation systems must be flexible to allocate the required sectors to files.
The allocation can be of the size of one sector per cluster. Any read or write
process consumes a minimum space of one cluster.

To store a file, the file system should assign the required number of clusters
to it. The cluster size entirely depends on the disk volume and varies from 4
to 64 sectors. In some cases, the cluster size may be 128 sectors. The
sectors located in a cluster are continuous. Therefore, every cluster is a
continuous chunk of space on the hard disk. In a cluster, when the file
system stores a file smaller than the cluster size, the extra space gets
wasted and is called slack space.



Cluster Size

H Q Cluster sizing has a significant impact on the performance of
an 0S and disk utilization

Cluster size can be altered for optimum disk storage

The size of a cluster depends on the size of the disk partition
» and type of file system installed on the partition

A large cluster size (greater than one sector) has the
following effects:

= Minimizes the fragmentation problem
= |ncreases the probability of unused space in the cluster

= Reduces the disk storage area in which information can be
saved

= Reduces the unused area on the disk

i e et e

Cluster Size

Cluster sizing has a significant impact on the performance of an OS and disk
utilization. Disk partitioning determines the size of a cluster, and larger
volumes use larger cluster sizes. The system can change the cluster size of
an existing partition to enhance performance. If the cluster size is 8192
bytes, the file system allocates a whole cluster to store a file of 5000 bytes.
If the file size is 10,000 bytes, the file system allocates two clusters
amounting to 16,384 bytes in storage space. Therefore, cluster size plays a
vital role in maximizing the efficient use of the disk. The use of a large
cluster size diminishes the fragmentation problem, but it greatly increases
chances of unused space.

The file system running on the computer maintains the cluster entries.
Clusters form chains on the disk using continuous numbers, for which it is
not necessary to store an entire file in one continuous block on the disk.
The file system can store it in pieces located anywhere on the disk as well as
move it anywhere after creating the file. This cluster chaining is invisible to
the OS. Users can change the cluster size only when reformatting the drive.

The following are the steps to change the cluster size:

= Right-click the drive that you want to format and select Format



= In the Format dialog box, choose the allocation unit size the newly
formatted drive is supposed to use. The cluster size can range from
512 bytes to 4096 bytes



Lost Clusters

When the OS marks clusters as used but does not allocate
them to any file, such clusters are known as lost clusters

A lost clusteris a FAT file system error that results from the
manner in which the FAT file system allocates space and
chainsfiles together

It is mainly the result of a logical structure error and not a
physical disk error

They usually occur because of interrupted file activities
caused when, for example, a file is not properly closed;
thus, the clusters involved in such activity are never linked
correctly to a file

CHKDSK is a system tool in Windows that authenticates
the file system reliability of a volume and repairs logical
file system errors

1¢h © by 16 Somil. 4 s

Lost Clusters

A lost cluster is a File Allocation Table (FAT) error that occurs when the OS
marks clusters as used but does not allocate any file to them. The error
originates from the process used by the FAT file system to assign spaces and
group files together. It is mainly a logical structure error and not a physical
disk error. Lost clusters occur when the user does not close files properly or
shuts down a computer without closing an application. These errors also
occur owing to disk corruptions such as bad drivers and resource conflicts.
OSes mark these clusters as in use, although they have no files assigned or
linked to them. Disk-checking programs can examine a complete disk
volume for lost clusters. To detect lost clusters, one can use a program that
can save them as a file or clear them. The latter generates and links artificial
files to these clusters. This method will result in damage to the newly
formed file; however, orphaned data are visible, and it is possible to recover
some parts of those data.

Disk-checking programs can scan the computer system for lost clusters using
the following procedure.

= A duplicate copy is generated in the memory of FAT while noting all of
the clusters marked as “in use.”



= Beginning from the root directory, the clusters utilized by a file are
traced and marked as “accounted for” to connect them to the file.
This procedure is repeated for all the subdirectories.

= Lost clusters or “orphan” clusters are marked in the FAT as being used
but have no link to any file.

Chkdsk.exe or Check Disk is a built-in Windows utility that helps detect
errors in the file system and disk media. The Check Disk utility should be
used in the case of issues such as blue screens and difficulty to open or save
files or folders. This utility also checks for bad sectors and lost clusters.

Steps to use the command-line version of the Check Disk utility:
= Open Command Prompt by typing cmd in the Run utility

= Enter chkdsk in Command Prompt to run the Check Disk utility in the
read-only mode

m After completing a scan, the Check Disk utility will display the status of
the current drive



Bl Administrater Command Prompt - O x

Figure 3.10: Checking disk utility



Slack Space

(%) o)

Slack space is the storage If the file size is less than the cluster For example, if the partition size is 4
area of a disk between the size, a full cluster is still assigned to GB, each cluster will be 32 KB in size.
end of a file and the end of that file. The remaining unused space Even if a file requires only 10 KB, the
a cluster is called slack space. entire 32 KB will be allocated to that

file, resultingin 22 KB of slack space.

Cluster 4242  Size: 2048 (2K)

A

User_File.txt Slack Space
Last 256 Or Slack Space
bytes Filled by OS

User_File.txt
First 512 bytes

Slack Space

A Sector 1 AA Sector 2 AN Sector 3 A Sector 4 A
T T T T
512 Bytes 512 Bytes 512 Bytes 512 Bytes

Slack Space

Slack space is the wasted area of a disk cluster lying between the end of a
file and the end of the cluster; it is created when the file system allocates a
full cluster to a file smaller than the cluster size. A large number of files and
a large cluster size result in wasted disk space owing to slack space. DOS
and Windows file systems use fixed-size clusters. The size consumed by a
file within a cluster is independent of the data storage, although the file
system reserves the entire space within a cluster for a file. Older versions of
Windows and DOS used a 16-bit allocation table, resulting in a large cluster
size for large partitions. For example, if the size of each partition is 4 GB, the
size of each cluster is 32 KB, and a file requires only 10 KB, then the system
allocates a whole 32 KB cluster, resulting in 22 K of slack space.

Cluster 4242 , Size: 2048 (2K)

|
v
- User_File.txt Slack Space
F:Jr::':s_::::::s Last 256 or Slack Space Slack Space
bytes Filled by OS
A Sector 1 Y Y Sector 2 AA Sector 3 M Sector 4 A

I | | T
512 Bytes 512 Bytes 512 Bytes 512 Bytes

Figure 3.11: lllustration of slack space



To eliminate this inefficiency, the system uses partitioning. Another
approach to reduce the slack space is to use the New Technology File
System (NTFS), which allows much smaller clusters on large partitions than
FAT does. Archiving infrequently used files can also use compression to
reduce slack. As the size of disks is increasing, the slack space problem is
gaining importance.

File Slack Types

= RAM slack: RAM slack is the data storage space that starts from the
end of a file to the end of the last sector of the file

= Drive slack: Drive slack is the data storage space that starts from the
end of the last sector of a file to the end of the last cluster of the file

In the field of forensic investigation, slack space is an important form of
evidence. Often, slack space can contain relevant suspect information
required by a prosecutor to present as evidence in court. For example, if the
suspect deleted the files of an entire hard-drive cluster and saved new files,
which filled half of the cluster, the other half may not be empty. It can
contain the data of the deleted files. Forensic examiners can collect this
data by using computer forensic tools.



Master Boot Record (MBR)

1 3

A master boot record (MBR) is In practice, MBR almost always
the first sector ("sector zero") of refers to the 512-byte boot sector
a data storage device such asa m (or partition sector) of a disk

hard disk

2 4

The information regarding the

files on the disk, their locations
and sizes, and other important
datais stored in the MBR file -

MBR is used for the following:

€ Holding a partition table which refers to
the partitions of a hard disk

Bootstrapping an OS

€ Distinctively recognizing individual hard
disk media with a 32-bit disk signature

Master Boot Record (MBR)

Master Boot Record (MBR) refers to a hard disk’s first sector or sector zero,
which specifies the location of an OS for the system to load into the main
storage. MBR is also called the partition sector or master partition table as it
contains a table that locates partitioned disk data. A program in the record
loads the rest of the OS into the RAM.

An MBR file contains information about various files present on the disk,
their locations, and sizes. In practice, MBR almost always refers to the 512-
byte boot sector or partition sector of a disk. The fdisk/MBR commands
help in creating MBR in Windows and DOS. When a computer boots, the
BIOS refers to this first sector for boot-process instructions and information
about how to load the OS.

The MBR is used for:
= Holding a partition table which refers to the partitions of a hard disk
= Bootstrapping an OS

= Distinctively recognizing individual hard disk media with a 32-bit disk
signature

The MBR consists of the following structures:



= Partition Table

A partition table is a 64-byte data structure that stores information
about the types of partitions present on the hard disk and their
locations. This table has a standard layout that does not depend on
the OS. It is capable of describing only four partitions, which are
primary or physical partitions. All other partitions are logical partitions
linked to one of the primary partitions.

= Master Boot Code

The master boot code is a small piece of computer code that the
system loads into the BIOS and executes to initiate the system’s boot
process. After execution, the system transfers the controls to the boot
program present on the active partition to load the OS.

The master boot code implements the following functions:

= Examines the partition table to find the active partition

Locates the first sector of the active partition

Loads a boot sector copy from the active partition into memory

Transfers control to the executable code in the boot sector



Structure of a Master Boot Record
The structure of MBR consists of three parts: L]
1
1
1
1
ﬁ Master Boot Code or Boot Strap — It isan : s Description Sizbe i';s
executable code and responsible for loading OS \ Hex | Oct | Dec v
into computer memory. It consists of a data : o || eam || @ | e (mi44046)
structure of 446 bytes. -
: 01B8 | 0670 440 | Disk Signature (Optional) 4
ﬁ Partition Table — It maintainsthe data of all | DaBCR0CZAR A |V suallyibils:0x0000 2
i i+ i | Table of Primary Partitions
the hard disk partitions and consists of a data | O18E | 0676 | 446 | (rour 16 byte entics 16W portition &
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: O1FE | 0776 | 510 |SSh MBR Signature; 5
1 01FF 0777 511 AAh LR
p—{> Disk Signature — It is located at the end of 1 ]
: ; MBR, Total Size: 446 + 64=2 = 512
the MBR and contains anly 2 bytes of data. It is :
required by BIOS during booting. |
1
¢

Structure of a Master Boot Record
The structure of MBR consists of three parts:

= Master Boot Code or Boot Strap — It is an executable code and
responsible for loading OS into computer memory. It consists of a
data structure of 446 bytes.

= Partition Table — It maintains the data of all the hard disk partitions
and consists of a data structure 64 bytes

= Disk Signature — It is located at the end of the MBR and contains only
2 bytes of data. It is required by BIOS during booting.



Address

. Size in
Description bytes
Hex Oct Dec v
440
0000 | 0000 0 Code Area (max. 446)
0O1B8 | 0670 440 Disk Signature (Optional) 4
01BC | 0674 4l Usually Nulls; 0x0000 2
Table of Primary Partitions
O1BE 0676 446 (Four 16-byte entries, IBM partition B4
table scheme)
01FE 0776 510 ‘ 55h ’ MBR Signature;
{ | | ' 2
O1FF 0777 511 AAh U >
MBR, Total Size: 446 +64=2 = 512

Table 3.2: Structure of MBR

Systems running Windows and DOS use the MBR file to hold the
information regarding the files on the disk. Many products replace the MBR
file provided by the Microsoft OS. A few third-party utility tools are useful
while installing two or more OSes on a disk. Investigators require many data
acquisition tools for forensic investigation as one vendor product may not
be reliable for computer forensic tasks. In UNIX/Linux, the dda command

helps create backups and restore MBR.

Backing up MBR
dd if=/dev/xxx of=mbr.backupbs=512 count=1

Restoring MBR
dd if=mbr.backup of=/dev/xxx bs=512 count=l



Disk Partitions

[ Disk partitioning is the creation of logical divisions on a storage device (HDD/SSD) to allow the
user to apply OS-specific logical formatting

{

[ The disk-partitioning process is the same for both HDDs and SSDs

Primary Partition Extended Partition
= |tis adrivethat holdsthe information = |tis alogicaldrive that holds the
regarding the OS, system area, and other information regarding stored data and files
information required for booting in the disk

= |n MS-DOS and earlier versions of Microsoft —
Windows systems, the first partition (C:)

must be a "primary partition" ‘
o

Disk Partitions

Disk partitioning is the creation of logical divisions on a storage device
(HDD/SSD) to allow the user to apply OS-specific logical formatting. The
disk-partitioning process is the same for both HDDs and SSDs. Partitioning
refers to the creation of logical drives for effective memory management,
and a partition is a logical drive for storing data. Hidden partitions created
on a drive can hide data. The inter-partition gap is the space between the
primary partition and the secondary partition. If the inter-partition drive
contains hidden data, disk-editor utilities such as Disk Editor can be used to
change the information in the partition table. Doing so will remove all the
references to the hidden partition, which have been hidden from the OS.
Another method to hide data is to place the data, which may be digital
evidence, at the end of the disk by declaring a smaller number of bytes than
the actual size of the drive. Disk Editor allows an investigator to access these
hidden or vacant areas of the disk.

Partitions are of the following two types:

= Primary partition: It is the drive that holds information regarding the
OS, the system area, and other information required for booting. In
MS-DOS and earlier versions of Microsoft Windows systems, the first
partition (C:) must be a primary partition.




= Extended partition: It is the logical drive that holds information
regarding the data and files stored on the disk. Various tools are
available for examining disk partitions. A few disk-editor tools are Disk
Edit, WinHex, and Hex Workshop. These tools enable users to view file
headers and important information about files. Both these features
require the analysis of the hexadecimal codes that an OS identifies
and uses to maintain the file system.



BIOS Parameter Block (BPB)

O The BIOS parameter block (BPB) is a data structure in the partition boot sector
U 1t describes the physical layout of a data storage volume, such as the number of heads and the size of the tracks on the drive

U BPB in file systems such as FAT12 (except in DOS 1.x), FAT16, FAT32, HPFS (High Performance File System), and NTFS (New Technology
File System) defines the filesystem structure

U The BPB length varies for FAT16, FAT32, and NTFS boot sectors due to different types of fields and the amount of data stored in them

O BPB assists investigators to locate the file table on the hard drive

Format of Full DOS 7.1 Extended BIOS Parameter Block (79 bytes) for FAT32: NTFS - Format of Extended BPB for NTFS (73 bytes):

Sectoroffset BPB offset  Field length Description Sectoroffset ~ BPBoffset  Field length Description
| ox008 ax00 25BYTEs  DOS331BPB 0x008 0x00 25 BYTEs DOS 3.31 BPB
0x024 ox18 DWORD Logical sectors per FAT ox024 ox1g BYTE Physical drive number (identical to DOS 3.4 E8PE)
0x028 0x10 WORD Mirroringflagsete %025 Ox1A BYTE Flagsetc_ (identical to DOS 3.4 EBPB)
Ll (LA il il i e o Extended boot signature (0x80 aka "8.0")
0x02C ox21 DWORD  Root directory cluster {similar to DOS 3.4 EBPB and DOS 4.0 E8PB)
0x030 ox25 WORD Locatien of filesystem Information Sector 0x027 oxic BYTE Reserved
0x032 ox27 WORD Location of backup sector(s) e s QWORD A R
0x034 ox29 12 BYTES Re d (boot fil
" - T ok fite b 0x030 0x25 QWORD First cluster number of the MFT (Master File Table)
0x040 ox3s BYTE Physicaldrive number
0x038 0x20 QWORD First cluster number of the MET mirror
0x041 ox36 BYTE Flags etc.
0x040 EH] DWORD MFT record size
0x042 ox37 BYTE Extended boot signature (0x29)
0x043 0x38 DWORD Volume serial number 0xDa4 0x38 DWORD ezl 22
TRrE e e FEieeEe 0x048 0x30 QWORD Volume serial number
0x052 0x47 8 BYTES File-system type 0x050 ox45 DWORD Checksum

-
BIOS Parameter Block (BPB)

The BIOS parameter block (BPB) is data structure situated at sector 1 in the
volume boot record (VBR) of a hard disk and explains the physical layout of
a disk volume. On partitioned devices such as hard disks, it describes the
volume partition, whereas on unpartitioned devices, it describes the entire
medium. Any partition that includes floppy disks can use BPB, which also
describes the basic file-system architecture. The length of BPB varies across
the listed file systems (i.e., FAT16, FAT32, and NTFS) because different file
systems store different volumes of data and maintain different types of
fields in the BPB. BPB assists investigators to locate the file table on the hard
drive.

Format of Full DOS 7.1 Extended BIOS Parameter Block (79
bytes) for FAT32:

Sector offset | BPB offset | Field length | Description

0x00B 0x00 25 BYTEs DOS 3.31 BPB

0x024 0x19 DWORD Logical sectors per FAT

0x028 0x1D WORD Mirroring flags etc.




0x02A Ox1F WORD Version

0x02C 0x21 DWORD Root directory cluster

0x030 0x25 WORD ;Zzict;iron of file system Information
0x032 0x27 WORD Location of backup sector(s)
0x034 0x29 12 BYTEs Reserved (boot file name)
0x040 0x35 BYTE Physical drive number

0x041 0x36 BYTE Flags etc.

0x042 0x37 BYTE Extended boot signature (0x29)
0x043 0x38 DWORD Volume serial number

0x047 0x3C 11 BYTEs Volume label

0x052 0x47 8 BYTEs File-system type

Table 3.3: Extended BPB for FAT32

NTFS - Format of Extended BPB for NTFS (73 bytes):

Sector offset | BPB offset | Field length | Description

0x00B 0x00 25 BYTEs DOS 3.31 BPB

0x024 0x19 BYTE ;l:lysélEc;iIB?nve number (identical to DOS

0x025 Ox1A BYTE Flags etc. (identical to DOS 3.4 EBPB)
Extended boot signature (0x80 aka

0x026 Ox1B BYTE (:ﬁil)ar to DOS 3.4 EBPB and DOS 4.0
EBPB)

0x027 0x1C BYTE Reserved

0x028 0x1D QWORD Sectors in volume

0x030 0x25 QWORD First cluster number of the MFT

(Master File Table)




0x038 0x2D QWORD First cluster number of the MFT mirror
0x040 0x35 DWORD MFT record size

0x044 0x39 DWORD Index block size

0x048 0x3D QWORD Volume serial number

0x050 0x45 DWORD Checksum

Table 3.4: Extended BPB for NTFS




Globally Unique Identifiexr (GUID)

O The Globally Unique Identifier (GUID) is a 128-bit unique reference number used as an identifierin computer
software

In general, GUIDs are displayed as 32 hexadecimal digits with groups separated by hyphens

*
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['_, Common Uses:

e nct set]

@ In Windows Registry, GUIDs are used to identify COM
(Component Object Model) DLLs (dynamic-link libraries)

-B003-35EC-B441- 651 6F36TADFT)

@ In database tables, GUIDs are used as primary key values

@ In some instances, a website may assign a GUID to a user’s
browser to record and track the session

E291-BODS- JSEC-541- 881 EFSATADET)

@ Windows assigns a GUID to a username to identify user
accounts

Globally Unique Identifier (GUID)

The Globally Unique Identifier (GUID) is a 128-bit unique number generated
by the Windows OS for identifying a specific device, a document, a database
entry, and/or the user. In general, GUIDs are displayed as 32 hexadecimal
digits with groups separated by hyphens. For example, while browsing a
website, a GUID is generated and assigned to the browser, which helps in
tracking and recording the user’s browsing session. The Windows OS assigns
a GUID to the registry for recognizing Component Object Model (COM)
dynamic-link libraries (DLLs) as well as to user accounts by username
(domain).

Common Uses:

= |In Windows Registry, GUIDs are used to identify COM (Component
Object Model) DLLs (dynamic-link libraries)

= |n database tables, GUIDs are used as primary key values

= |n some instances, a website may assign a GUID to a user’s browser to
record and track the session

= Windows assigns a GUID to a username to identify user accounts
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Figure 3.12: GUIDs in Windows Registry



GUID Partition Table (GPT)

O Unified Extensible Firmware Interface (UEFI) replaces legacy BIOS firmware interfaces

GUID Partition Table Scheme
] UEFIis a specification that defines a software interface between an 0S and platform

firmware tag Protective MBR
O It uses a partition system known as GUID Partition Table (GPT), which replaces the LBA1 Primary GPT Header I
traditional MBR {n 2 Bt | ez | engs | e | 2
E
Advantages of GPT disk layout: e e £
LBA34
ti:l‘l Supports up to 128 partitions and uses
K =4 64-bit Logical Block Addresses (LBAs)
q ‘ ‘ ,‘) 2 Supports a maximum partition size
« D ranging from 2 Tebibytes (TiB) to 8
Zebibytes (ZiB)
LBA-34
1BA-33 E
E Provides primary and backup partition e Enticeals E
v tablesfor redundancy o Secondary GPT Header 2

GUID Partition Table (GPT)

GUID is a standard partitioning scheme for hard disks and a part of the
Unified Extensible Firmware Interface (UEFI), which replaces legacy BIOS
firmware interfaces. UEFI uses partition interfacing systems that overcome
the limitations of the MBR partitioning scheme.

The MBR partition scheme uses 32 bits for storing Logical Block Addresses
(LBAs) and the size information on 512-byte sectors. Similar to modern
MBRs, GPTs use logical block addressing (LBA) instead of the cylinder—head-
sector (CHS) addressing. In the GUID partition table (GPT), each logical block
is of 512 bytes, and each partition entry is of 128 bytes; the negative
addressing of logical blocks starts from the end of the volume, with -1
addressing the last addressable block. LBA O stores the protective MBR, LBA
1 contains the GPT header, and the GPT header comprises a pointer to the
partition table or Partition Entry Array at LBA 2.

UEFI assigns 16,384 bytes for the Partition Entry Array. Since the disk has
512-byte sectors with a partition entry array of 16,384 bytes and a
minimum size of 128 bytes for each partition entry, LBA 34 is the first usable
sector.

The following are the advantages of the GPT disk layout:




Supports a maximum partition size ranging from 2 Tebibytes (TiB) to 8
Zebibytes (ZiB)

It allows users to have 128 partitions in Windows using the GPT
partition layout

GPT partition and boot data are more secure than MBR because GPT
stores data in multiple locations across a disk

Provides primary and backup partition tables for redundancy
It uses cyclic redundancy checks (CRCs) to ensure data integrity

Uses CRC32 checksums that detect errors in the header and partition
table

GUID Partition Table Scheme

A
LA D Protective MBR
LBA 1 Primary GPT Header =
]
LBA 2 Entry 1 Entry 2 Entry 3 Entry 4 2
E
LA Entries 5-128 £
LBA 34
Partition 1
Partition 2
Remaining Partitions
LBA -34
LBA -33 Entry 1 | Entry 2 | Entry3 | Emtryd e
>
Entries 5-128 &
LBA -2 £
e i £
2
LBA -1 Secondary GPT Header 2

Figure 3.13: GUID partition table scheme
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This section discusses both the Windows boot processes, BIOS-MBR and
UEFI-GPT, and how to identify the presence of an MBR or a GPT partitioning

scheme in the disk; additionally, flow charts explaining the boot process of
Linux and Mac OSes are presented.



What is the
Booting Process

Types of Booting

O Bootingrefers to the process of starting or
restarting the OS when the userturnson a
computer system

Cold boot (Hard boot)
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What is the Booting Process?

v Itis the process of restarting a computer that is already turned
on. A warm boot might occur when the system encounters a

program error or requires a restart to make certain changes
after installing a program, etc.

Booting refers to the process of starting or restarting the OS when the user
turns on a computer system. The process includes the initialization of both
hardware and software.

The booting process can be of the following two types:

= Cold boot (Hard boot): This process occurs when the user first turns
on the computer. Also called as hard booting, this is required after the
user completely cuts the power supply to the system.

= Warm boot (Soft boot): It is the process of restarting a computer that
is already turned on. A warm boot might occur when the system
encounters a program error or requires a restart to make certain
changes after installing a program, etc.

During the process of booting, the computer loads the OS to its memory or
RAM and prepares it for use. During initialization, the system switches on
the BIOS and loads it onto the RAM. BIOS stores the first instruction, which
is the command to perform the power-on self-test (POST). Under POST, the
system checks the BIOS chip and complementary metal-oxide—
semiconductor (CMOS) RAM.



If the POST detects no battery failure, it continues to start other parts of the
system by checking the hardware devices and secondary storage devices.
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Ntoskrnl.exe

Executive and kernel

Executive and kernel with support for Physical Address Extension

Ntkrnlpa.exe (PAE)
Hal.dll Hardware abstraction layer

Win32k.sys Kernel-mode part of the Win32 subsystem

Internal support functions and system service dispatch stubs to

il executive functions
Kernel32.dll
Advapi32.dil

Win32 subsystem DLL files
User32.dll

Gdi32.dll

Essential Windows System Files

After the installation of an OS, the setup program creates folders and the
required files on the system drive.

File Names Description
Ntoskrnl.exe Executive and kernel
Executive and kernel with support for Physical Address
Ntkrnlpa.exe Extension (PAE)
Hal.dll Hardware abstraction layer
Win32k.sys Kernel-mode part of the Win32 subsystem
Internal support functions and system service dispatch
Ntdil.dll . .
stubs to executive functions
Kernel32.dll
Advapi32.dil
Win32 subsystem DLL files
User32.dll
Gdi32.dil




Table 3.5: Windows system files



Windows Boot Process: BIOS-MBR Method

» Windows XP, Vista, and 7 OSes power on and start up using the traditional BIOS-MBR method

oo
@@ ~ OSes starting from Windows 8 and above use either the traditional BIOS-MBR method or newer
UEFI-GPT method according to the user’s choice
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Windows Boot Process: BIOS-MBR Method
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Figure 3.14: Windows boot process BIOS-MBR method

Windows XP, Vista, and 7 OSes power on and start up using the
conventional BIOS-MBR method, whereas Windows 8 and later versions use
either the conventional BIOS-MBR method or the newer UEFI-GPT method

according to the user’s choice.

Detailed below is process that occurs within the system when it is switched

on.



10.

11.

12.
13.

. When the user switches the system ON, the CPU sends a Power Good

signal to the motherboard and checks for the computer’s BIOS
firmware

. BIOS starts a power-on self-test (POST), which checks if all the

hardware required for system boot are available and loads all the
firmware settings from non-volatile memory onto the motherboard

.If POST is successful, add-on adapters perform a self-test for

integration with the system

. The pre-boot process is completed with POST, detecting a valid system

boot disk

. After POST, the computer’s firmware scans the boot disk and loads

the master boot record (MBR), which searches for basic boot
information in Boot Configuration Data (BCD)

. MBR triggers Bootmgr.exe, which locates the Windows loader

(Winload.exe) on the Windows boot partition and triggers
Winload.exe

. The Windows loader loads the OS kernel ntoskrnl.exe

. Once the Kernel starts running, the Windows loader loads hal.dll,

boot-class device drivers marked as BOOT_START, and the SYSTEM
registry hive into the memory

. The kernel passes the control of the boot process to the Session

Manager Process (SMSS.exe), which loads all other registry hives and
drivers required to configure the Win32 subsystem run environment

The Session Manager Process triggers Winlogon.exe, which presents
the user login screen for user authorization

The Session Manager Process initiates the Service Control Manager,
which starts all the services, the rest of the non-essential device
drivers, the security subsystem LSASS.EXE, and Group Policy scripts

Once user logs in, Windows creates a session for the user

The Service Control Manager starts explorer.exe and initiates the
Desktop Window Manager (DMW) process, which initializes the
desktop for the user






Identifying the MBR Partition
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Figure 3.15: Identifying MBR partition




Windows Boot Process: UEFI-GPT

| UEFI-GPT >

___________________________________________
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Windows Boot Process: UEFI-GPT

The EFl boot manager controls the UEFI boot process. It starts with platform
firmware initialization; the boot manager loads UEFI drivers and UEFI
applications (including UEFI OS boot loaders) to initialize platform functions.

The system loads the OS loader at the final stage, following which the OS
starts booting. Once the OS receives the controls, it halts the UEFI boot
service.

| UEFI-GPT :>
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Figure 3.16: Windows boot process UEFI-GPT method



The UEFI boot process has the following five phases, each of which has its
own role.

= Security phase

The Security or SEC phase of EFI consists of initialization code that the
system executes after powering on the EFl system. It manages
platform reset events and sets the system so that it can find, validate,
install, and run the pre-EFl initialization (PEl).

= Pre-EFl initialization phase

The PEl phase initializes the CPU, permanent memory, and boot
firmware volume (BFV). It locates and executes the pre-initialization
modules (PEIMs) present in the BFV so as to initialize all the hardware
found in the system. Finally, it creates a Hand-Off Block List (HOBL)
with all the found resources and interface descriptors and passes it to
the next phase, i.e., the DXE phase.

= Driver Execution Environment phase

Most of the initialization occurs in this phase. By using the HOBL, the
Driver Execution Environment (DXE) initializes the entire physical
memory of the system, 1/O, and memory-mapped |I/O (MIMO)
resources and finally begins dispatching DXE drivers present in the
system firmware volumes (given in the HOBL). The DXE core produces
a set of EFl boot services and EFI runtime services. The EFlI boot
services allocate memory and load executable images. The EFI
runtime services convert memory addresses from physical to virtual,
hand them over to the kernel, and reset the CPU for code running
within the EFlI environment or within the OS kernel, once the CPU
takes control of the system.

= Boot Device Selection phase

In this phase, the Boot Device Selection (BDS) interprets the boot
configuration data and selects the boot policy for later
implementation. This phase works with the DXE to check if the device
drivers require signature verification.

In this phase, the system loads MBR boot code into memory for a
legacy BIOS boot or loads the bootloader program from the EFI



partition for a UEFI boot. It also provides an option for the user to
choose the EFIl shell or an UEFI application as the boot device from
the setup.

Runtime phase

At this point, the system clears the UEFI program from memory and
transfers it to the OS. During the UEFI BIOS update, the OS calls the
runtime service using a small part of the memory.



Identifying the GUID Partition Table (GPT)

Investigators can use cmdlets given below in Windows PowerShell to identify the presence of GPT:

Get-GPT
U It parses the GPT data structure contained within the first| g

few sectors of the device specified

O It requirestheuse of the -Path parameter, which takes
the Win32 device namespace (e.g., \\.\PHYSICALDRIVE1)
for the device from which the GPT should be parsed

partition, Basic data partition, B data partitic

Ps C:\windows\system32> Get-GPT -Path \\.\PHYSICALDRIVEOQ

O If Get-GPTis run against a disk formatted with an
MBR, it will throw an error promptingto use Get-
MBR instead

Alternate Method:
O Open “Computer Management” applicationand click “Disk Management” on the left pane. Right-click on the primary disk (here, Disk 0)
and then click Properties.

1 In the Device Properties window, click “Volumes” tab to view the Partition style
http//www invoke-ir. com

Identifying the GUID Partition Table (Cont’d)

U It reviews the hard drive's first sector and determines if the disk is formatted using the MBR or
Get-BootSector o . . .
GPT partitioningscheme; once done, it acts just as Get-MBR or Get-GPT would, respectively

Get-BootSector run against a disk formatted using the GPT partitioning scheme:

YSICALDRIVEL

data partition, Basic data partition}

Get-BootSector run against a disk formatted using the MBR partitioning scheme:

PH LORT ct

http://fwww. invoke-ir com




Identifying the GUID Partition Table (Cont’d)

Get-PartitionTable ) .
0 It determines the type of boot sector (MBR or GPT) and returns the correct partition

object (PartitionEntry or GuidPartitionTableEntry)

N 4

Get-PartitionTable run against an MBR-formatted
disk, returning a PartitionEntry object:

s\ system32> Get-PartitionTable -Path \\.\PHYSICALDRIVEL
ar eGUID : e3c9e316-0bSc-4db8-817d-f92df00215ae
i itiond : -08f8-43ab-b410-
)

rtition

Get-PartitionTable run against a GPT-formatted disk, n : bd76aed2-becl-dfbe sa42_ 0”52623921,3

returning an array of GuidPartitionTableEntry Objects:

T 3
1 2-b9e5-4433-87c0-68b6b72699¢ 7
n - 3 -8add-4fb4-91a0-488812cce02
@ ; .

Identifying the GUID Partition Table (GPT)

A GUID partition table (GPT) header helps an investigator analyze the disk
layout with details such as locations of partition area as well as the partition
table and its backup copies. Investigators can use the cmdlets described
below in Windows PowerShell to identify the presence of GPT.

Get-GPT

The Get-GPT command helps the investigator analyze the GPT data
structure of the hard disk. It requires the use of the -path parameter, which
takes the Win32 device namespace (e.g., \\.\PHYSICALDRIVE1) for the
device from which it should parse the GPT.

C:vwin |‘.||':A.-p~'-"-._.~'-:..'~'.1.' em3d> Get-GPT -Path ‘M. WPHYSICALDEIVEL

F14E&
110-0835-4cf1-96c7 -180b5 dbd ad2d

-1-11-1-n ntres
itionEntry
ahle : {l 05 Basic data partition, Basic data partition}

Figure 3.17: Get-GPT command

In case the investigator uses the Get-GPT cmdlet on a disk formatted with
an MBR, an error message will be displayed, prompting the user to run the



Get-MBR cmdlet instead.

P5 C:\Windows\system32= Gat-GPT -Path \\.\PHYSICALDRIVED

Figure 3.18: Get-GPT command error message

Alternate Method

= Open the “Computer Management” application and click “Disk
Management” on the left pane. Right-click on the primary disk (here,
Disk 0) and then click Properties.

= |n the Device Properties window, click the “Volumes” tab to view the
Partition style

Get-BootSector

The Get-BootSector cmdlet can help the investigator parse GPTs of both
types of hard disks including those formatted with either UEFI or MBR. This
command acts as a replacement for Get-MBR and Get-GPT. Get-BootSector
analyzes the first sector of the hard drive, determines the formatting type
used, and then parses the GPT.

Get-BootSector run against a disk formatted using the GPT partitioning
scheme:

o NPHYS ICALDRIVEL

0835 -4cf1-96c7-280b5 dbd.ad 2d

SizedfPartitionEntry :
PartitionTable P soft reserved partition, Basic data partition, Basic data partition}

Figure 3.19: Get-BootSector run against GPT partitioned disk

Get-BootSector run against a disk formatted using the MBR partitioning
scheme:



EX Administrator 'Windows PowerShell — a b

Figure 3.20: Get-BootSector run against MBR partitioned disk
Get-PartitionTable

This cmmdlet analyzes the GUID partition table to find the exact type of boot
sector (MBR or GPT) and displays the partition object.

Get-PartitionTable run against an MBR-formatted disk, returning a
PartitionEntry object:



= PowerShell — a b

sicPartitionTable

Figure 3.21: PartitionEntry object

Get-PartitionTable run against a GPT-formatted disk, returning an array of
GuidPartitionTableEntry Objects:



PS C:\Windows\system32> Get-PartitionTable -Path \\.\PHYSICALDRIVEL

PartitionTypeGUID
UniquePartitionGUID
StartingLBA
EndingLBA
Attributes
PartitionName

PartitionTypeGUID
UniquePartitionGUID

StartingLBA
EndingLBA
Attributes
PartitionName

PartitionTypeGUID
UniquePartitionGUID
StartingLBA
EndingLBA
Attributes
PartitionName

: e3c%e316-0b5c-4db8-817d-T92df00215ae
: ffla8a47-08f8-43ab-b410-5369710b2323

34

. 65569
: 0
: Microsoft reserved partition

: ebd0a0a2-b9e5-4433-87c0-68b6b72699c7
: 6d76ae42-b6cl-4fbe-8d42-20cd366026b4
: 67584

: 2164735

: 0

: Basic data partition

: ebd0a0a2-b9%e5-4433-87c0-68b6b72699c7
: d6795c3a-8a4d-4fb4-91a0-488812ccel27

2164736

. 4261887
: 0
: Basic data partition

Figure 3.22: GuidPartitionTableEntry objects



Analyzing the GPT Header and Entries

Most OSes that support GPT disk access provide a basic partitioning tool, which displays details about GPTs

ﬁ Example: DiskPart tool (Windows), OS X Disk utility (Mac), GNU Parted tool (Linux)

Sleuthkit (mmls command) can be used to view the detailed partition layout for a GPT disk

O Alternatively, details about the GPT header and partition entries can be obtained via manual analysis using
a hex editor

Analyzing the GPT Header and Entries

Most OSes that support GPT disk access have a basic partitioning tool,
which displays details about GPT partition tables. In Windows, tools such as
the DiskPart tool display partition details, whereas Mac systems use the OS
X Disk utility and Linux uses the GNU Parted tool.



Figure 3.23: Viewing disk partitions using Diskpart utility




B Administrator Command Prompt - diskpart - O >

Partition 1868 MB

Figure 3.24: Viewing partition 1 using Diskpart utility

The Sleuth Kit mmis command can help investigators view the detailed
partition layout for the GPT disk, along with the MBR details. Alternatively,
investigators can gather details about the GPT header and partition entries
through the manual analysis of the disk drive using a hex calculation or an
editing tool called a hex editor.



GPT Artifacts

Deleted and Overwritten GUID Partitions
Casel:

O If the MBR disk is repartitioned or converted to GPT, then sector zero will be generally overwritten with a protective MBR

O To recover data from previously MBR-partitioned volumes, investigators can use standard forensic methods used to perform an extensive

search for file systems
ﬁ Case2:
O If the GPT disk is repartitioned or converted to MBR, then the GPT header and tables may remain intact based on the tool used

O Implementation of general partition deletion tools on a GPT disk might only delete the protective MBR, which can be recreated by simply
reconstructing the disk

As per UEFI specifications, if all the fields in a partition entry are zeroed, it implies that the entry is not in use. In this case, data recovery from
deleted GUID partition entries is not possible

GUID Identifiers
O The GPT scheme provides GUIDs of investigative value as they are unique and hold potentially useful information within them
O GUIDs possess unique identifying information for both disks and individual partitions

O Investigators can use tools such as uuid to decode various versions of GUID/UUID

Hidden Information on GPT Disks
O Intruders may hide data on GPT disks as they do it on traditional MBR disks

O Locations on GPT disks where data may be hidden are inter-partition gaps, unpartitioned space towards the end of the disk, GPT header, and
reserved areas

O Current forensic methods and tools to perform GPT analysis are unsatisfactory

GPT Artifacts
Deleted and Overwritten GUID Partitions

Case 1: In hard disks, the conversion or repartition from MBR to GPT
generally overwrites sector zero with a protective MBR, which deletes all
the information about the old partition table. Investigators should follow
the standard forensics methods of searching the file systems to recover data
about the previous MBR-partitioned volumes.

Case 2: When a conversion or repartition from GPT to MBR occurs, the GPT
header and tables may remain intact based on the tool used. Investigators
can easily recover or analyze the data of such disk partitions.

The implementation of general partition deletion tools for the deletion of a
partition on a GPT disk might delete only the protective MBR, which
investigators can easily recreate by simply reconstructing the disk.

As per the UEFI specification, if all the fields in a partition entry have zeroed
values, the entry is not in use. In this case, data recovery from deleted GUID
partition entries is not possible.

GUIDs

= The GPT scheme provides GUIDs of investigative value as they are
unique and potentially hold information about the entire disk and



each partition within them

= GUIDs possess unique identifying information for both disks and
individual partitions

= |nvestigators can use tools such as the universally unique identifier
(UUID) to decode various versions of GUID/UUID

Hidden Information on GPT Disks

Intruders may hide data on GPT disks similar to how they do it on
conventional MBR disks by using flexible and extensible disk partitioning
schemes. Locations on GPT disks where data may be hidden are inter-
partition gaps, unpartitioned space towards the end of the disk, the GPT
header, and reserved areas.

Other artifacts may include manipulated GPT headers that create locations
for hiding data, misplaced starting and ending LBAs, as well as areas with
reserved tags. Current forensic methods and tools to perform GPT analysis
are unsatisfactory.



Macintosh Boot Process
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Figure 3.25: Macintosh boot process
The following are the steps in the Macintosh boot process:

= The Macintosh boot process starts with the activation of BootROM,
which initializes system hardware and selects an OS to run

= Once the Macintosh system is powered on, BootROM performs POST
to test some hardware interfaces required for startup



On PowerPC-based Macintosh computers, Open Firmware initializes
the rest of the hardware interfaces

On Intel-based Macintosh computers, EFI initializes the rest of the
hardware interfaces

After initializing the hardware interfaces, the system selects the OS

If the system contains multiple OSes, then it allows the user to choose
a particular OS by holding down the Option key

Once the BootROM operation is completed, the control passes to the
BootX (PowerPC) or boot.efi (Intel) boot loader, which is located in the
/System/Library/CoreServices directory

The boot loader loads a pre-linked version of the kernel located at
/System/Library/Caches/com.apple.kernelcaches

If the pre-linked kernel is missing, the boot loader attempts to load
the mkext cache file, which contains a set of device drivers

If the mkext cache file is also missing, the boot loader searches for
drivers in the /System/Library/Extensions directory

Once the essential drivers are loaded, the boot loader starts the
initialization of the kernel, Mach, and BSD data structures, as well as
the 1/0 kit

The I/0O kit uses the device tree to link the loaded drivers to the kernel

The launchd process, which has replaced the mach_init process, runs
startup items and prepares the system for the user



Linux Boot Process
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The Linux boot process flow starts with the BIOS, which searches for active
and bootable devices. The system boots Linux from the primary storage
device in which the MBR contains the primary boot loader.
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Figure 3.26: Linux boot process

The Linux boot process consists of the following three stages:




= BIOS Stage

The first stage of the Linux boot process is the BIOS stage. It initializes
the system hardware during the booting process. The BIOS retrieves
the information stored in the complementary metal-oxide
semiconductor (CMQOS) chip, which is a battery-operated memory
chip on the motherboard that contains information about the
system’s hardware configuration. During the boot process, the BIOS
performs a POST to ensure that all the hardware components of the
system are operational. After a successful POST, BIOS starts searching
for the drive or disk that contains the OS in a standard sequence. If
the first listed device is not available or not working, then it checks for
the next one, and so on. A drive is bootable only if it has the MBR in
its first sector known as the boot sector. The system’s hard disk acts as
the primary boot disk, and the optical drive works as the secondary
boot disk for booting the OS in case the primary boot disk fails.

= Bootloader Stage

The bootloader stage includes the task of loading the Linux kernel and
optional initial RAM disk. The kernel enables the CPU to access RAM
and the disk. The second pre-cursor software is an image of a
temporary virtual file system called the initrd image or initial
RAMdisk. Now, the system prepares to deploy the actual root file
system. It then detects the device that contains the file system and
loads the necessary modules. The last step of the bootloader stage is
to load the kernel into the memory.

= Kernel Stage

Once the control shifts from the bootloader stage to the kernel stage,
the virtual root file system created by the initrd image executes the
Linuxrc program. This program generates the real file system for the
kernel and later removes the initrd image. The kernel then searches
for new hardware and loads any suitable device drivers found.
Subsequently, it mounts the actual root file system and performs the
init process. The init reads the file “/etc/inittab” and uses this file to
load the rest of the system daemons. This prepares the system, and
the user can log in and start using it. Typical bootloaders for Linux are



Linux Loader (LILO) and Grand Unified Bootloader (GRUB). These
bootloaders allow the user to select which OS kernel to load during
boot time.
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Understand Various File Systems of Windows, Linux,
and Mac Operating Systems

A file system is a structured collection of files/folders on a partition or disk,
and it allows a computer to know where a file starts and ends. This section
discusses different types of file systems available on Windows, Linux, and

Mac OSes.



Windows File Systems

Windows File Systems

Windows OS use file systems such as FAT, FAT32, NTFS, etc. NTFS stores
metadata of files and folders in a system file called Master File Table (MFT).
Examining the SMFT file provides information such as MAC times, file name,
file location, etc., which is of forensic interest. Forensic investigators also
should possess knowledge on file allocation and deletion that helps them
recover lost data during investigation.



File Allocation Table (FAT)

° : The FAT file system is used with DOS, and it was the first file system used with the Windows OS

I Itis named for its method of organization, the file allocation table, which resides at the beginning of the
1 volume

° : FAT has three versions (FAT12, FAT16, and FAT32), which differ in terms of the size of the entries in the FAT
| structure
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File Allocation Table (FAT)

The File Allocation Table (FAT), designed in 1976, is a file system for many
OSes such as DOS, Windows, and OpenDOS. Designed for small hard disks
and a simple folder structure, the FAT file system is named after the way it
organizes folders and a file allocation table, which stores all the files and
resides at the beginning of the volume. FAT has three versions (FAT12,
FAT16, and FAT32), which differ in terms of the size of the entries in the FAT
structure.
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Figure 3.27: Relationship between the directory entry structures, clusters, and FAT structure

FAT creates two copies of the file allocation table to protect the volume
from damage. The file allocation table and root folder are stored in a
permanent location. The volume formatted using the FAT file system forms
a cluster, and the size of the formatted volume determines the cluster size.
The system fits the cluster number for the FAT file system in 16 bits, and the
cluster number is in the power of two. Devices that implement FAT include
flash memory, digital cameras, and other portable devices. AlImost all OSes
installed on personal computers implement the FAT file system.

Bytes Per Cluster

System within File Allocation Cluster Limit
Table
FAT12 1.5 Fewer than 4087 clusters
FAT16 ) Between.4,087' and 65,526
clusters, inclusive
FAT32 4 Between 65,526 and

268,435,456 clusters, inclusive

Table 3.6: Types of FAT file system



New Technology File System (NTFS)

NTFSis the standard file system of Windows NT and its descendants
Windows XP, Vista, 7, 8.1,10, Server 2003, Server 2008, Server 2012,
Server 2016 and Server 2019

From Windows NT 3.1 onwards, it is the default file system of the
Windows NT family

It has several improvements over FAT such as improved support
for metadata and the use of advanced data structures to improve
perfarmance, reliability, and disk-space utilization, as well as
additional extensions such as security access-control lists and file
system journaling

y e
New Technology File System (NTES)

New Technology File System (NTFS) is one of the latest file systems
supported by Windows. It is a high-performance file system that repairs
itself; it supports several advanced features such as file-level security,
compression, and auditing. It also supports large and powerful volume
storage solutions such as self-recovering disks.

NTFS provides data security as it has the capability to encrypt or decrypt
data, files, or folders. It uses a 16-bit Unicode character set naming method
for files and folders. This attribute of NTFS allows users worldwide to
manage their files in their native languages. Moreover, it has fault tolerance
for the file system. If the user makes any modifications or changes to the
files, NTFS makes a note of all changes in specific log files. If the system
crashes, NTFS uses these log files to restore the hard disk to a reliable
condition with minimal data loss. NTFS also utilizes the concept of metadata
and master file tables. Metadata contains information about the data stored
in the computer. A master file table also contains the same information in a
tabular form, but compared to metadata, this table has less capacity to
store data.

NTFS uses the Unicode data format. The following are the different versions
of NTFS:



v1.0 (found in Windows NT 3.1), v1.1 (Windows NT 3.5), and v1.2
(Windows NT 3.51 and Windows NT 4)

v3.0 (found in Windows 2000)

v3.1 (found in Windows XP, Windows Server 2003, Windows Vista,
and Windows 7)

The final three versions are sometimes referred to as v4.0, v5.0, and
v5.1

The features of NTFS include the following:

NTFS uses the b-tree directory scheme to store information about file
clusters

NTFS stores the information about a file’s clusters and other data
within the cluster

NTFS supports files of size up to approximately 16 billion bytes

An access-control list (ACL) allows the server administrator to access
specific files

NTFS features integrated file compression

NTFS provides data security on both removable and fixed disks



NTFES Architecture
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NTFS Architecture

At the time of formatting the volume of the file system, the system creates
Master Boot Record. It contains some executable code called a master boot
code and information about the partition table for the hard disk. When a
new volume is mounted, the Master Boot Record runs the executable
master boot code. IN NTFS, all files are stored in clusters and have their
individual attributes. Components such as the name, size, or data stored in
a file are considered as attributes. Thus, the internal structure of the NTFS is
akin to that of a database in which all files are treated as objects by the OS.
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Hard Disk Master Boot Sector Ntldr Application
Boot NTFS.sys

Record Ntoskrnl.exe




Figure 3.28: NTFS architecture

Components of the NTFS architecture are as follows:

Hard disk: It is comprised of at least one partition

Master Boot Record: It contains executable master boot code that the
computer system BIOS loads into memory; this code is used to scan
the Master Boot Record to locate the partition table to find out which
partition is active/bootable

Boot sector: Also known as volume boot record (VBR), it is a very first
sector found in a NTFS filesystem which stores the boot code and
other information, such as the type, location of size of data in NTFS
filesystem

Ntldir.dll: As a boot loader, it accesses the NTFS filesystem and loads
contents of the boot.ini file

Ntfs.sys: It is a computer system file driver for NTFS

Kernel mode: It is the processing mode that permits the executable
code to have direct access to all the system components

User mode: It is the processing mode in which an executable program
or code runs



NTFS System Files

Sattrdef Containsdefinitions of all system-and user-defined attributes of the volume
$badclus Containsall the bad clusters
$bitmap Containsbitmap for the entire volume

Sbhoot Containsthe volume's bootstrap

Slogfile

Used for recovery purposes

Smft Containsa record for every file

Smftmirr Mirror of the MFT used for recoveringfiles

Squota Indicates disk quota for each user

Supcase Converts characters into uppercase Unicode

Svolume Containsvolume name and version number

NTFS System Files

Many system files are stored in the root directory of an NTFS volume; these
files contain file-system metadata.

Filename Description
Contains definitions of all system-and user-
Pattrdef defined attributes of the vo»;ume
Sbadclus Contains all the bad clusters
Shitmap Contains bitmap for the entire volume
Shoot Contains the volume's bootstrap
Slogfile Used for recovery purposes
Smft Contains a record for every file
Smftmirr Mirror of the MFT used for recovering files
Squota Indicates disk quota for each user
Supcase Converts characters into uppercase Unicode
Svolume Contains volume name and version number




Table 3.7: NTFS system files



Encrypting File Systems (EFS)

ﬁD Encrypting File System (EFS) was first introduced in version 3.0 of NTFS
and offers file system-level encryption

File Encryption Key Data

This encryption technology maintains a level of transparency to the U—wm Errvtd wr flecuner'  peyion
@ user who encrypted the file, which means there is no need for users
tod t the file t itt ke ch File Encryption Key
o decrypt the file to access it to make changes O® o i
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4 1 ; . s b File Encryption Key
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automatically restared recovery agent 2 [optional) R

fb When any unauthorized user tries to access an encryptedfile, they are

denied access
Encrypted Data

To enable the encryption and decryption facilities, a user must set the
ﬁ'} encryption attributes of the files and folders they wish to encrypt or
decrypt

-
Encrypting File Systems (EFS)

To protect files from mishandling and to ensure their security, the system
should encrypt them. For this purpose, NTFS has the Encrypting File System
(EFS) as a built-in feature. Encryption in file systems uses symmetric key
encryption technology with public key technology for encryption. The user
obtains a digital certificate with a pair of keys consisting of a public key and
a private key. A private key is not applicable for users logged in to local
systems; instead, the system uses EFS to set a key for local users.

This encryption technology maintains a level of transparency for the users
who encrypted a file. Users need not decrypt a file when they access it to
make changes. Furthermore, after the user has completed working on a file,
the system saves the changes and automatically restores the encryption
policy.

When any unauthorized user attempts to access an encrypted file, they
receive an “Access denied” message. To enable encryption and decryption
facilities in a Windows NT-based OS, the user must set encryption
attributes for files and folders they wish to encrypt or decrypt. The system
automatically encrypts all the files and subfolders in a folder. To take the
best advantage of the encryption capability, experts recommend that the



system should have encryption at the folder level. This implies that a folder
should not contain encrypted files simultaneously with unencrypted files.

Users can manually encrypt a file or folder by using the graphical user
interface (GUI) of Windows, by using a command-line tool such as Cipher, or
through Windows Explorer by selecting the appropriate options in the
menu.

Encryption is important for sensitive files in a system, and NTFS uses
encryption to protect files from unauthorized access and ensure a high level
of security. The system issues a file encryption certificate whenever a user
encrypts a file. If the user loses that certificate and related private key
(through a disk or any other reason), they can perform data recovery
through the recovery key agent. In Windows 2000 Server—based networks,
which maintain the Active Directory service, the domain administrator is
the recovery agent by default. Preparation for the recovery of files occurs in
advance, even before the user or system encrypts them. The recovery agent
holds a special certificate and related private key, which help in data
recovery.

r -
File Encryption Key . Data
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Figure 3.29: Operation of EFS

Components of EFS
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Figure 3.30: Components of EFS
= EFS Service

The EFS service, which is a part of the security subsystem, acts as an
interface with the EFS driver by using the local procedure call (LPC)
communication port between the Local Security Authority (LSA) and
the kernel-mode security reference monitor.

It also acts as an interface with CryptoAPI in the user mode in order to
derive file encryption keys to generate data decryption fields (DDFs)
and data recovery fields (DRFs). This service also supports Win32
application programming interfaces (APIs).

The EFS service uses CryptoAPI to extract the file encryption key (FEK)
for a data file and uses it to encode the FEK and produce the DDF.

= EFS Driver

The EFS driver is a file system filter driver stacked on top of NTFS. It
connects with the EFS service to obtain file encryption keys, DDFs,
DRFs, and other key management services.

It sends this information to the EFS file system runtime library (FSRTL)
to perform file-system functions such as open, read, write, and
append.

= CryptoAPI

CryptoAPl contains a set of functions that allow application
developers to encrypt their Win32 applications; these functions allow



applications to encrypt or digitally sign data and offer security for
private key data.

It supports publicckey and symmetric-key operations such as
generation, management and secure storage, exchange, encryption,
decryption, hashing, digital signatures, and the verification of
signature.

EFS FSRTL

The EFS FSRTL is a part of the EFS driver that implements NTFS
callouts to handle various file-system operations such as reads, writes,
and opens on encrypted files and directories, as well as operations to
encrypt, decrypt, and recover file data when the system writes it to or
reads it from the disk.

The EFS driver and FSRTL act as a single component but never
communicate directly. They communicate with each other by using
the NTFS file control callout mechanism.

Win32 API

EFS provides an API set to provide access to its features; the API set
also provides a programming interface for operations such as the
encryption of plaintext files, decryption or recovery of ciphertext files,
and import and export of encrypted files without decryption.



Sparse Files
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Sparse Files

A sparse file is a type of computer file that attempts to use file-system space
more efficiently when blocks allocated to the file are mostly empty. To
improve efficiency, the file system writes brief information (metadata)
about the file in the empty blocks to fill the block using a low amount of
disk space.

The sparse files offer a technique of saving disk space by allowing the I/O
subsystem to allocate only meaningful (nonzero) data. In a sparse NFTS file,
clusters are assigned for the data that an application defines; in the case of
non-defined data, the file system marks the space as unallocated.
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Linux File Systems

Linux File Systems

Linux OS uses different file systems to store data. As investigators may
encounter attack sources or victim systems running Linux, they should have
comprehensive knowledge regarding the storage methods it employs. The
next section provides deep insight into the various Linux file systems and
their storage mechanisms.



Linux File System Architecture
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Figure 3.33: Architecture of Linux file system
The Linux file system architecture consists of the following two parts:
1. User space

It is the protected memory area where user processes run, and this
area contains the available memory

2. Kernel space



It is the memory space where the system supplies all kernel services
through kernel processes. Users can access this space through a
system call only. A user process turns into a kernel process only when
it executes a system call.

The GNU C Library (glibc) sits between the user space and kernel space and
provides the system call interface that connects the kernel to user-space
applications.

The virtual file system (VFS) is an abstract layer on top of a complete file
system. It allows client applications to access various file systems. Its
internal architecture consists of a dispatching layer, which provides file-
system abstraction and numerous caches to enhance the performance of
file-system operations.

The main objects managed dynamically in the VFS are the dentry and inode
objects; these objects are managed in a cached manner to enhance file-
system access speed. Once a user opens a file, the dentry cache fills with
entries that represent the directory levels, which in turn represent the path.
The system also creates an inode for the object that represents the file. The
system develops a dentry cache using a hash table and allocates the dentry
cache entries from the dentry_cache slab allocator. The system uses a least-
recently-used (LRU) algorithm to prune the entries when memory is scarce.

The inode cache acts as two lists and a hash table for quick lookup. The first
list defines the used inodes, and the unused ones are positioned in the
second list. The hash table also stores the used inodes.

Device drivers are pieces of code linked with every physical or virtual device
and help the OS in managing the device hardware. The functions of the
device drivers include setting up hardware, obtaining the related devices in
and out of services, obtaining data from hardware and providing it to the
kernel, transferring data from the kernel to the device, and identifying and
handling device errors.
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Table displaying directories and their description specific to the FHS
Directory Description
/bin Essential command binaries e g, cat, Is, cp
[boot staticfiles of the boot loader; e.g., Kernels, Initrd
Jdev Essential devicefiles;e.g., /dev/m}ll )
Jete Host-specific system configuration files
/home Users’home directories, which hold saved files, personal settings, etc.
Mib Essential libraries for the binariesin /bin/and /shin/
[media Mount points for removable media
Jmnt Temporarily mounted file systems
fopt Add-on application software packages
Jroot Home directoryforthe root user
[proc Virtual file system providing process and kernel information as files
& The FilesystemHierarchy Standard (FHS) defines the directory e e RIS AR S8 St et EuIm i
structureand its contentsin Linux and Unix-like OSes fsbin Contains the binaryfiles required for working
Jsrv Site-specific data for services provided by the system
In the FHS, all files and directories are present under the root {me TEmetaryfiles
directory (represented by /} Jusr Secondary hierarchy for read-only user data
Jvar Varizble data; e.g., logs, spool files, etc.
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Filesystem Hierarchy Standard (FHS)

Linux has a single hierarchical tree structure representing the file system as
a single entity. It supports many different file systems and implements a
basic set of common concepts, which were originally developed for UNIX.

Some Linux file-system types are Minix, Filesystem Hierarchy Standard
(FHS), ext, ext2, ext3, xia, MS-DOS, UMSDOS, VFAT, /proc, NFS, ISO 9660,
HPFS, SysV, SMB, and NCPFS. Minix was Linux’s first file system.

The following are some of the most popular file systems:

= The Filesystem Hierarchy Standard (FHS) defines the directory
structure and its contents in Linux and Unix-like OSes

= |n FHS, all files and directories are present under the root directory
(represented by /)

Table displaying directories and their description specific to
the FHS

Directory Description




Essential command binaries; e.g., cat, Is,

/bin e
Static files of the boot loader; e.g.,
/boot Kernels, Initrd
/dev Essential device files; e.g., /dev/null
/etc Host-specific system configuration files
/home Users’ home directories, which hold
saved files, personal settings, etc.
Jlib Essential libraries for the binaries in
/bin/ and /sbin/
/media Mount points for removable media
/mnt Temporarily mounted file systems
Jopt Add-on application software packages
/root Home directory for the root user




/proc

Virtual file system providing process and
kernel information as files

Information about running processes;

/run e.g., running daemons, currently logged-
In users
Jsbin Conta.uns the binary files required for
working
Site-specific data for services provided
/srv
by the system
/tmp Temporary files
Secondary hierarchy for read-only user
Jusr
data
[var Variable data; e.g., logs, spool files, etc.

Table 3.8: Table displaying directories and their description specific to FHS




Extended File System (ext)

limitations of the Minix file system size of 255 characters

The extended file system (ext) is the first file It has a maximum partition size of
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It was replaced by the second filenames

extended file system (ext 2)
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4 does not support separate access, inode
modification, and data-modification timestamps

Extended File System (ext)

The extended file system (ext), or the first extended file system, released in
April 1992, was the first file system to overcome the limitations posed by
the Minix file system. It was originally developed as an extension of the
Minix file system to overcome some of its limitations such as a maximum
partition size of 64 MB and short filenames. The ext file system provides a
maximum partition size of 2 GB and a maximum filename length of 255
characters. The major limitation of this file system is that it does not offer
support for separate access, inode modification, and data modification
timestamps. It keeps an unsorted list of free blocks and inodes, and it
fragmented the file system.

The ext file system has a metadata structure inspired by the UNIX File
System (UFS). Other drawbacks of this file system include the presence of
only one timestamp and linked lists for free space, which resulted in
fragmentation and poor performance. It was replaced by the second
extended file system (ext2).



Second Extended File System (ext2)

U ext2is a standard file system that uses improved algorithms compared to ext, which greatly enhances its
speed; further, it maintains additional time stamps

U It maintains a special field in the superblock that keeps track of the file system status and identifies it as
either clean or dirty

U Its major shortcomings are the risk of file system corruption when writing to ext2, and the lack of
journaling

Physical layout of the ext2 file system:

Block Block Block
Group 0 Group N-1 Group N

Super Group Block Inode Inode Data
Block Descriptor Bitmap Bitmap Table Blocks

Second Extended File System (ext2)

Remy Card developed the second extended file system (ext2) as an
extensible and powerful file system for Linux. Being the most successful file
system so far in the Linux community, Ext2 is the basis for all of the
currently shipping Linux distributions.

The ext2 file system was developed based on the principle of data storage in
the form of data blocks of the same length. Although the length can vary
between different ext2 file systems, the block size of an ext2 file system is
set during its creation. Its major shortcomings are the risk of file system
corruption when writing to ext2, and the lack of journaling.

The system rounds up every file size to an integral number of blocks. If the
block size is 1024 bytes, then a file of 1025 bytes will occupy two 1024-byte
blocks. Not all blocks in the file system hold data; some must contain
information that describes the structure of the file system. The ext2 file
system defines the file-system topology by describing each file in the system
with an inode data structure.

An inode describes the blocks occupied by the data within a file, as well as
the access rights of the file, the file modification times, and the file type. A
single inode describes every file in the ext2 file system, and each inode has
a single unique number identifying it.



Inode tables store all the inodes for the file system. Furthermore, ext2
directories are simply special files (themselves described by inodes) that

contain pointers to the inodes of their directory entries.

Block Block Block
Group 0 Group N-1 Group N
Super Group Block Inode Inode Data
Block Descriptor Bitmap Bitmap Table Blocks
Figure 3.34: Physical layout of the ext2 file system
Superblock

A superblock stores information about the size and shape of the ext2 file
system. This information enables the file-system manager to use and
manage the file system. Generally, the system reads only the superblock in
block group 0 when the user mounts the file system. However, every block
group has a duplicate copy if the file system becomes corrupted.

A superblock holds the following information:

= Magic number: It allows the mounting software to verify the
Superblock for the ext2 file system. For the present ext2 version, it is
OxEF53.

= Revision level: The major and minor revision levels allow the
mounting code to determine whether a file system supports features
that are only available in particular revisions of the file system. There
are also feature compatibility fields that help the mounting code in
determining which new features can safely be used on the file system.

= Mount count and maximum mount count: Together, these allow the
system to determine if it needs to fully check the file system. The
mount count is incremented each time the system mounts the file
system. When the mount count reaches the maximum mount count,



the warning message “maximal mount count reached, running e2fsck
is recommended” is displayed.

Block group number: It is the block-group number containing the
superblock copy

Block size: It contains information on the size of a block for the file
system in bytes

Blocks per group: It is a fixed number equal to the number of blocks
ina group

Free blocks: It is the number of free blocks in the file system
Free inodes: It is the number of free inodes in the file system

First inode: It is the inode number of the first inode of the file system

Group Descriptor

Every group descriptor contains the following data:

Block bitmap

It is the block number of the block allocation bitmap for the block
group. It is used in block allocation and deallocation.

Inode bitmap

It is the block number of the inode allocation bitmap for the block
group. It is used in inode allocation and deallocation.

Inode table

It is the block number of the starting block for the inode table for the
block group

Free block count, free inode count, and used directory count

All the group descriptors together constitute the group descriptor
table. Every block group has the whole group descriptor table.



Third Extended File System (ext3)

(such as fsck) for maintenance and repair,

“ ext3 is a journaling version of the ext?2 file
v as in the ext2 file system

It uses file system maintenance utilities
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# /sbin/tune2fs -j <partition-name>

ext3 Features

<

Data Integrity Speed Easy Transition

Third Extended File System (ext3)

Developed by Stephen Tweedie in 2001, the third extended file system
(ext3) is a journaling file system used in the GNU/Linux OS. It is the
enhanced version of the ext2 file system. The main advantage of this file
system is journaling, which improves the reliability of the computer system.
It can be mounted and used as an ext2 file system and can make use of all
programs developed in the ext2 file system.

The maximum size of a single ext3 file ranges from 16 GB to 2 TB, and the
maximum size of the whole ext3 file system ranges from 2 TB to 32 TB. The
ext3 file system also offers better data integrity. It ensures that the data are
consistent with the file-system state. Furthermore, ext3 is faster than ext2
because the journaling feature optimizes the head motion of HDDs. It also
provides a choice of three journaling modes, which provide trade-offs
between maximizing data integrity and optimizing speed.

The ext3 file system is also highly reliable and has the ability to convert ext2
partitions to ext3 and vice versa without the need for repartitioning and
data backup.

Command to convert ext2 to ext3:

# /sbin/tune2fs -j <partition-name>




For example, to convert an ext2 file system located on the partition
/dev/hda5 to an ext3 file system, the following command can be used:

# /sbin/tune2fs -j /dev/hda5
Features of Ext3

= Data integrity: It provides stronger data integrity for events that occur
because of computer-system shutdowns. It allows the user to choose
the type and level of protection for the received data.

= Speed: As the ext3 file system is a journaling file system, it has a
higher throughput in most cases than ext2. The user can choose the
optimized speed from three different journaling modes.

= Easy transition: The user can easily change the file system from ext2
to ext3 and increase the performance of the system by using the
journaling file system without reformatting



Journaling File System

-

Journalingfile systems ensure data integrity on a computer

These file systems consist of a journal that records all the information on the updatesthat are
ready to be appliedto the file system before they are applied. This mechanism s referred to as
journaling.

Journaling prevents data corruption by restoring the data on the hard disk to the state it existed in
before the occurrence of a system crash or power failure. This helps the system to resume the
completion of tasks or updates that were interrupted by an unexpected event.

@ O
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ext3, extd, ZFS, and XFS are some of the examples of journalingfile systems in Linux. Because of its
stability, ext4 is the most commonly implemented file system on Linux systems.

-

Journaling File System

A journaling file system refers to a file system that safeguards against data
corruption in the event of a power loss or system crash. It maintains a
journal, which is a special file where changes/updates are recorded before
they are written to the file system to prevent the corruption of metadata. In
case the system crashes or loses power during updates to the file system,
the updates remain safe because they are recorded in the journal. When
power supply to the system is restored, or when the system returns to a
normal state after a system crash, those updates that were still to be
written to the file system are read from the journal and written to the file
system.

A journaling file system also restores data on the hard disk to its pre-crash
configuration. Hence, the journaling mechanism eliminates the possibility of
data loss. ext3, ext4, ZFS, and XFS are some of the examples of journaling
file systems in Linux. Because of its stability, ext4 is the most commonly
implemented file system on Linux systems.



Fourth Extended File System (ext4)

O ext4 is a journaling file system developed as the replacement of the commonly used ext3 file system

[ With the incorporation of new features, ext4 has significant advantages over ext3 and ext2 file systems,
particularly in terms of performance, scalability, and reliahility

O It supports Linux Kernel v2.6.19 onwards

Key Features
@ File System Size =] Multi-block allocation @ Persistent pre-allocation
E Extents @ fsck speed [Ja Improved Timestamps
{1} Delayedallocation @ Journal check summing £2 Backwards compatibility

Fourth Extended File System (ext4)
(Cont’d)

ext4 disk layout with meta block groups
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Fourth Extended File System (ext4)

The fourth extended file system (ext4) is a journaling file system developed
as the successor to the commonly used ext3 file system. It offers better
scalability and reliability than ext3 for supporting large file systems of 64-bit
machines to meet the increasing disk-capacity demands.



The ext4 file system enables write barriers by default and allows users to
mount an ext3 file system as an ext4 file system. The file system supports
Linux Kernel v2.6.19 onwards.

Key Features

File System Size: Ext4 supports maximum individual file sizes up to 16
TB and maximum volumes sizes of about 1 EiB (exbibyte)

Extents: It replaces the block mapping scheme found in ext2 and ext3
to increase performance and reduce fragmentation

Delayed allocation: It improves performance and reduces
fragmentation by effectively allocating larger amounts of data at a
time by delaying allocation till the system flushes data to the disk

Multiblock allocation: It allocates multiple files contiguously on a
disk, thereby reducing the work of calling the block allocator and
optimizing memory allocation

Increased file system checking (fsck) speed: It marks unallocated
block groups and sections and skips the marked elements while
performing checks. Thus, it supports faster file system checking.

Journal check summing: It uses checksums in the journal to improve
reliability

Persistent pre-allocation: The file system can pre-allocate the on-disk
space for a file by writing zeroes to it during creation

Improved timestamps: It provides timestamps measured in
nanoseconds and has support for date-created timestamps

Backwards compatibility: The file system is backwards compatible
and allows the user to mount ext3 and ext2 as ext4
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macOS File Systems

macOS File Systems

Apple’s macOS is a UNIX-based OS and uses a different approach in storing
data when compared to Windows and Linux. So, the forensic techniques
that are generally used for Windows and Linux cannot be applied to macOS.
Forensic investigators should possess in-depth understanding of UNIX-based
systems in order to perform forensic examination on macQOS file systems.

This section discusses the file systems used by different versions of macOS.



macOS File Systems

#+ UFS is derived from the Berkeley Fast File System (FFS) that was originally developed at Bell
Laboratories from the first version of UNIX FS

<+ All BSD UNIX derivatives including FreeBSD, NetBSD, OpenBSD, NeXTStep, and Solaris use a
variant of UFS

#+ Developed by Apple Computer, Inc. to support macOS

HFS Plus 4 < HFS Plus (HFS+) is the successor to HFS and is used as the primary file system in Macintosh

|
Apple File < Itis a proprietary file system developed by Apple Inc. for macOS 10.13 and later versions
System (APFS)
b |

macOS File Systems
UNIX File System

UNIX File System (UFS) is a file system utilized by many UNIX and UNIX-like
OSes. Derived from the Berkeley Fast File System, it was used in the first
version of UNIX developed at Bell Labs. All BSD UNIX derivatives including
FreeBSD, NetBSD, OpenBSD, NeXTStep, and Solaris use a variant of UFS.
= Design
A UFS file system is composed of the following parts:

o A few blocks at the beginning of the partition reserved for boot
blocks, which must be initialized separately from the file system

o A superblock, including a magic number identifying the file system
as UFS, and some other vital numbers describing this file system’s
geometry, statistics, and behavioral tuning parameters

o A collection of cylinder groups, each of which has the following
components:

e A backup copy of the superblock

e A cylinder group header with statistics, free lists, etc., which is
similar to those in the superblock



e Numerous inodes, each containing file attributes
e Numerous data blocks
Hierarchical File System

Apple developed the Hierarchical File System (HFS) in September 1985 to
support the macOS in its proprietary Macintosh system and as a
replacement for the Macintosh File System (MFS). HFS divides a volume into
logical blocks of 512 bytes each and groups these logical blocks into
allocation blocks. Each allocation block can store one or more logical blocks
depending on the total size of the volume.

The file system uses a 16-bit value to address allocation blocks, which
restricts the number of allocation blocks to 65,535.

The following five structures constitute an HFS volume:

1. Logical blocks 0 and 1 of the volume are the boot blocks, which
include system startup information such as the names of the system
and shell files, which are loaded at startup.

2. Logical block 2 contains the Master Directory Block (MDB). The MDB
contains a wide variety of data about the volume itself, such as the
date and timestamps of creation of the volume; the location of other
volume structures, such as the volume bitmap; and the size of logical
structures, such as allocation blocks. A duplicate of the MDB called
the Alternate Master Directory Block (Alternate MDB) is located at the
opposite end of the volume in the second-to-last logical block. The
Alternate MDB is mainly intended for use by disk utilities and is only
updated when either the Catalog File or Extents Overflow File grows
in size.

3. Logical block 3 is the starting block of the volume bitmap, which keeps
track of the allocation blocks in use and those that are free. A bit in
the map represents each allocation block on the volume. If the bit is
set, then the block is in use; else, the block is free.

4. The Extents Overflow File is a B*-tree including extra extents that
store information about the files and the allocation blocks allocated to
them, after the system uses the initial three extents in the Catalog
File. Later versions also added the ability for the Extents Overflow File



to store extents that record bad blocks to prevent a machine from
attempting to write to them.

5. The Catalog File is another B*-tree that holds records for all the files
and directories stored in the volume. It stores four types of records.
Each file consists of a file thread record and a file record, while each
directory contains a directory thread record and a directory record. A
unique catalog node ID helps in finding the files and directories in the
Catalog File.

HFS Plus

HFS Plus (HFS+) is the successor to HFS and is a primary file system in
Macintosh.

Apple File System

The Apple File System (APFS) replaces HFS+ as the default file system for iOS
10.3 and later versions. This upgraded file system includes several features
such as cloning (without using additional disk space), snapshots, sharing of
free space between volumes, support for sparse files, atomic safe-save
primitives, and fast directory sizing. It is used on all Apple OSes including
watchOS, tvOS, macOS, and iOS.

This next-generation file system is designed to take advantage of flash/SSD
storage devices and native encryption support.

APFS overcomes the major disadvantages of the older file system, HFS+,
which are a lack of functionality, low security levels, limited capacity, and
incompatibility with SSDs.



Hierarchical File System Plus (HFS+)

U HFS+ is the successor to HFS
and used as the primary file
system in Macintosh

U It supports largefiles and uses
Unicode for naming items (files
and folders)

O Itis also called macOS Extended U The HFS Plus allows user to:
(HFS Extended) and is one of the v Efficiently use hard disk space

formiats used in'thie Appleifod v" Use only international-friendly

filenames
¥" Easily boot on non-Mac OSes

Hierarchical File System Plus (HFS+)

HFS Plus (HFS+) is the successor to HFS and is a primary file system in
Macintosh. It is also called Mac OS Extended (HFS Extended) and is one of
the formats used in the Apple iPod. It supports large files and uses Unicode
for naming files and folders.

The following are a few of the features added to HFS+:
= HFS+ uses B-tree to store data
= |t supports files 64 bits in length
= |t permits filenames 255 characters in length

= |t uses a 32-bit allocation table for the mapping table, unlike the 16-
bits allocation table in HFS

HFS+ enables the following:
= Efficient use of hard disk space
= Use of only international-friendly filenames
= Easy booting on non-Mac OSes

Also called Mac OS Extended (HFS Extended), HFS+ is the file system used in
some Apple iPods as well.







Apple File System (APFS)
<

Apple File System APFS consists of two layers

¥ APFS (Apple File System), is a file The container layer
system developed and introduced by :
Apple for MacOS High Sierra and
later versions as well as i0S 10.3 and
later versions in the year 2017

It organizesfile system layer
information and stores higher-level
information such as volume
metadata, encryption state, and

snapshots of the volume
v It replaced all the file systems used

by Apple and is suitable for all Apple
OSes includingiOS, watchOS, tvOS,
and macOS

The file system layer

It is made up of data structures
that store information such as file
metadata, file content, and
directory structures
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Apple File System (APFS)

APFS (Apple File System), is a file system developed and introduced by
Apple for MacOS High Sierra and later versions as well as iOS 10.3 and later
versions in the year 2017. It replaced all the file systems used by Apple and
is suitable for all Apple OSes including iOS, watchQS, tvOS, and macOS.

The Apple File System (APFS) comprises of two layers:

= The container layer: It organizes information on the file-system layer
and stores higher-level information such as volume metadata,
encryption state, and snapshots of the volume

» The file-system layer: It consists of data structures that store
information such as file metadata, file content, and directory
structures

The APFS file system supports TRIM operations, extended file attributes,
sparse files, fast directory sizing, snapshots, cloning, high timestamp
granularity, and the copy-on-write metadata feature. It overcomes the
disadvantages of the older file system, HFS+, which include a lack of
functionality, low security levels, limited capacity, and incompatibility with
SSDs.

Drawbacks



APFS-formatted drives are not compatible with OS X 10.11 Yosemite and
earlier versions, which makes it difficult for the user to transfer files from an
APFS drive to older versions of Mac devices. Owing to the “copy-on-write”
feature and “fragmentation” of copied files, the APFS file system cannot be
used on HDDs. Other drawbacks of APFS include the lack of non-volatile

RAM (NVRAM) support and the lack of compression and support for Apple
Fusion Drives.
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Examine the File System

The Sleuth Kit is a collection of command-line tools that allows a forensic
investigator to investigate/examine forensically captured image files and
file-system data. This section discusses the analysis of disk image files using
Autopsy and The Sleuth Kit.
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File System Analysis Using Autopsy

Autopsy is a digital forensics platform and graphical interface to The Sleuth
Kit® (TSK) and other digital forensics tools. Law enforcement, military, and
corporate examiners use it to investigate activities on a computer. It can
even be used to recover photos from a camera’s memory card. Autopsy is
an end-to-end platform with in-built as well as third-party modules. Some
of the modules provide the following functions:

= Timeline analysis: Advanced graphical event viewing interface (video
tutorial included)

= Hash filtering: Flags known bad files and ignores known good files

= Keyword search: Indexed keyword search to find files that mention
relevant terms

= Web artifacts: Extracts history, bookmarks, and cookies from Firefox,
Chrome, and Internet Explorer

= Data carving: Recovers deleted files from unallocated space using
PhotoRec

= Multimedia: Extracts Exif files from pictures and videos



= Indicators of compromise: Scans a computer using Structured Threat
Information Expression (STIX)
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Figure 3.36: GUI of The Sleuth Kit



File System Analysis Using The Sleuth Kit (TSK)

01 The Sleuth Kit (TSK) is a library and a collection of command-line tools that allow the investigation of volume
and file system data

02 The file system tools allow you to examine file systems of a suspect computer in a non-intrusive fashion

03 It supports DOS partitions, BSD partitions(disk labels), Mac partitions, Sun slices (Volume Table of Contents),
and GPT disks

04 It analyzes raw (i.e. dd), Expert Witness (i.e. EnCase), and AFF file systems and disk images

05 It supports the NTFS, FAT, ExFAT, UFS 1, UFS 2, ext2, ext3, ext4, HFS, ISO 9660, and YAFFS2 file systems

Note: To perform analysis, create a forensics image .dd or .E01 of a hard disk or pen drive using disk imaging tools. Here, we have created a
forensics image of a pen drive in the .E01 format using AccessData FTK Imager.

L commes ot Al s oo sy b |
File System Analysis Using The Sleuth Kit (TSK)
The Sleuth Kit® (TSK) is a library and collection of command-line tools that

assist in the investigation of disk images. The core functionality of TSK
allows the user to analyze volume and file-system data.

The file system tools allow you to examine file systems of a suspect
computer in a non-intrusive fashion. The volume system (media
management) tools allow you to examine the layout of disks and other
media.

The plug-in framework allows the user to incorporate additional modules to
analyze file contents and build automated systems. The library can be
incorporated into larger digital forensics tools, and the command-line tools
can be directly used to find evidence. It supports DOS partitions, BSD
partitions (disk labels), Mac partitions, Sun slices (Volume Table of
Contents), and GPT disks. It analyzes raw (i.e. dd), Expert Witness (i.e.
EnCase), and AFF file systems and disk images.

It supports the NTFS, FAT, ExFAT, UFS 1, UFS 2, ext2, ext3, ext4, HFS, I1SO
9660, and YAFFS2 file systems.

Note: To perform analysis, create a forensics image .dd or .EOQ1 of a hard
disk or pen drive using disk imaging tools. Here, we have created a forensics



image of a pen drive in the .EOQ1 format using AccessData FTK Imager.
TSK has the following components:

= Volume and file-system analysis

= Plug-in framework

= Download

= Documents

= History

= Licenses



Recovering Deleted Files from Hard Disks using WinHex
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Recovering Deleted Files from Hard Disks using WinHex

Source: https://x-ways.net

WinHex is a hexadecimal editor used for computer forensics, data recovery,
low-level data processing, and IT security. It is mainly used to inspect and
edit all types of files and to recover deleted files or lost data from hard
drives with corrupt file systems or from memory cards of digital cameras.

Features:

» Disk editor for hard disks, floppy disks, CD-ROMs, DVDs, ZIP files,
SmartMedia cards, etc.

= Native support for FAT12/16/32, exFAT, NTFS, Ext2/3/4, Next3®, CDFS,
and UDF

» Built-in interpretation of RAID systems and dynamic disks
= \arious data recovery techniques

= RAM editor, providing access to physical RAM and virtual memory of
other processes

= Data interpreter

= Editing data structures using templates



= Concatenating and splitting files; unifying and dividing odd and even
bytes/words

= Analyzing and comparing files

= Flexible search and replace

= Disk cloning

= Drive images and backups

= Application programming interface (API) and scripting

= 256-bit AES encryption, checksums, CRC32, hashes (MD5, SHA-1, etc.)

= Securely erasing (wiping) confidential files and cleansing hard drives
= |Importing from all clipboard formats, including ASCII hex values
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Figure 3.37: GUI of WinHex



Module Summary

This module has discussed the different types of storage drives and their
characteristics

It has discussed the logical structure of a disk

It has also discussed the booting process of Windows, Linux, and Mac operating
systems

This module has also discussed the various file systems of Windows, Linux, and
Mac operating systems

Finally, this module ended with a detailed discussion on examiningfile systems
using Autopsy and The Sleuth Kit

In the next module, we will discuss in detail on data acquisition and duplication

Module Summary

This module discussed the different types of storage drives and their
characteristics. It explained the logical structure of a disk. It also discussed
the booting process of Windows, Linux, and Mac OSes. Furthermore, this
module discussed the various file systems of Windows, Linux, and Mac
OSes. Finally, this module presented a detailed discussion on the
examination of file systems using Autopsy and The Sleuth Kit.

In the next module, we will discuss in detail data acquisition and
duplication.
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Data Acquisition and Duplication




Module Objectives

Understanding the Data Acquisition
Fundamentals

Understanding the Different Types
of Data Acquisition

Understanding the Data Acquisition
Format

Understanding the Data Acquisition
Methodology

Module Objectives

Data acquisition is the first proactive step in the forensic investigation
process. Forensic data acquisition does not merely entail the copying of
files from one device to another. Through forensic data acquisition,
investigators aim to extract every bit of information present in the victim
system’s memory and storage, in order to create a forensic copy of this
information. Further, this forensic copy must be created in a manner such
that integrity of the data is verifiably preserved and can be used as
evidence in the court. This module discusses the fundamental concepts of
data acquisition and the various steps involved in the data acquisition
methodology.

At the completion of this module, the student should have accomplished
the following learning objectives:

= Understand the data acquisition fundamentals
= Explain different types of data acquisition
= Describe the data acquisition format

= Understand data acquisition methodology



Module Flow
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Understand Data Acquisition Fundamentals

To perform a forensic examination on a potential source of evidence, the
first step is to create a replica of the data residing on the media found in
the crime scene such as a hard disk or any other digital storage device.
Forensic investigators can either perform the data acquisition process on-
site, or first transport the device to a safe location.

This section discusses fundamental concepts in data acquisition and
elaborates on live and dead acquisition.




Data

Acquisition

[J Data acquisition is the use of established methods to extract Electronically Stored Information (ESI) from suspect
computer or storage media to gain insight into a crime or an incident

O Investigators must be able to verify the accuracy of acquired data, and the complete process should be auditable
and acceptable in the court

L. Live Acquisition Dead Acquisition (Static Acquisition)
Data Acquisition
Categories It invalves collecting data from It involves collecting data from a system that
a systemthat is powered ON is powered OFF

Data Acquisition

Forensic data acquisition is a process of imaging or collecting information
using established methods from various media according to certain
standards for their forensic value. It is the use of established methods to
extract Electronically Stored Information (ESI) from suspect computer or
storage media to gain insight into a crime or an incident. With the progress
of technology, the process of data acquisition is becoming increasingly
accurate, simple, and versatile. However, investigators need to ensure that
the acquisition methodology used is forensically sound. Specifically, the
acquisition methodology adopted must be verifiable and repeatable. This
enhances the admissibility of the acquired data or evidence in the court of
law.

A fundamental factor to consider in the acquisition of forensic data is time.
While data in some sources such hard drives remain unaltered and can be
collected even after the system is shut down, data in some sources such as
the RAM are highly volatile and dynamic and must therefore be collected
in real-time. From this perspective, data acquisition can be either
categorized as live data acquisition or dead data acquisition.

In live data acquisition, data is acquired from a computer that is already
powered on (either locked or in sleep mode). This enables the collection of




volatile data that are fragile and lost when the system loses power or is
switched off. Such data reside in registries, caches, and RAM. Further,
volatile data such as that in RAM are dynamic and change rapidly, and
therefore must be collected in real-time.

In dead or static data acquisition, nonvolatile data that remains unaltered
in the system even after shutdown is collected. Investigators can recover
such data from hard drives as well as from slack space, swap files, and
unallocated drive space. Other sources of non-volatile data include CD-
ROMs, USB thumb drives, smartphones, and PDAs.

We next delve into further details of these two categories of data
acquisition along with the sources of data that they capture.



Live Acquisition

Live data acquisition involves collecting volatile data from a live system

Volatile information assists in determining the logical timeline of the security incident, and the possible
users responsible

Live acquisition can then be followed by static/dead acquisition, where an investigator shuts down the
suspect machine, removes the hard disk and then acquires its forensic image

Types of data captured during live acquisition

= Current configuration = Running processes = Routingtables

= Runningstate = Logged on users = ARP cache

= Dateand time = DLLs orshared libraries = Network configuration
= Current system uptime = Swapfiles and temp files =  Network connections

Live Acquisition

The live data acquisition process involves the collection of volatile data
from devices when they are live or powered on. Volatile information, as
present in the contents of RAM, cache, DLLs, etc. is dynamic, and is likely to
be lost if the device to be investigated is turned off. It must therefore be
acquired in real time. Examination of volatile information assists in
determining the logical timeline of a security incident and the users that
are likely to be responsible for it.

Live acquisition can then be followed by static/dead acquisition, where the
investigator shuts down the suspect machine, removes the hard disk, and
then acquires its forensic image.

Live data acquisition can help investigators obtain information even if the
data of evidentiary value is stored on the cloud using a service such as
Dropbox or Google Drive.

Investigators can also acquire data from unencrypted containers or disks
that are open on the system and are automatically encrypted when the
system shuts down. If the suspect has attempted to overwrite data on the
physical hard disk to avoid detection, there is a possibility that investigators
can find traces of such overwritten data by examining the RAM content.



Depending on the source from which they are obtained, volatile data are of
two types:

= System data

System information is the information related to a system, which can
serve as evidence in a security incident. This information includes the
current configuration and running state of the suspect computer.
Volatile system information includes system profile (details about
configuration), login activity, current system date and time,
command history, current system uptime, running processes, open
files, startup files, clipboard data, users logged in, DLLs, and shared
libraries. The system information also includes critical data stored in
the slack spaces of the hard disk drive.

= Network data

Network information is the network-related information stored in the
suspect system and connected network devices. Volatile network
information includes open connections and ports, routing
information and configuration, ARP cache, shared files, and services
accessed.

Apart from the above data, live acquisition can help investigators obtain
the following.

= Data from unencrypted containers or disks that are open on the
system, which are automatically encrypted when the system shuts
down

= Private browsing history and data from remote storage services such
as Dropbox (cloud service) by examining the random-access memory
(RAM)



O When collecting evidence, an investigator needs to evaluate the order of
volatility of data depending on the suspect machine and the situation

Order of

vOla_tilitY According to the RFC 3221, below is an example of the order of
volatility for a typical system:

01

Registersand cache

02 Routingtable, process table, kernel statistics, and memory

03

Temporary systemfiles

04

Disk or other storage media

05 Remote logging and monitoring data that is relevant to the systemin
guestion

06

Physical configuration, and network topology

— <

Archival media

01

https://ftools.ietf org

Order of Volatility

While performing live data acquisition, investigators need to collect data
while considering their potential volatility and the impact of the collection
on the suspect system. As not all data have the same level of volatility,
investigators must collect the most volatile data first, and then proceed to
the collection of the least volatile data.

The order of volatility for a typical computing system as per the RFC 3227
Guidelines for Evidence Collection and Archiving is as follows:

1. Registers, processor cache: The information in the registers or the
processor cache on the computer exists for nanoseconds. It is
constantly changing and can be classified as the most volatile data.

2. Routing table, process table, kernel statistics, and memory: The
routing table, ARP cache, and kernel statistics reside in the ordinary
memory of the computer. These are slightly less volatile than the
information in the registers, with a life span of about ten
nanoseconds.

3. Temporary system files: Temporary system files tend to persist for a
longer time on the computer compared to routing tables and ARP



caches. These systems are eventually overwritten or changed,
sometimes in seconds or minutes later.

. Disk or other storage media: Anything stored on a disk stays for a
while. However, sometimes due to unforeseen events, these data can
be erased or overwritten. Therefore, disk data may also be
considered somewhat volatile, with a lifespan of some minutes.

. Remote logging and monitoring data related to the target system:
Data that pass through a firewall cause a router or switch to generate
logs. The system might store these logs elsewhere. These logs may
overwrite themselves within an hour, a day, or a week. However,
these are generally less volatile data.

. Physical configuration and network topology: Physical configuration
and network topology are less volatile and have a longer life span
than some other logs

. Archival media: A DVD-ROM, a CD-ROM, or a tape contains the least
volatile data because the digital information does not change in such
data sources automatically unless damaged under a physical force



Dead Acquisition

Dead acquisition is defined as Dead acquisition usually involves Examples of static data: emails,
the acquisition of data from a acquiring data from storage word documents, web activity,
suspect machine thatis devices such hard drives, DVD- spreadsheets, slack space,
powered off ROMs, USB drives, flash cards, unallocated drive space, and
and smart phones various deleted files
Copyright © by FG-GONDSIL AllRights Reserved. Reproduction isSir

Dead Acquisition

Static data refers to nonvolatile data, which does not change its state even
after the system is shut down.

Dead acquisition refers to the process of extracting and gathering these
data in an unaltered manner from storage media. Sources of nonvolatile
data include hard drives, DVD-ROMs, USB drives, flashcards, smart-phones,
and external hard drives. This type of data exists in the form of emails,
word processing documents, web activity, spreadsheets, slack space, swap
files, unallocated drive space, and various deleted files. Investigators can
repeat the dead acquisition process on well-preserved disk evidence.

Static data recovered from a hard drive include the following:
= Temporary (temp) files
= System registries
= Event/system logs
= Boot sectors
= Web browser cache

= Cookies and hidden files



Rules of Thumb for Data Acquisition

U Do not work on original digital O Produce two or more copies of the
evidence. Create a bit- original media
stream/logical image of a = The first is the working copy to be
suspicious drive/file to work used for analysis

on. = The other copies act as the

library/control copies that are stored
for disclosure purposes or in the
event that the working copy gets

O corrupt

] Upon creating copies of original
] Use clean media to store the media, verify the integrity of copies
copies with the original

AT
Rules of Thumb for Data Acquisition

A rule of thumb is a best practice that helps to ensure a favorable outcome
when applied. In the case of a digital forensics investigation, the better that
the quality of evidence is, the better the outcome of the analysis and
likelihood of solving the crime generally is.

Investigators must never perform a forensic investigation or any other
process on the original evidence or source of evidence, as it may alter the
data and render the evidence inadmissible in the court of law.

Instead, investigators can create a duplicate bit-stream image of a
suspicious drive or file to view the static data and analyze it. This practice
not only preserves the original evidence, but also provides the option to
recreate a duplicate if something goes wrong.

It is essential to produce two copies of the original media before starting
the investigation process:

= One copy is used as a working copy for analysis

= The second copy is the library/control copy stored for disclosure
purposes or, to be used if the working copy becomes corrupted



If the investigators need to perform drive-to-drive imaging, they can use
blank media to copy into shrink-wrapped new drives.

After duplicating the original media, investigators must verify the integrity
of copies by comparing them to the original using hash values such as
MDS5.
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This section explains the types of data acquisition and when forensic

investigators can use them.



Types of Data Acquisition

Logical Acquisition Sparse Acquisition

O Logical acquisition allows an O Sparse acquisition is similar to
investigator to capture only selected logical acquisition, which in addition
files or files types of interest to the collects fragments of unallocated
case data, allowing investigators to

acquire deleted files
O Examples of logical acquisition

; O Use this method when inspection of
include:

the entire drive is not required
= Email investigation that requires

collection of Outlook .pst or .ost

files
= Collecting specific records from a
large RAID server

Types of Data Acquisition (Cont’d)

Bit-stream imaging creates a bit-by-bit copy of a suspect drive, which is a cloned copy of the
entire drive includingall its sectors and clusters, which allows forensic investigatorsto retrieve

Bit-Stream

Imaging deleted files or folders
i T - T
/ . . . . W . . . N\
/ Bit-stream disk-to-image file A 4 Bit-stream disk-to-disk \
{ \
O It is the most common method used by forensic U Disk-to-image copying is not possible in situations where
investigators

= The suspect drive is very old and incompatible with the

imaging software
O The created image file is a bit-by-bit replica of the suspect
= Investigator needs to recover credentials used for websites

drive
and user accounts
O Tools used: ProDiscover, EnCase, FTK, The Sleuth Kit, X-Ways U To overcome this situation, investigators can create a disk-
Forensics, etc. to-disk bit-stream copy of the target media

O While creating a disk-to-disk copy, investigators can adjust
L the target disk’s geometry (its head, cylinder, and track

- ? configuration) to align with the suspect drive. This results in
® smooth data acquisition process.

O Tools used: Encase, Tableau Forensic Imager, etc.

Types of Data Acquisition

While acquiring a bit-by-bit copy of the evidence in a system might seem
ideal, this may require a significant amount of time for large disks. In
situations with time and resource constraints, two other primary types of
data acquisition, namely logical acquisition and sparse acquisition, may be
more suitable.



= Logical Acquisition

In a situation with time constraints and where the investigator is
aware of what files need to be acquired, logical acquisition may be
considered ideal. Logical acquisition gathers only the files required
for the case investigation.

For example:
o Collection of Outlook .pst or .ost files in email investigations
o Specific record collection from a large RAID server

= Sparse Acquisition

Sparse acquisition is similar to logical acquisition. Through this
method, investigators can collect fragments of unallocated (deleted)
data. This method is useful when it is not necessary to inspect the
entire drive.

= Bit-Stream Imaging

A bit-stream image is a bit-by-bit copy of any storage media that
contains a cloned copy of the entire media, including all its sectors
and clusters. This cloned copy of the storage media contains all the
latent data that enables investigators to retrieve deleted files and
folders. Investigators often use bit-stream images of the suspect
media to prevent contamination of the original media. Moreover,
most computer forensic tools such as FTK Imager and EnCase, can
read bit-stream images, which further facilitates the investigation
process. There are two kinds of bit-stream imaging procedures —
bitstream disk-to-image-file and bit-stream disk-to-disk.

o Bit-stream disk-to-image-file

Forensic investigators commonly use this data acquisition method.
It is a flexible method that enables the creation of one or more
copies of the suspect drive. Tools such as ProDiscover, EnCase, FTK,
The Sleuth Kit, X-Ways Forensics, etc., can be used to create image
files.

o Bit-stream disk-to-disk



Investigators cannot create a bit-stream disk-to-image file in the
following situations:

e The suspect drive is very old and incompatible with the imaging
software

e There is a need to recover credentials used for websites and user
accounts

In such cases, a bit-stream disk-to-disk copy of the original disk or
drive can be performed. While creating a disk-to-disk copy, the
geometry of the target disk, including its head, cylinder, and track
configuration, can be modified to align with the suspect drive. This
results in a smooth data acquisition process. Tools like EnCase,
SafeBack, and Tableau Forensic Imager can help create a disk-to-disk
bit-stream copy of the suspect drive.
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Determine the Data Acquisition Format

This section explains the various formats in which data can be acquired
from suspect media and how to choose the appropriate format for a given
situation.




Determine the Data Acquisition Format

O Raw format creates a bit-by-bit copy of the suspect drive. Images in this
format were are usually obtained by using the dd command.

Advantages Disadvantages
Fast data transfers ta, . ® Requiressame amount of storage as that
. . h= of the original media
* Minordata read errors on source drive ﬁ
are ignored Tools (mostly open source) might fail to

recognize/collect marginal (bad) sectors

= Read by most of the forensic tools from the suspect drive

g7

Proprietary Format

O Commercial forensics tools acquire data from the suspect
drive and save the image files in their own formats

They offer certain features which include the following:

= QOptionto compress the image files of the evidence disk/drive in Disadvantag’es
order to save space on the target media

= Ability to split an image into multiple segments, in order to save * Image file format created by one tool
them to smaller target media such as CD/DVD, while maintaining may not be supported by other tool(s)
their integrity

= Abilityto incorporate metadata into the image file, which E

includes date and time of acquisition, hash valuesof the files,
case details, etc.




Determine the Data
Acquisition Format
(Cont’d)

Li ﬁi‘uﬁ\'ﬁl\i‘l\\\i\\h i

] Advanced Forensics Formatis an open source acquisition format with the following
design goals

= No size limitation for disk-to-image files = Simple design and customizable

Advanced Forensics = Option to compress the image files = Accessible through multiple computing
Format (AFT) platforms and OSes
= Allocatesspace to record metadata of the
image files or segmented files = |nternal consistency checks for self-

authentication

0 File extensions include .afm for AFF metadata and .afd for segmented image files

- A
Determine the Data Acquisition Format (Cont’d)

Advanced Forensic Framework 4 (AFF4)

1 2 3 4

Redesign and revision of Basic types of AFF4 Abstract information

AFF to manage and use objects: volumes, model that allows storage
large amounts of disk streams, and graphs. of disk-image data inone
images, reducing both They are universally or more places while the
acquisition time and referenced through a information about the
storage requirements unigque URL. data is stored elsewhere

4 5

|
Stores more kinds of Offers unified data model
organized information and naming scheme

in the evidence file

Determine the Data Acquisition Format

Raw Format

Raw format creates a bit-by-bit copy of the suspect drive. Images in this
format are usually obtained by using the ad command.

Advantages



= Fast data transfers
= Minor data read errors on source drive are ignored
= Read by most of the forensic tools
Disadvantages
= Requires same amount of storage as that of the original media

= Tools (mostly open source) might fail to recognize/collect marginal
(bad) sectors from the suspect drive

Freeware tools have a low threshold of retry reads on weak media spots on
a drive, whereas commercial acquisition tools use more retries to ensure
all data is collected

Proprietary Format

Commercial forensics tools acquire data from the suspect drive and save
the image files in their own formats. They offer certain features which
include the following:

= Option to compress the image files of the evidence disk/drive in
order to save space on the target media

= Ability to split an image into multiple segments, in order to save
them to smaller target media such as CD/DVD, while maintaining
their integrity

= Ability to incorporate metadata into the image file, which includes
date and time of acquisition, hash values of the files, case details,
etc.

Disadvantages

= Image file format created by one tool may not be supported by other
tool(s)

Advanced Forensics Format (AFF)

AFF is an open-source data acquisition format that stores disk images and
related metadata. The objective behind the development of the format
was to create an open disk imaging format that provides users an
alternative to being locked into a proprietary format.



The AFF file extensions are .afm for the AFF metadata and .afd for
segmented image files. There are no implementation restrictions imposed
by AFF on forensic investigators, as it is an open-source format.

AFF has simple design and is accessible through multiple computing
platforms and OSes. It provides option to compress the image files and
allocates space to record metadata of the image files or segmented files. it
provides internal consistency checks for self-authentication.

AFF supports the following two compression algorithms:
» Zlib, which is faster but less efficient
» LZMA, which is slower but more efficient

The actual disk image in AFF is a single file, which is composed of segments
with drive data and metadata. AFF file contents can be compressed and
uncompressed. AFFv3 supports AFF, AFD, and AFM file extensions.

Advanced Forensic Framework 4 (AFF4)

Michael Cohen, Simson Garfinkel, and Bradly Schatz created the Advanced
Forensic Framework 4 (AFF4) as a redesigned and revamped version of the
AFF format, which is designed to support storage media with large
capacities. The creators referred to its design as being object-oriented as
the format consists of generic objects (volumes, streams, and graphs) with
externally accessible behavior. These objects can be addressed by their
name within the AFF4 universe. They are universally referenced through a
unique URL. It is an abstract information model that allows storage of disk-
image data in one or more places while the information about the data is
stored elsewhere. It stores more kinds of organized information in the
evidence file. It offers unified data model and naming scheme.

The format can support a vast number of images and offers a selection of
container formats such as Zip and Zip64 for the binary files, and simple
directories. It also supports storage from the network and the use of
WebDAV (an extension of the HTTP protocol) that enables imaging directly
to a central HTTP server.

This format supports also maps, which are zero-copy transformations of
data. Zero-copy transformations spare the CPU from having to perform the



task of copying data from one memory area to another, thus increasing its
efficiency.

For example, without storing a new copy of a carved file (the file being
extracted), only a map of the blocks allocated to this file can be stored.
AFF4 supports image signing and cryptography. This format also offers
image transparency to clients.

The AFF4 design adopts a scheme of globally unique identifiers for
identifying and referring to all evidence. Basic AFF4 object types include
the following:

= Volumes: They store segments, which are indivisible blocks of data

= Streams: These are data objects that can help in reading or writing,
for example, segments, images, and maps

= Graphs: Collections of RDF statements
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Understand Data Acquisition Methodology

Forensic investigators must adopt a systematic and forensically sound
approach while acquiring data from suspect media. This is to increase the
chances that the evidence is admissible in the court of law. This section
elaborates on the various steps that investigators should follow while

acquiring data of evidentiary value.



Data Acquisition Methodology
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Data Acquisition Methodology

While performing forensic data acquisition, potential approaches must be
carefully considered, and methodologies aimed at protecting the integrity
and accuracy of the original evidence must be followed. Data acquisition
must be performed as per departmental or organizational policies and in
compliance with applicable standards, rules, and laws. In addition,
investigators should perform the data acquisition process in a forensically
sound manner and authenticate the acquired image’s integrity by using
hash algorithms.
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Figure 4.1: Block diagram of data acquisition methodology

There following are steps involved in the forensic data acquisition
methodology. They are discussed elaborately in the rest of this section.

1. Determining the data acquisition method

. Determining the data acquisition tool

. Sanitizing the target media

. Acquiring volatile data

. Enabling write protection on the evidence media
. Acquiring non-volatile data

. Planning for contingency

00 N O U A W N

. Validating data acquisition



Step 1: Determine the Best Data Acquisition Method

O An investigator needs to identify the best data acquisition method
suitable for the investigation, dependingon the situation the
investigatoris presented with

O These situationsinclude: Application Layer ’ Logical/Sparse

= Size of the suspect drive

= Time required to acquire the image
=  Whether the investigator can retain the suspect drive

U Example:
® |n case the original evidence drive needs to be returned to the owner, o
" " A Partition/Volume Layer
as in the case of a discovery demand for a civil litigation case, check
with the requester (lawyer or supervisor) whether logical acquisition

of the disk is acceptable. If not, you may have to go backto the
requester. Full Image

O Investigators need to acquire only the data that is intended to be
acquired

Step 1: Determine the Best Data Acquisition Method

The data acquisition method that must be adopted depends on the
situation that the investigator is presented with.

Application Layer ’ Logical/Sparse

Partition/Volume Layer

Full Image

Figure 4.2: Determine data acquisition method

The following are some key factors that must be considered in determining
the data acquisition method.

1. Size of the suspect drive: If the suspect drive is large in size, the
investigator must opt for disk-to-image copying. Further, if the size of
the target disk is significantly smaller than that of the suspect drive,



investigators need to adopt methods to reduce the data size such as
the following:

o Using Microsoft disk compression tools such as DriveSpace and
DoubleSpace, which exclude slack disk space between the files

o Using compression methods that use an algorithm to reduce the
file size. Archiving tools like PKZip, WinZip, and WIinRAR can help to
compress files.

o Testing lossless compression by applying an MD5, SHA-2, or SHA- 3
hash on a file before and after compression. The compression is
successful only if the hash values match.

In some cases, when the suspect drive is too large, forensic
investigators can utilize the following techniques:

o Use tape backup systems like Super Digital Linear Tape (SDLT) or
Digital Audio Tape/Digital Data Storage (DAT/DDS)

o Use SnapBack and SafeBack, which have software drivers to write
data to a tape backup system from a suspect drive through the
standard PCI/SCSI

2. Time required to acquire the image: The time required for data
acquisition increases with increasing sizes of the suspect drives. For
example, a suspect drive of 1 TB might require over 11 hours for the
completion of the data acquisition process. In such cases,
investigators need to prioritize and acquire only those data that are
of evidentiary value. By acquiring only those data that are required
for investigation, investigators can reduce both time and effort.

3. Whether the suspect drive can be retained:

o |f the investigator cannot retain the original drive, as in a discovery
demand for a civil litigation case, they should check whether
logical acquisition is acceptable in court.

o |f the investigators can retain the drive, they must create a copy of
it using a reliable data acquisition tool, as most discovery demands
provide only one opportunity to capture data.



Step 2: Select the Data Acquisition Tool

Mandatory Requirements

( 01;) The tool should not change the original content

£ The tool should log 1/0 errors in an accessible and readable form,
' including the type of the error and location of the error

O Investigators need to
choose the right tool :
for data acquisition . Thetool must have the ability to pass scientific and peer review.
based on the type of ! Results must be repeatable and verifiable by a third party if
acquisition technique ‘ necessary.
they choose. When it '

/oy, Thetool should alert the user if the source is larger than the

comes to imaging ) destination

tools, they need to
choose the tools that
satisfy certain
requirements.

/amy Thetool should create a bit-stream copy of the original content
= when there are no errors in accessing the source media

_ Thetool should create a qualified bit-stream copy (a qualified bit-
(06) stream copy is defined as a duplicate except in identified areas of the
bit-stream) when 1/O errors occur while accessing the source media

- o
Step 2: Select the Data Acquisition Tool

It is of paramount importance to choose the right tool in the forensic data
acquisition process, and this depends on the type of acquisition technique
used by the forensic investigator.

Imaging tools must be validated and tested to ensure that they produce
accurate and repeatable results.

These tools must satisfy certain requirements, some of which are
mandatory (features and tasks that the tool must possess or perform),
while some are optional (features that are desirable for the tool to
possess).

Mandatory requirements

The following are the mandatory requirements for every tool used for the
disk imaging process:

= The tool must not alter or make any changes to the original content

= The tool must log 1/O errors in an accessible and readable form,
including the type and location of the error

= The tool must be able to compare the source and destination, and
alert the user if the destination is smaller than the source



= The tool must have the ability to pass scientific and peer review.
Results must be repeatable and verifiable by a third party, if
necessary

= The tool must completely acquire all visible and hidden data sectors
from the digital source

= The tool must create a bit-stream copy of the original content when
there are no errors in accessing the source media

= The tool must create a qualified bit-stream copy (a qualified bit-
stream copy is defined as a duplicate except in identified areas of the
bit-stream) when 1/O errors occur while accessing the source media

= The tool must copy a file only when the destination is larger or equal
to the size of the source, and document the contents on the
destination that are not a part of the copy

= Tool documentation must be correct, i.e., the user should get
expected results by executing it as per the tool’s documented
procedures

Optional requirements

The following are optional requirements that are desirable for tools used in
the disk imaging process:

= The tool should compute a hash value for the complete bit-stream
copy generated from a source image file, compare it with the source
hash value computed at the time of image creation, and display the
result on a disk file

= The tool should divide the bit-stream copy into blocks, compute hash
values for each block, compare them with the hash value of original
block data computed at the time of image creation, and display the
result on a disk file

= The tool should log one or more items on a disk file (items include
tool version, subject disk identification, any errors encountered, tool
actions, start and finish run times, tool settings, and user comments)

= The tool should create a qualified bit-stream duplicate and adjust the
alignment of cylinders to cylinder boundaries of disk partitions when



the destination is of a different physical geometry

The tool should create a bit-stream copy of individual partitions as
per user direction

The tool should make the source disk partition table visible to users,
and record its contents

The tool should create an image file on a fixed or removable
magnetic or electronic media that is used to create a bit-stream copy
of the original

The tool should create a bit-stream copy on a platform that is
connected through a communications link to a different platform
containing the source disk



Step 3: Sanitize the Target Media

O Investigators must properly sanitize the target media
in order to any prior data residing on it, before it is
used for collecting forensic data

O Post investigation, they must dispose this media by
following the same standards, so as to mitigate the risk
of unauthorized disclosure of information, and ensure
its confidentiality

O The following are some standards for sanitizing media:
= Russian Standard, GOST P50739-95
® German: VSITR
= American: NAVSO P-5239-26 (MFM)
® American: DoD 5220.22-M
= American: NAVSO P-5239-26 (RLL)

= NIST SP 800-88

Step 3: Sanitize the Target Media

Before data acquisition and duplication, an appropriate data sanitization
method must be used to permanently erase any previous information
stored on the target media. Destruction of data using industry standard
data destruction methods is essential for sensitive data that one does not
want falling into the wrong hands. These standards depend on the levels of
sensitivity. Data deletion and disposal on electronic devices is only virtual,
but physically it remains, posing a security threat.

Methods like hard drive formatting or deleting partitions cannot delete the
file data completely. However, it is important to destroy the data and
protect it from retrieval, after the collection of evidence from the
computer. Therefore, the only way to erase the data completely and
protect it from recovery is to overwrite the data by applying a code of
sequential zeroes or ones.

Further, once the target data is collected and analyzed, the media must be
appropriately disposed to prevent data retrieval and protect its
confidentiality.

Investigators can follow different standards as given below while sanitizing
the target media:



= Russian Standard, GOST P50739-95 (6 passes): It is a wiping method
that writes zeros in the first pass and then random bytes in the next
pass

= (German) VSITR (7 passes): This method overwrites in 6 passes with
alternate sequences of 0x00 and OxFF, and with O0xAA in the last

(7th) pass

= (American) NAVSO P-5239-26 (MFM) (3 passes): This is a three-pass
overwriting algorithm that verifies in the last pass

= (American) DoD 5220.22-M (7 passes): This standard destroys the
data on the drive’s required area by overwriting with 010101 in the
first pass, 101010 in the second pass and repeating this process
thrice. This method then overwrites that area with random

characters which is the 7t pass.

= (American) NAVSO P-5239-26 (RLL) (3 passes): This is a three-pass
overwriting algorithm that verifies in the last pass

NIST SP 800-88: The proposed NIST SP 800-88 guidance explains three
sanitization methods-

= Clear: Logical techniques applied to sanitize data in all storage areas
using the standard read and write commands

= Purge: Involves physical or logical techniques to make the target data
recovery infeasible by using state-of-the-art laboratory techniques

= Destroy: Enables target data recovery to be infeasible with the use of
state-of-the-art laboratory techniques, which result in an inability to
use the media for data storage

The National Institute of Standards and Technology has issued a set of
guidelines as given below to help organizations sanitize data to preserve
the confidentiality of the information.

= The application of complex access controls and encryption can
reduce the chances for an attacker to gain direct access to sensitive
information

= An organization can dispose of the not so useful media data by
internal or external transfer or by recycling to fulfill data sanitization



» Effective sanitization techniques and tracking of storage media are
crucial to ensure protection of sensitive data by organizations against

attackers

= All organizations and intermediaries are responsible for effective
information management and data sanitization

Physical destruction of media involves techniques, such as cross-cut
shredding. Departments can destroy media on-site or through a third party
that meets confidentiality standards. Investigators must consider the type
of target media they are using for copying or duplicating the data and
select an appropriate sanitization method to ensure that no part of
previous data remains on the target media that will store the evidence
files. The previous media may alter the properties or changes the data and
its structure.



Step 4: Acquire Volatile Data

[ Volatile data acquisition involves collecting data that is lost when the computer is shut down or restarted

[ This data usually corresponds to running processes, logged on users, registries, DLLs, clipboard data, open files, etc.

Acquire Volatile Data from aWindows Machine

“ Belkasoft Live RAM Capturer - X
O Belkasoft Live RAM Capturer is a forensic tool
that allows extracting the entire contents of a Select output folder path:
:
computer’s volatile memory o
- = s Loading device driver ...Physical Memory Page Size = 4096Total Physical Memory Size = 16894 MB
O It saves the image files in .mem format Memory dump completed. Total memory dumped = 16394 MBAnslyze memory dumps with Bekasoft

Evidence Center. Download at www.belkasoft.com/ec

Note: While performing live acquisition, an investigator must be aware

ofth fact that working ona v system may ater thecontentsof rant ||

or processes running on the system. Any involuntary action performed
on the system may potentially make the systeminaccessible.

Capture! Cancel Close

httos:/fbelkasoft.com
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Step 4: Acquire Volatile Data

As the contents of RAM and other volatile data are dynamic, investigators
need to be careful while acquiring such data. Working on a live system may
alter the contents of the RAM or processes running on the system. Any
involuntary action may change file access dates and times, use shared
libraries or DLLs, trigger the execution of malware, or —in the worst case
— force a reboot, thus making the system inaccessible. Therefore, the
examination of a live system and volatile data acquisition must be
conducted carefully. While most volatile data are recovered by examining
the live system, approximately the same amount of data can be obtained
by examining the image acquired from the memory of the system. The
following sections describe how to acquire volatile data from Windows,
Linux, and Mac systems.

Acquire Volatile Data from a Windows Machine

Forensic tools such as Belkasoft Live RAM Capturer can be used to extract
the entire contents of the computer’s volatile memory. This tool saves the
image files in .mem format.

Belkasoft Live RAM Capturer
Source: https://belkasoft.com



Belkasoft Live RAM Capturer is an open-source forensic tool that enables
reliable extraction of the entire contents of the computer’s volatile
memory, even if protected by an active anti-debugging or anti-dumping
system. Separate 32-bit and 64-bit builds are available to minimize the
tool’s footprint. Memory dumps captured with Belkasoft Live RAM
Capturer can be analyzed with Live RAM Analysis using the Belkasoft
Evidence Center software. Belkasoft Live RAM Capturer is compatible with
all versions and editions of Windows including XP, Vista, Windows 7, 8, and
10, 2003, and 2008 Server.

* Belkasoft Live RAM Capturer — x

Select output folder path:

| J\RamCapturer x4

Loading device driver ...Physical Memory Page Size = 4096Total Physical Memary Size = 16894 MB
Memory dump completed. Total memory dumped = 156894 MBAnalyze memory dumps with Belkasoft
Evidence Center. Download at www . belkasoft.com/fec

Capture! Cancel Close

Figure 4.3: Capturing RAM of a machine

Note: While performing live acquisition, an investigator must be aware of
the fact that working on a live system may alter the contents of RAM or
processes running on the system. Any involuntary action performed on the
system may potentially make the system inaccessible.



Step 5: Enable Write Protection on
the Evidence Media

U Itis necessary to write protect the suspect drive using write blockers
to preserve and protect the evidence containedin it

U A write blocker is a hardware device or software applicationthat
allows data acquisition from the storage media without altering its
contents

U It blocks write commands, thus allowing read-only access to the
storage media
= If hardware write blocker is used:
Install a write blocker device
Boot the system with the examiner-controlled operating system

Examples of hardware devices: CRU® WiebeTech® USB WriteBlocker™,
Tableau Forensic Bridges, etc.

= If software write blocker is used:
Boot the system with the examiner-controlled operating system
* Activate write protection

Examples of software applications: SAFE Block, MacForensicsLab Write
Controller, etc.

Step 5: Enable Write Protection on the Evidence Media

Write protection refers to one or more measures that prevent a storage
media from being written to or modified. It may either be implemented by
a hardware device, or a software program on the computer accessing the
storage media. Enabling write protection allows the data to be read but
prohibits writing or modification.

In the context of forensic data acquisition, the evidence media — which
refers to the storage in the original device from which data must be copied
onto a separate storage device — must be write protected to safeguard it
from modifications.

Write protection is important because forensic investigators should be
confident about the integrity of the evidence they obtain during
acquisition, analysis, and management. The evidence should be legitimate
in order for it to be accepted by the authorities of the court. Therefore, the
investigator needs to implement a set of procedures to prevent the
execution of any program that can alter the disk contents.

The following are some measures that provide defense mechanisms
against alterations:

= Set a hardware jumper to make the disk read-only



= Use operating system and software that cannot write to the disk
unless instructed

= Employ a hard disk write block tool to protect against disk writes

Hardware and software write blocker tools provide read-only access to
hard disks and other storage devices without compromising their security.
The main differences among these solutions arise during the installation

and usage stages.

= |f hardware write blocker is used:
o Install a write blocker device
o Boot the system with the examiner-controlled operating system
o Examples of hardware devices: CRU® WiebeTech® USB

WriteBlocker™, Tableau Forensic USB Bridge, etc.

= |f software write blocker is used:

o Boot the system with the examiner-controlled operating system

o Activate write protection

o Examples of software applications: SAFE Block, MacForensicsLab
Write Controller, etc.



Step 6: Acquire Non-volatile
Data

Non-volatile data can be acquired in both live acquisition
0 1 and dead acquisition. It mainlyinvolvesacquiring data
from a hard disk.

There is no significant difference in the amount of data
@ 2 acquired from a hard disk between the live and dead
acquisition methods

Live Acquisition of a hard disk is performed by using
remote acquisitiontools (e.g. netcat), and bootable CDs or
USBs (e.g. CAINE); while dead acquisition involves

03 removing the hard disk from the suspect drive, connecting
it to a forensic workstation, write-blockingthe hard disk,
and running a forensic acquisition tool on the disk

- o
Step 6: Acquire Non-volatile Data

&
-y

Non-volatile data can be acquired from a hard disk both during live and
dead acquisition processes.

Investigators can use remote acquisition tools such as Netcat, or bootable
CDs or USBs via tools such as CAINE to perform live acquisition of a hard
disk.

The dead acquisition process can be performed via the following steps:
= Remove the hard drive from the suspect drive
= Connect it to a forensic workstation to perform the acquisition

= Write-block the hard disk to ensure that it provides only read-only
access to the hard drive and prevents any modification or tampering
of its contents

= Run any forensic acquisition tool suitable for the purpose of
acquiring/collecting data



Step 6: Acquire Non-volatile Data (Using a Windows
Forensic Workstation)

O To acquire forensic image of a hard disk during dead acquisition, remove the hard disk, connect it to a forensic
workstation, enable write-blocker, and run a forensic imaging tool (e.g. AccessData FTK Imager) on the workstation

O AccessData FTK Imager is a disk imaging program which can preview recoverable data from a disk of any kind and also
r create copies, called forensics images, of that data

| size | Type Date Modied

Insge Sorce: [CURVGRPEr BTG
=

s [ —— | e

http://accessdata.com

Step 6: Acquire Non-volatile Data (Using a Windows Forensic
Workstation)

To acquire a forensic image of a hard disk during dead acquisition,
investigators need to remove the hard disk, connect it to a forensic
workstation, enable a write-blocker, and run a forensic imaging tool such as
AccessData FTK Imager on the workstation.

AccessData FTK Imager
Source: https.//accessdata.com

FTK Imager is a data preview and imaging tool. It can also create perfect
copies (forensic images) of computer data without making changes to the
original evidence.

Features

= Create forensic images of local hard drives, CDs and DVDs, thumb
drives, or other USB devices, entire folders, or individual files from
various places within the media

= Enables previewing files and folders on local hard drives, network
drives, CDs and DVDs, thumb drives, or other USB devices




= Enables previewing the contents of forensic images stored on a local
machine or a network drive

= Enables mounting an image for a read-only view that leverages
Windows Internet Explorer to display the content of the image
exactly as the user saw it on the original drive

= Exports files and folders from forensic images

= Recovers files that have been deleted from the Recycle Bin, but have
not yet been overwritten on the drive

= Creates hashes of files to check the integrity of the data by using
either of the two hash functions available in FTK Imager: Message
Digest 5 (MD5) and Secure Hash Algorithm (SHA-1)

]
] |
Eie  View Moda Help |
& = - w W T . |
Mame | Size | T:f'pe | Date Modified |
|
Select Image Destination *®
Image Destination Folder
[E L A Ficiunes Browse
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[mage Fi= 001
Image Fragment Size (MIE) "'5‘:':'7
For Fav, EDN, and AFF formats: 0 = do not fragment
Compression (Dsbons, TsFasest  SeSmalest) [E =1
Use ALV Encrypbion r
Fitir ey il Crveniar [
cBack | Frish | Conee | bk
| Cancel ]
[For User Guide, press F1 HUM

Figure 4.4: Selecting destination directory to store image file
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Figure 4.5: Image created successfully



Step 1: Plan for Contingency

O Investigators must prepare for contingencies such as when the hardware or software does not work,
or a failure occurs during acquisition

o

Hard Disk Data chuisition X-Ways Forensics N First Copy of
. el | o - W
Investigators must create at least two images of the == ..—“'
digital evidence collected, in order to preserve it. If one { [T | I—
copy of the digital evidence recovered becomes corrupt, E—— Y Second Copy of
investigatorscan then use the other copy. Digital Evidence  Pro-Discover Farensics Digital Evidence
Imaging Tools
A .
i i = [maging Evidence First Copy of
If you po.ssess more th.an one imaging tool, such as F.'rc? > Pl Dt boaica
DiscoverForensics or AccessData FTK Imager, it is = 3 .._“‘
recommended to create the firstimage with one tool ‘ """""""""""
and the second image with the other tool. If you posses S ——— 5 Secaid Copy of
only one tool, make two or more images of the drive Digital Evidence  Imaging Evidence Digital Evidence
using the same tool.
4 j
Step 1: Plan for Contingency (Cont’d)
Hardware Acquisition Tool Drive Decryption
Consider using a hardware acquisition tool Be prepared to deal with encrypted drives
(such as UFED Ultimate or IM SOLO-4 G3 IT that need the user to provide the decryption
9 RUGGEDIZED) that can access the drive at 0 key for decrypting. Microsoft includes a full

the BIOS level to copy datain the Host disk encryption feature (BitLocker) with select
Protected Area (HPA) editions of Windows Vista and later.

(\‘_ } Accessing Drive
= T at BIOS Level
o = | > ‘M. M 0000 [ e >
oo Decrypting Key
- A Ha-ﬂ-dt‘-”ari 1 Hard Disk
Encrypted Drive Decrypted Drive cquisition Tool

Step 7: Plan for Contingency

In digital forensics investigation, planning for contingency refers to a
backup program that an investigator must have in case certain hardware or
software do not work, or a failure occurs during an acquisition.
Contingency planning is necessary for all cyber investigations as it assists
investigators in preparing for unexpected events. Specifically, it is a process



that helps in completing the investigation process by providing alternative
solutions to the failed software or hardware tools. Plans for contingency
should include:

= Hard Disk Data Acquisition

Investigators must create at least two images of the digital evidence
collected, in order to preserve it. If one copy of the digital evidence
recovered becomes corrupt, investigators can then use the other

copy.
) L
X-Ways Forensics First Copy of
TP R——. Digital Evidence
= =
| —
= =

- Second Copy of
Digital Evidence Pro-Discover Forensics Digital Evidence

Figure 4.6: Hard disk data acquisition

= Imaging Tools

If you possess more than one imaging tool, such as Pro-
DiscoverForensics or AccessData FTK Imager, it is recommended to
create the first image with one tool and the second image with the

other tool. If you possess only one tool, make two or more images of
the drive using the same tool.
\,

Imaging Evidence First Copy of

Digital Evidence
— T

- Second Copy of
Digital Evidence Imaging Evidence Digital Evidence

>

fnn
Wbl

Figure 4.7: Data acquisition using imaging tools

= Hardware Acquisition Tools



Consider using a hardware acquisition tool (such as UFED Ultimate or
IM SOLO-4 G3 IT RUGGEDIZED) that can access the drive at the BIOS
level to copy data in the Host Protected Area (HPA)

Decrypting Key

Encrypted Drive Decrypted Drive

Figure 4.8: Data acquisition using hardware acquisition tool
Drive Decryption

Be prepared to deal with encrypted drives that need the user to
provide the decryption key for decrypting. Microsoft includes a full
disk encryption feature (BitLocker) with select editions of Windows
Vista and later.

Accessing Drive
at BIOS Level

Hardware

Acquisition Tool Hard Disk

Figure 4.9: Drive decryption



Step 8:Validate Data
Acquisition

Validating data acquisition involvescalculatingthe hash
value of the target media and comparing it with its forensic |
counterpart to ensure that the datais completely acquired

"2 The uniquenumber (hash value)is referred to as a
(" “digital fingerprint”

As hash values are unique, if two files have the same hash
value, they are 100% identical even if the files are named
differently

Utility algorithms that produce hash valuesinclude CRC-32, |
MD5, SHA-1, and SHA-256

Step 8: Validate Data Acquisition

An important aspect of computer forensics is the validation of digital
evidence. This is essential to verify the integrity of the data. Validating data
acquisition involves calculating the hash value of the target media and
comparing it with its forensic counterpart to ensure that the data has been
completely acquired.

The unique number (hash value) is referred to as a digital fingerprint,
which represents the uniqueness of a file or disk drive. When two files
have the same hash values, they are considered identical, even if they have
different filenames, as the hash values are generated based on their actual
content. Even a slight modification in the content of a file changes its hash
value completely. Further, a hash is a one-way function, which implies that
decryption is impossible without a key.

The following are some hashing algorithms that can be used to validate the
data acquired:

= CRC-32: Cyclic redundancy code algorithm-32 is a hash function
based on the idea of polynomial division. The number 32 indicates
that the size of the resulting hash value or checksum is 32 bits. The
checksum identifies errors after data transmission or storage.



= MD5: This is an algorithm used to check data integrity by creating a
128-bit message digest from data input of any length. Every MD5
hash value is unique to that particular data input.

= SHA-1: Secure Hash Algorithm-1 is a cryptographic hash function
developed by the United States National Security Agency, and it is a
US Federal Information Processing Standard issued by NIST. It creates
a 160-bit (20-byte) hash value called a message digest. This hash
value is a 40 digits long hexadecimal number.

= SHA-256: This is a cryptographic hash algorithm that creates a
unique and fixed-size 256-bit (32-byte) hash. Therefore, it is ideal for
anti-tamper technologies, password validation, digital signatures,
and challenge hash authentication.



Step 8:Validate Data Acquisition - Windows Validation Methods

Windows computers come with PowerShell utility, which has the ability to run cmdlet
The Get-FileHash cmdlet computes the hash valuefor an evidence file by using the specified hash algorithm

This hash value is used throughout the investigation for validating the integrity of the evidence

000D

Investigatorscan also use commercial computer forensics programs, which have built-in validation features that can
be used to validate the evidencefiles

O

For instance:

= ProDiscover’s.eve files contain metadata in
segmented files or acquisition files, including the
hash value for the original media

_1908.dd

= When you load the image to ProDiscover, it compares
the hash value of this image to the hash value of the
original media

= |f the hashes do not match, the tool notifies that the
image is corrupt, implying that the evidence cannot
be considered reliable

Note: In most computer forensics tools, raw format image files do not contain metadata. For raw acquisitions, therefore, a separate

manual validation is recommended during analysis.

Step 8: Validate Data Acquisition - Windows Validation
Methods

= Windows computers come with PowerShell utility, which has the
ability to run cmdlet

= The Get-FileHash cmdlet computes the hash value for an evidence
file by using the specified hash algorithm

= This hash value is used throughout the investigation for validating the
integrity of the evidence

| EX Administrator Windows PowerShell = 0 hod
et-FileHash

@138 ) |
Image File

Figure 4.10: Computing hash value



= |nvestigators can also use commercial computer forensics programs,
which have built-in validation features that can be used to validate

the evidence files
= For instance:

o ProDiscover’s .eve files contain metadata in segmented files or
acquisition files, including the hash value for the original media

o When you load the image to ProDiscover, it compares the hash
value of this image to the hash value of the original media

o If the hashes do not match, the tool notifies that the image is
corrupt, implying that the evidence cannot be considered reliable

Note: In most computer forensics tools, raw format image files do not
contain metadata. For raw acquisitions, therefore, a separate manual
validation is recommended during analysis.



Module Summary

This module has discussed the data acquisition
fundamentals

It has discussed the different types of data
acquisition

It has also discussed in detail the data acquisition
format

Finally, this module ended with a detailed
discussion on data acquisition methodology

In the next module, we will discuss in detail on
defeating anti-forensics techniques

00000

Module Summary

This module discussed the fundamentals of data acquisition. It explained
the different types of data acquisition and discussed in detail the data
acquisition formats. Finally, this module presented a detailed discussion on
the data acquisition methodology.

In the next module, we will discuss in detail countermeasures to defeat
anti-forensics techniques.
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Defeating Anti-forensics Techniques




Module Objectives

Understandingthe Anti-forensics Techniques

Understandingthe Data Deletion and Recycle Bin Forensics

Overview of File Carving Techniquesand Ways to Recover Evidence from
Deleted Partitions

Understandingthe Password Cracking/Bypassing Techniques

Understanding How to Detect Steganography, Hidden Data in File System
Structures, and Trail Obfuscation

Understanding the Techniques of Artifact Wiping, Overwritten Data/
Metadata Detection, and Encryption

Overview of Anti-forensics Countermeasures and Anti-forensics Tools

Module Objectives

After compromising a system, attackers often try to destroy or hide all
traces of their activities; this makes forensic investigation extremely
challenging for investigators. The use of various techniques by cyber-
criminals to destroy or hide traces of illegal activities and hinder forensic
investigation processes are referred to as anti-forensics. Forensic
investigators need to overcome/defeat anti-forensics so that an
investigation yields concrete and accurate evidence that helps identify and
prosecute the perpetrators.

This module outlines the fundamentals of anti-forensics techniques and
elaborately discusses how forensic investigators can defeat them using
various tools.

At the end of this module, you will be able to:
= Understand the anti-forensics techniques
= Discuss data deletion and Recycle Bin forensics

» |llustrate file carving techniques and ways to recover evidence from
deleted partitions

= Explore the password cracking/bypassing techniques



= Detect steganography, hidden data in file system structures, and trail
obfuscation

= Understand techniques of artifact wiping, overwritten data/metadata
detection, and encryption

= Understand the anti-forensics countermeasures and anti-forensics
tools



Module Flow

1 2

Understand Anti-forensics Discuss Anti-forensics
and its Techniques Countermeasures
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Understand Anti-forensics and its Techniques

As discussed previously, anti-forensics techniques are used by cyber-
criminals to complicate or prevent proper forensics investigation. Cyber-
criminals employ these techniques to make evidence collection extremely
difficult and to compromise the accuracy of a forensics report.

This section presents an overview of anti-forensics and lists various anti-
forensics techniques used by attackers.



What is Anti-forensics?

Anti-forensics (also known as counter forensics) is a common term for a set of techniques aimed at
complicating or preventing a proper forensics investigation process

Goals of Anti-forensics
¥ Interrupt and prevent information collection
v Make difficult the investigator’s task of finding evidence
v Hide traces of crime or illegal activity -
-
v" Compromise the accuracy of a forensics report or testimony

v" Delete evidence that an anti-forensics tool has been run

What is Anti-forensics?

Anti-forensics, also known as counter forensics, is a set of techniques that
attackers or perpetrators use in order to avert or sidetrack the forensic
investigation process or try to make it much harder. These techniques
negatively affect the quantity and quality of evidence from a crime scene,
thereby making the forensic investigation process difficult.

Therefore, the investigator might have to perform additional steps in order
to fetch the data, thereby causing a delay in the investigation process.

Goals of anti-forensics are listed below:
= Interrupt and prevent information collection
= Make the investigator’s task of finding evidence difficult
= Hide traces of crime or illegal activity
= Compromise the accuracy of a forensics report or testimony

= Delete evidence that an anti-forensics tool has been run




Anti-forensics Techniques

. Data/File Deletion ’ Overwriting Data/Metadata

2 Password Protection 8 Encryption
. Steganography . Program Packers
4 Data Hiding in File System Structures 10 Minimizing Footprint
5 Trail Obfuscation 11 Exploiting Forensics Tool Bugs
6 Artifact Wiping 12  Detecting Forensics Tool Activities

Anti-forensics Techniques

Anti-forensic techniques are the actions and methods that hinder the
forensic investigation process in order to protect the attackers and
perpetrators from prosecution in a court of law. These techniques act
against the investigation process such as detection, collection, and analysis
of evidence files and sidetrack the forensic investigators. These techniques
impact the quality and quantity of the evidence of a crime scene, thereby
making the analysis and investigation difficult. Anti-forensic techniques,
which include deletion and overwriting processes, also help to ensure the
confidentiality of data by reducing the ability to read it.

Attackers use these techniques in order to defend themselves against
revelation of their actions during criminal activities. Deceitful employees
may use anti-forensic tools for the destruction of data that may cause huge
losses to the organization.

Given below are the types of Anti-forensics techniques:
1. Data/File Deletion
2. Password Protection
3. Steganography
4. Data Hiding in File System Structures
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. Trail Obfuscation

. Artifact Wiping

. Overwriting Data/Metadata
. Encryption

. Program Packers

10.
11.
12.

Minimizing Footprint
Exploiting Forensics Tool Bugs

Detecting Forensics Tool Activities



Anti-forensics Technique:
Data/File Deletion

When a file is deleted from the hard drive, the pointer
to the file gets deleted but the contents of file remain
on the disk

In other words, the deleted files can be
recovered from the hard disk until the
sectors containingthe contents of the file
are overwritten with the new data

Data recovery Tools such as Autopsy, Recover My Files,
EaseUS Data Recovery Wizard Pro, and R-Studio can be
used for recovering deleted files/folders

Anti-forensics Technique: Data/File Deletion

When a file is deleted from the hard drive, the pointer to the file is removed
by the OS and the sectors containing the deleted data are marked as
available, which means the contents of the deleted data remain on the hard
disk until they are overwritten by new data. Forensic investigators use data
recovery tools such as Autopsy, Recover My Files, EaseUS Data Recovery
Wizard Pro, R-Studio, etc., to scan the hard drive and analyze the file system
for successful data recovery.



What HappensWhen a File is Deleted in Windows?

LN 2 - .
h FAT File System [ ] NTES File System
QO The OS replaces the first letter of a O When a user deletes a file, the OS just
deleted file name with a hex byte code: marks the file entry as unallocated but does
ESh not delete the actual file contents

[ The clusters allocated to the deleted file are
marked as free in the $BitMap (SBitMap file
is a record of all used and unused clusters)

O EShis a special tag that indicatesthat
the file has been deleted

O The corresponding cluster of that file in  The computer now notices those empty
FAT is marked as unused, although it will clusters and avails that space for storing a
continueto containthe information until new file

it is overwritten O The deleted file can be recovered if the

space is not allocated to any other file

Note: On a Windows system, performing normal Delete operation sends thefiles to the Recycle Bin. Whereas performing the

Shift+Delete operation bypasses the Recycle Bin.
y____ e
What Happens When a File is Deleted in Windows?

When any user deletes a file, the OS does not actually delete the file but
marks the file entry as unallocated in the Master File Table (MFT) and
allocates a special character. This character denotes that the space is now
ready for use.

In FAT file system, the OS replaces the first letter of a deleted file name with
a hex byte code, E5h. E5h is a special tag that indicates a deleted file. The
FAT file system marks the corresponding clusters of that file as unused,
although they are not empty.

In NTFS file system, when a user deletes a file, the OS just marks the file
entry as unallocated but does not delete the actual file contents. The
clusters allocated to the deleted file are marked as free in the SBitMap
(SBitMap file is a record of all used and unused clusters). The computer now
notices those empty clusters and avails that space for storing a new file. The
deleted file can be recovered if the space is not allocated to any other file.
On a Windows system, performing normal Delete operation sends the files
to the Recycle Bin. Whereas performing the Shift+Delete operation
bypasses the Recycle Bin.



Recycle Bin in Windows

The Recycle Bin is a temporary storage place for |@lE - Reque BinTools  Recycle Bin - b X
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Recycle Bin in Windows (Cont’d)

The storage location of Recycle Bin depends on type of OS and file system

U0 Recycle Bin storage location on FAT file systems:
* Onolder FAT file systems (Windows 98 and prior), it is located in Drive:\RECYCLED

O Recycle Bin storage location on NTFS file systems:

*  On Windows 2000, NT, and XP it is located in Drive:\RECYCLER\<SID>

* On Windows Vista and later versions, it is located in Drive:\$Recycle.Bin\<SID>




Recycle Bin in Windows
(Cont’d)

When a file is deleted, the complete path of the file and
its name is stored in a hiddenfile called INFO2 ( in

0 1 Windows 98) in the Recycled folder. Thisinformation is
used to restore the deleted files to their original
locations.

Prior to Windows Vista, a file in the Recycle Bin was stored
2 in its physicallocation and renamed using the syntax:
0 D<original drive letter of file><#>.<original extension>

= “D” denotes that a file has been deleted

Example:

03 De7.doc = (File is deleted from E: drive, it is the “eighth” file
received by recycle bin, and is a “doc” file)

_ comss bt oo o |
Recycle Bin in Windows (Cont’d)

In Windows Vista and later versions, the deleted file is renamed using the syntax:

SR<#>.<original extension>, where <#> represents a set of random letters and numbers

At the same time, a corresponding metadatafile is created which is named as:

Si<#>.<original extension>, where <#> represents a set of random letters and
numbers the same as used for SR

The $R and I files are located at C:\SRecycle.Bin\<USER SID>\

Sl file contains following metadata:
¥" Original file name
¥" Original file size
¥" The date and time the file was deleted

Recycle Bin in Windows

Recycle Bin temporarily stores deleted files. When a user deletes an item, it
is sent to Recycle Bin. However, it does not store items deleted from
removable media such as a USB drive or network drive.

The items present in Recycle Bin still consume hard disk space and are easy
to restore. Users can use the restore option in Recycle Bin to retrieve



deleted files and send them back to their original location.

Even if files are deleted from Recycle Bin, they continue to consume hard
disk space until the locations are overwritten by the OS with new data.

o | v Recycle Bin Tools  Recycle Bin — O oy
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Figure 5.1: Recycle bin window

When Recycle Bin becomes full, Windows automatically deletes the older
items. Windows OS assigns one specific space on each hard disk partition
for storing files in Recycle Bin. The system does not store larger items in
Recycle Bin; rather, it deletes them permanently.

Following are the steps to change the storage capacity of Recycle Bin:

1. On the Desktop, right-click over Recycle Bin icon and select
“Properties”

2. Click the location of Recycle Bin that needs to be changed, under
Recycle Bin location (likely C drive)

3. Click “Custom size” and then enter a maximum storage size (in MB)
for Recycle Bin in the “Maximum size (MB)” box

4. Click OK



o Recycle Bin Properties X

General

Recyce Bin Location  Space Available
Mlocal Disk (C:) 150 GB
Local Disk (D) 495 GB
Local Disk (E:) 280 GB
Local Disk () 1,99 GB

Settings for selected location

(®) Custom size:
Maximum size (ME): Q745

() Don't move files to the Recyde Bin. Remave files
immediately when deleted.

[ pigplay delete confirmation dialog

Cancel pply

Figure 5.2: Configuring Recycle Bin Properties

Following are the steps to delete or restore files in Recycle Bin:
Open Recycle Bin to perform the deletion or restoration operations.
1. To restore a file, right-click on the file icon and select Restore

2. To restore all files, select All, go to Manage, and click Restore the
selected items

3. To delete afile, right-click on the file icon and select Delete
4. To delete all files, there are two methods:
= Select All, right-click and select Delete option
= Go to Manage option in the tool bar and click Empty Recycle Bin

o Both methods show a pop-up window to confirm permanent
deletion of the items. Click Yes.

Recycle Bin storage location on FAT file system: The older FAT file system,
used across Windows 98 and earlier versions, stored the deleted files in
Drive: \RECYCLED folder.

Recycle Bin storage location on NTFS file system:



= On Windows 2000, NT, and XP, it is located in brive: \RECYCLER\<SID>

= On Windows Vista and later wversions, it is located in
Drive:\$Recycle.Bin\<SID>

There is no size limit for Recycle Bin in Vista and later versions of Windows
whereas the older versions had a maximum limit of 3.99 GB. Recycle Bin
cannot store items larger than its storage capacity. When a user deletes a
file or folder, Windows stores all the details of the file, such as its name and
the path where it was stored, in INFO2, which is a hidden file found in
Recycle Bin. The OS uses this information to restore the deleted file to its
original location. The Recycled hidden folder contains files deleted from a
Windows machine.

In earlier versions of Windows, the deleted files were renamed by the OS
using the following format:

D<original drive letter of file><#>.<original extension>

For example, in the case of a Dxy.ext file in the Recycled folder, “x” denotes
the name of drive such as “C,” “D,” and others; “y” denotes the sequential
number starting from one; and “ext” is the extension of the original file.

In Windows Vista and later versions, the deleted files are renamed by the
OS using the following format:

$R<#>.<original extension>, Where <#> represents a set of random letters
and numbers

At the same time, a corresponding metadata file is created which is named
as:

SI<#>.<original extension>, Where <#> represents a set of random letters
and numbers the same as used for sr

The $r and s1 files are located at c: \$Recycle.Bin\<USER SID>\
Sl file contains following metadata:

= Original file name

= QOriginal file size

= The date and time the file was delete



In Windows versions newer than Vista and XP, the OS stores the complete
path and file or folder name in a hidden file called INFO2. This file remains
inside the Recycled or Recycler folder and stores information about the
deleted files.

INFO2 is the master database file and is very crucial for the recovery of
data. It contains various details of deleted files such as their original file
name, original file size, date and time of deletion, unique identifying
number, and the drive number in which the file was stored.



Recycle Bin Forensics

U The original files pertaining to the Sifiles are not visible in
the Recycle Bin folder when,

B C:\Windows\system32\cmd.exe - o %

= Sifileis corrupted or damaged
= The attacker/insider deletes Sl files from the Recycle Bin
O During forensic investigation, the investigator should check

for the SR files in the Recycle Bin directory to counter the
anti-forensic technique used by the attacker
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= Pictures
Bullets
M

Recycle Bin directory displaying both $1and $R files
2 | Recycle Bin folder contain only files that have $1 data

Recycle Bin Forensics (Cont’d)

If the metadatafiles related to the original files are not B CWindows\system3Zcmd.exe - @ x
present in the folder, then the investigator can use
f\p ‘copy’ command to recover the deleted files (SR files)

Command:

copy <$R* (or File name)> <Destination Directory>

= | Recover - o X

e I ®

# Quick access
I Desktop

8] SRORRTKD.mp3
SROTMNR.tet
8] SRSPIDSK.mp3

. Command to copy data from Recycle Bin

SV3PC et
SREALIZP bt
SREIRGKLDX
SREKUSKE.Dit

& OneDrive 2 BTl In case, the metadata of Recycle Bin is lost, or the
3 seepvize
LG & SRUECODD wav data is hidden intentionally by the perpetrator, the
@ Network
. - investigatorcan follow above steps to recover the

13items

deleted files from Recycle Bin for further analysis

4  Recovered data

Recycle Bin Forensics

= The original files pertaining to the Sl files are not visible in the Recycle
Bin folder when,

o Slfileis corrupted or damaged

o The attacker/insider deletes Sl files from the Recycle Bin



= During forensic investigation, the investigator should check for the SR
files in the Recycle Bin directory to counter the anti-forensic
technique used by the attacker

B C\Windows'system32\cmd.exe - O X

Figure 5.3: Recycle Bin directory displaying both Sl and SR files
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Figure 5.4: Recycle Bin folder contain only files that have SI data



= |f the metadata files related to the original files are not present in the
folder, then the investigator can use ‘copy’ command to recover the
deleted files (SR files)

Command:

copy <$R* (or File name)> <Destination Directory>

| BN C\Windows\system3Zcmd.exe - O o

Figure 5.5: Command to copy data from Recycle Bin
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Figure 5.6: Recovered data

= |n case, the metadata of Recycle Bin is lost, or the data is hidden
intentionally by the perpetrator, the investigator can follow above
steps to recover the deleted files from Recycle Bin for further analysis



File Carving

It is a techniqueto recover files and fragments of files from the hard disk in the absence of file system metadata

v
O

In this technique, file identification and extraction is based on certain characteristicssuch as file header or footer
rather than the file extension or metadata

v
O

L Afile header is a signature (also known as a magic number), which is a constant numeric or text value that
determines a file format

Example:

I } # A suspect may try to hide an image from being detected by investigators by changing the file extension from .jpg to .dll
» However, changing the file extension does not change the file header, and analysis tells the actual file format
Example:

¥ Afile format is confirmed as .jpg if it shows “JFIF” in the file header and hex signature as “4A 46 49 46"

O Investigatorscan take a look at file headers to verify the file format using tools such as 010 Editor, Cl Hex Viewer,
Hexinator, Hex Editor Neo, Qiew, WinHex, etc.

File Carving

File carving refers to a technique that is used to recover deleted/lost files
and fragments of files from the hard disk when file system metadata is
missing. By allowing forensic investigators to retrieve files that have been
deleted/lost from a hard disk, file carving helps extract valuable artifacts
related to a case of cyber-crime for further examination. A perpetrator may
also attempt to delete an entire partition from the hard disk and then
merge the deleted partition’s unallocated space with the system’s primary
partition to prevent an investigator from identifying the lost partition.

= As discussed before, file carving is the process of recovering files from
their fragments and pieces from unallocated space of the hard disk in
the absence of file system metadata. In computer forensics, it helps
investigators extract data from a storage medium without any support
from the file system used in the creation of the file.

= Unallocated space refers to the hard disk space that does not contain
any file information but stores file data without the details of its
location. Investigators can identify the files wusing certain
characteristics such as file header (the first few bytes) and footer (the
last few bytes).



= For example, a suspect may try to hide an image from detection by
investigators by changing the file extension from .jpg to .dIl. However,
changing the file extension does not change the file header, which can
reveal the actual file format. A file format is confirmed as .jpg if it
shows “JFIF” in the file header and hex signature as “4A 46 49 46"

= File carving methods may vary based on different elements such as
the fragments of data present, deletion technique used, type of
storage media, etc. This process depends on information about the
format of the existing files of interest. Investigators can analyze the
file headers to verify the file format using tools such as 010 Editor, CI
Hex Viewer, Hexinator, Hex Editor Neo, Qiew, WinHex, etc.

= File carving does not require file system structure to recover data
from the disk whereas file recovery requires knowledge of the file
system structure to recover deleted data.



File Carving on Windows

O Windows tracks its files/folders on a hard drive using the pointers
that tells the system where the file begins and ends

U When a file is deleted from the hard drive, the pointer
to the file gets deleted but the contents of file remains
on the disk

3 In other words, the deleted files can be recovered from the
hard disk until the sectors containingthe contents of the file are
overwritten with new data

U Data recovery Tools such as Autopsy, Recover My Files, EaseUS Data Recovery
Wizard Pro, R-Studio for Windows, etc., can be used for recovering deleted
files/folders from Windows

|

File Carving on Windows

Windows tracks its files/folders on a hard drive using the pointers that tells
the system where the file begins and ends. When a file/folder is deleted
from a drive, the contents related to the file/folder remain on the hard disk,
but the pointers to the file are deleted. In other words, the deleted files can
be recovered from the hard disk until the 